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Executive Summary

The ENISA Threat Landscape 20thé summary othe most prevalent cybethreats¢ is sobering:

everybody is exposetd cyberthreats, with the main motive being monetization. The year 2016 is thus

OK I NI O §heEfiiciBriry obcgbertime monetizatiod @ndoubtedly optimization of cybeicrime

turnover was THE trend observed in 2016. Andyidls manyof the negdive aspectsn cyberspace, this

trend is here to stay. The development and optimization of badware towards profit will remain the main
parameter for attack methods, tools and tactics. Attacks including multiple channels and various layers
seem to be thet & (-df-iheSk NIi ¢ F2NJ I ROFYyOSR GKNBFG 3Sydao 2K
toolscontinuetobeg A RSt & | @I At 0f ST S@OSYy dSNB&OSEW 6Af A

Fortunately, the maturity of defenders increases too. In 2016, ciffoeat prevention has:

9 Gained routine in disruptions of malicious activities through operations coordinated by law
enforcement and including vendors and state actors.

1 Achieved some advantages in attributidwaugh exploitation of weaknesses of anonymization
infrastructures, tools and virtual currencies.

1 Gained valuablex@erience by major attacks in the area of DDE8s will helgowards future
mitigation of such attacks that in the past have been considered as disastrous.

1 Cybersecurity has gaineith importance in the professional education and training market. It is
remarkably strengthened in universities and training organisations in an attempt to cover the demand
and thus counteract current and future skill shortage.

However in cyberspace the attackerare one step ahead. The advances of defenders have been the result
of superiority of attackers in:

1 Abusing unsecured components to mobilize a very large attack potential. This capacity that has been
demonstrated by means of DDoS attacks by infected l@icds.

1 Successfully launching extortion attacks that have targeted commercial organisations and have
achieved very high levels of ransom and high rates of paying victims.

9 Demonstrating very big impact achieved by nildtiered attacks to affedhe outcomeof democratic
processes at the example of thS elections.

9 Operating large malicious infrastructures that are managed efficiently and resiliently to withstand
takedowns and allow for quick development and mtgthancy.

Expectedly, all above issues canfbllowed by means of the assessment performed within the ENISA
Threat Landscape (ETL 2016). In the following reporgiwean overview of the top cybéhreats
assessed in 2016. By concentrating mamehe cyberthreats, ETL 2016 is more streamlinesvards the
details of cyber threats, while it provides information on threat ageamtd attack vectors

Based on this material, we deliver our conclusions for policy makers, businesses and research. They serve
as recommendations amare taken into account the future activities of ENISA and its stakeholders. An
overview of identified points is as follows:
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Policy conclusions:

Organize multstakeholders debates in an attempt to establish common denominators for
responsibilities, areas of concern, operuiss and course of action with regard to cyisecurity in
general and cybethreat intelligence in particular.

Based on CTI, establish/revive dialogue among all concerned parties on the balance between security,
privacy and surveillance requirements, b@hnational and international levels. The achieved results
may not worsen the exposure to related cykhbreats.

Develop the engagements in the areas of cybecurity education, training and awareness with regard
to good practices, skill development anolgh engagements. Main parameter in this engagements
should be the dissemination of controls for the mitigation of cytheeats, as indicated in the findings
of this report.

Business conclusions:

Use CTI as an active tool to defend assets but alasdess efficiency level of protection measures in
place with regard to the cotemporary cybthreat exposure.

Investigate methods to communicate cyktareat knowledge to the boardrooms and integrated CTI
with existing risk management models.

Use CTI asfactor to reduce costs of security controls, share information on modus operandi and
define activedefence methods.

Research conclusions:

Study the dynamics of badwaamd attack methods over the last years with the aim to proactively
prepare for future threats. Use artificial intelligence methods to recognise/discover causal
relationships among various elements of CTI.

Develop models for active defence, enhance Cid include business requirements and elaborate on
asset management and security management integration.

In the last chapter (see chaptérl), a number of importanissues leading to those conclusions are
mentioned; this chapter provides more elaborated conclusions. It is proposed to consider these issues and
identify their relevance by reflecting them to the own situation.

The figure below summarizes the top 15 cytieats and threat trends in comparison to the threat
landscape of 2016.
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Assessed Assessed Change in
Top Threats 208 Trends 205 Top Threats 208 Trends 206 ranking

1. Malware a 1. Malware a
2. Web based attacks a 2. Web based attacks a
3. Webapplication attacks a 3. Web application attacks a
4. Botnets A 4. Denial of service a B
5. Denial of service a 5. Botnets a (1)
6. Physical n _ A
damage/theft/loss A 6. Phishing A rb
7. Insider threat (malicious, = A

accidental) a 7-Spam A rb
8. Phishing A 8. Ransomware A By

it 9. Insider threat(malicious, ny
9. Spam A accidental) A CQ
_ 10. Physical _
10. Exploit kits a manipulation/damage/ a CQ
theft/loss

11. Data breaches A 11. Exploit kits a (0]
12. Identity theft A 12.Data breaches a (1)
13. Information leakage a 13. Identity theft A @
14. Ransomware a 14. Information leakage a @
15. Cyber espionage a 15. Cyber espionage A

Legend: TrendsA DecliningA Stablea Increasing
Rankingr,Going up/ HhSame© Going down

Figurel: Overview and comparison of the current threat landscap@16with the one of 2015.

1 Besides changes in ranking, the figure also displays the trends identified for each threat. The interesting
phenomenon of having some threats with stable or decreasing trend climbing up the ranking, is mosthtlueie t

fact that, albeit stagnation/reduction, the role of this threat in the total landscape has grown, for example through
volume of malicious activities, identified incidents, breaches attributed to the threat, etc. Similarly, other threats with
increasy 3 GNBYR I NBE f26SNBR Ay (KR inNde tafleAbglav). 6his i Bu@ to threatsc Q a
climbing to higher positions of the ranking, inevitably leading to lowering all other threats below.
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1. Introduction

This is the ENISA Threat Landscape report 2016 (ETL 2016). It is the fifth in a series of reports analysing
cyberthreats through collection of open sourceateriak. The effort consigtin information collection
information collation and information analysis. The time span of this exercise covers the period between
December 2015 and December 2016.

After discussion (ENISA external and internal), there ameesthanges/adaptations in the ETQ1B. As
opposed to previous years, this document consists of the current eyipeat landscape. The part
covering the impact of cybehreats to various thematic areas has been abandoridakre arewo main
reasondor this:

T ¢2 O2yOSYyiGNIGS Y2NB 2y (GKS YIAYy aLINFwRazOBagsed 2 T |
on feedback receivedtakeholders have expressed their wish to have more comprehensive
information about these top cyber threats and themmponents; and

1 Through internal distribution of work, emerging technology issues are covered by multiple ENISA
projectsaddressing critical and smart infrastructures, but also elaborating on privacy and security
issues. To this extent, assessment of exppewvill be done within these projects, based on the ETL
information.

The implications of this decision is an ETL that is more streamlined to the top 15ttsdads and the

related information. Further shifts that are planned for the next year is thdritégration of ENISA Info
Notes and ETL, while some efforts will be invested in better visualization of interconnections (semantics)
among all entities involved in ETL (see also se@i®nOur focus is to better visualise the interconnection,
while providing threat information within the year in a regular manner.

As regards the integration of Info Notes and ETL, it is planned to establish the link by betealizatg

the contextual relationships. In other words, Info Notes will contain links to the top dhbeats by

means of references to threat agents, resources, mitigation, attack vectors, assets, etc. In this way, Info
Notes will contribute towards aakper analysis, complementarity and better understanding of matters
related to assessed cybéireats.

Besides open source information, in this report ENISA has used information provided by the MISP
platform*, by CEREU and by also using threat intelligee of the cybesecurity portal CYj&Xgranted as
access pro bono to ENISA. Confidential information found in these platforms has just been taken into
account in our analysis without any disclosure or reference to this material.

https://www.enisa.europa.eu/publications/info
notes#c5=2006&c5=2016&c5=false&c2=infonote_publication_date&reversed=on&b_stact=&

http://www.misp-project.org/,

https://cert.europa.eu/cert/filteredition/en/CERTLatestNews.html
https://www.cyjax.com/
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Just as in previous yeafSNISA has consulted the ETL Stakeholder group that accompanies the threat
analysis work. The group has provided valuable input, has supported the ENISA threat analysis and has
reviewed ENISA material.

Last but not least, ENISA has a tight cooperatioh ®EREU in the area of threat information. This is
implemented by means of mutual reviews of cyltlereat assessments, use of CHRT services and by of
intensive personal communication. This allows maintaining a high level of coherence in mutualwviews o
cyberthreat assessment. Moreover, ENISA capitalizes on valuable comprehensive threat information that
CER-EU delivers to its partners. This kind of cooperation gets continuously intensified and leads to
complementarity of viewpoints, a fact that repests an addeevalue for the recipients of the produced
material.

1.1 Policy context
The Cyber Security Strategy of the’Ederscores the importance of threat analysis and emerging trends
in cyber security. The ENISA Threat Landscape contributes towardshileeement of objectives
formulated in this strategy, in particular by contributing to the identification of emerging trends in-cyber
threats and understanding the evolution of cyb@ime (see 2.4 regarding proposed role of ENISA).

Moreover, the new ENISRegulatiorf mentions the nedto analyse current and emerging risks (and their
components)a G I (itheyAge¥icy,dn cooperation with Member States and, as appropriate, with statistical
bodies and others, collects relevant informatoe particular, unér Art. 3, Tasks, d), iii), the new ENISA
NB3IdzZA F GA2ya ail (esable diféctveiresponded td curéert andzentergitg network and
information security risks and thredtsd

ETL is also related to the context of NIS Diredtiag it contributesowardsprovision of cybethreat
knowledgeneeded for various purposes defined in Mligective (e.g. article 69Moreover it comprisesa
comprehensive overview of cybéireatsand as such is a decision support tool f&U Member States
and can be used warious tasks in the processhafilding cybercapabilities.

1.2 Target audience
Information in this report has mainly strategic and tactical relevdhoecyberthreats and related
information. Such information has lofigrm relevance of pproximately up to one year. It is directed to
executives, security architects and security managers. Nonetheless, provided information is also easily
consumable by nomxperts.

Looking at the details provided by this report and ETL in general, one caimitiite among the following
information types and target groups:

9 The first part of the document that can be found in chafés a description of the current siof-
play in cyber threat intelligence (CTI). It reflects discussions performed in 2016 with the ENISA Threat
Landscape Stakeholder Group (ETL SG) and covers current needs identified in the area of strategic us
of cyberthreat intelligence. This informatn targetssecurity professional®r scholarsinterested in
open issues of CTI.

http://www.ec.europa.eu/digitatagenda/en/news/eucybersecurityplan-protect-openinternet-and-online-freedomand
opportunity-cybersecurity,
http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2013:165:0041:0058: EA:RDBE
http://eur -lex.europa.eu/legatontent/EN/TXT/PDF/?uri=CELEX:32016L1148&fromz=fN
https://www.cpni.gov.uk/documents/publiations/2015/23march2015mwr_threat_intelligence_whitepaper
2015.pdf?epslanguage=agb
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1 The top cybethreats may find a wider group of potential stakeholders who are interested in
understanding the threat landscape in general means or would like to deepenarniowar threats
and their aspects. Henaiecision makerssecurity architectsrisk managersauditors clearly belong
to the target group. And agaischolarsand end-userswho wish to get informed about the where
about of various cybethreats may findhis material useful. Last but not least, ETL 2016 can be a
useful tool forprofessionals of any specialitywho are interested in understanding the statéplay in
the area of cybethreats.

Besides the information on cybéhreats, ETL is offering an overview of the entiybersecuritythreat
6§8502482ai0SYéx 68 O20SNAyYy3I (KS NBtlIiA2yakKALEA 2F O
controls. These interconnectismake up tle context of cybethreats and can be used Vrarious other
activities, such as any kind of security assessment, identification of protection needs or categorization of
assets.

Finally, in 2016 ENISA has produced two detailed threat assessments in tes s€besehematic
landscapesave been issued for Mobile to Mobile Communication (MZ2Mihd Hardwaré® and are
published as separate reports.

1.3 Structure of the document
The structure of ETL 2016 is as follows:

I K LIGCYyér Threat Intelligence and EPtovides an overview of recent developments in cyber

threat intelligence positions the ETL and summarizes some thteat intelligence issues that are seen as
emerging.

/ Kl LIiT®NGylefhdeats A & GKS KSIF NI 27F (itgrdvidesthe fedults bfkhRB |
yearly threat assessment for the top 15 cyltereats.

/ KIFLJiThedtAgents A a |y 2@0SNIBASs 2F GKNBIG 3Syda oAl
developments that have been observed for every threat agent group inetherting period.

/ K LJGAStaek \fectaié provides an overview of important attack vectors that have led to the most
important incidents in 2016.

/ Kl LXiG®neusionsdoncludesK A & &SI NRa 9¢[ d . & deyiKSaial ay3a |
threats, it provides some policy, business and research recommendations.

https://www.enisa.europa.eu/publications/m2rcommunicationsthreat-landscape/
https://www.enisa.europa.eu/publications/hardwarthreat-landscape/
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2. Cyber Threat Intelligence and ETL

2.1 Cyber Threat Intelligence: Statef-play
Continuing the trend of the previous years, in 2016 cyber threat intelligence (CTI) and threat analysis have
gone through significant developments regarding improvement of methods, further elaboration of good
practices and adoption/implementation path&n expansiownf the availablgool landscape andn
enlargement ofunctionsfor managing CHas also taken pce®. By mainly focussing on strategic and
partially on tactical threat intelligence, we have observed main trends and developments in the evolution
of methods and good practices. In particular:

1 Enrichment of cyber threat intelligence with guidance fromdinea of public healthrhis has been
materialised by comparing threats with epidemics and by considering methods to achieve public
health with cyber threat and risk mitigation techniqd&sThough not new, comparing cyber threats
and public health has aeved some increased attention, in particular with regard to CTI sharidg
focus on victim¥.

9 Adoption of good practices from military and intelligence servitiee need to introduce new
elements inthe CTI life cycfé is evident, especially due to igsloption in various sectors€. military
and national security). This is also not a new developiieHbwever, in 2016 this trend has reached
such a maturity as to become integral part in various trainings in the area’3fCMoreover as CTI
becomesmportant in cyber warfare, we see a strong créedilization of ideas between these
disciplines.

9 Bridging CTI and risk management, consigglbusiness requirementer threat assessment and
ensuringbetter risk mitigation through cyber threat informatiomhis is quite an emerging treyabk
the need to coordinate operational security and business activitiesrisnuouslygrowing. Business
peopleandin particular decision makers, need to understdrav threat intelligence will help them to
mitigate business risks. Similarly, it needs to be clear how business requirements are reflected towards
securityoperational activitiegi.e. Security Operations Centr8OC)It is indicative thaini KA as & S| N

https://github.com/hslatman/awesomehreat-intelligence
https://www.iiss.org/-/media//silos/survival/2016/survival/58L-03-buchanan/581-03-buchanan. pdf

http://www.secure.edu.pl/pdf/2014/D2_1130 P_Armin.pdi
https://www.irgc.org/wp-content/uploads/2016/04/IRG®ublicCybersecurityOR2016.pdf
https://www.sans.org/readingroom/whitepapers/threats/threatintelligenceplanningdirection-36857,

http://www.sei.cmu.edu/library/assets/whitepapers/cigsummarykey-findings. pdf
https://www.theintelligenceacademy.net/courses/openacademy/opetellacademyfaculty/

https://www.mcafeeinstitute.com/coursesfertified-counterintelligencethreat-analyst

http://www.insaonline.org/i/d/a/b/TacticalCyber.aspx
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RSA Conference (RSA Conference 2016) CTI has been discussed intensively, and in particular its
interplay with Risk Managemeiit®24,

1 Increase in number of identified CTI use caBbesough numerous interactions in the CTlI community,
the issue ofCTI usaghas reached a high degree of detail, tigtmany use cases of CTI have been
identified®™>?¢, Combined with the increasing number of CTI tools fseet below), advancements in
the definition of use cases increase adoption of CTl methods in a varidtyantlibusiness
environments.

1 Wider adoption of good practice¥arious tools and good practices come to support CTI adoption, in
particular at the operational level. Together with CTI good practices, such tools are in support of threat
intelligence activies, covering detection of attack patterns-egation of intelligence information on
bad URLs/IPs armbrrelation of securityogs from different platformsin the law enforcement sector,
for example, we have seen very efficient practices in identifyjouwating and attributing cybecrime,
while performing comprehensive reporting addressed both to experts andexperts®,

1 Increase of CTinportance in professional skdet CTI achieved first rank of the top 5 cyber security
skills in 2018 This trend is indicativef two things: the increasing role of CTl in cyber security
business on the one hand and the relatively low maturity ofi€Erms of existence of (trainable)
good practices on the other. Organisatiansieed ofCTI professionals are already looking for options
to overcome thiskillshortage.

1 Available standards in the area are gaining importanéarious professional secds are based on
such standards and are also supported by various tools. It is expected that the role of such standards
will increase, while at the same time standardisation bodies will take care of integrating them more
systematically into security managent practices.

9 Significant increase of investmentsast but not least, nation states are going to significantly increase
investments in cybedefence. This will boost CTI as one of the main areas to be developed. In
combination with military intelligenceCTI will become a powerful tool in cykafence. Moreover,
these investments will generate new services and functions that will also be made available in the civil
market and in education. Cybeefence is going to engage/attract available CTI capigsiléind
resources. Thisowevermight further worsen CTI knowow availability.

Generally speakinghe availability of authoritative CTI resources has become better in 2016. Various CTI
professionals have digested existing sources and provide comprekengiwmation on CTI
developmentsSome digested collection ekisting CTI sources can be found Kéfe

https://www.rsaconference.com/blogs/threammodelingpeersdiscussisk-basedapplicationrsecuritydesignat-
rsac2016

https://www.rsaconference.com/events/usl6/agenda/sessions/2364/bridging-gap-betweenthreat-
intelligenceand

http://www.csoonline.com/article/3038833/security/threatntelligenceprogramslackcontextexpertssay.html|

http://blogs.gartner.com/antonchuvakin/2016/05/16/howa-lower-maturity-securityorganizationcanusethreat-
intel/
http://blogs.gartner.com/antonchuvakin/2016/06/28/babysirst-threat-intel-usagequestions/

http://www.darkreading.com/careersand-people/5-hot-securityjob-skills/d/d -id/1324678

http://reads.threatintel.eu/
https://github.com/hslatman/awesomehreat-intelligence
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http://blogs.gartner.com/anton-chuvakin/2016/05/16/how-a-lower-maturity-security-organization-can-use-threat-intel/
http://blogs.gartner.com/anton-chuvakin/2016/05/16/how-a-lower-maturity-security-organization-can-use-threat-intel/
http://blogs.gartner.com/anton-chuvakin/2016/06/28/babys-first-threat-intel-usage-questions/
http://www.darkreading.com/careers-and-people/5-hot-security-job-skills-/d/d-id/1324678
http://reads.threatintel.eu/
https://github.com/hslatman/awesome-threat-intelligence
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2.2 CTIBig Picture: An @erview
A deficit in available context for CTI content has been identified in various expert fora, &ttcléevents
this yea3!. During discussions with the ETL expert group, the need for summarizing CTI concepts has beer
identified. The am of this task is to highlight the context of CTI by showing the interplay betiteen
variousrelated componentsMoreover, one may spot aas that are undedeveloped and as such not well
utilized inthe acquisition and use @TI.

I a/ ¢L oA3 LAOGIINBe KlIa 0SSy RS@St2LISR Ay 2NRSN
illustrate context to various Ctbmponents Thisoverviewcontributes to theidentification and

illustration of corelations the main task to pass from CTI information to knowledge. Clarification of
relationships among various @Elevant parts wi help getting noAT-Security peoplebusiness fraud

analysts and business process owners on the same pace with regard to the analysis/assessment of threat
exposureto an organisation. Finally, the presentederviewpositions the content of th&NISA Threat
Landscapevith regard to the CTI big picture

The T overviews shown irFigure2 . It demonstrates all elements covered within an attack to a business
process and shows with which artefacts the assets involved in the pracesargeted It is worth

mentioning, that not all artefacts/components used are IT related (see grey arigmia below); there are
steps/procedures used within an attgdkat are performed by just having knowledge or information

about the details of the business process at stake. In other words a Modus Operandi (MO) of an attack is
not completely ITbased. Moeover, business related issu@®. detailedknowledge of the business

proces$ are key, both in planning an attack and in analysing an incidéuid.is represented in the figure
below by means for the business process as entry point to the executitwe &faud case/attack scenario.

- R R

l Weakness led to fraud

Fraud Case Business Process Assault Plan/Scenario

i Implemented by

Modus Operandi = Preattack phase Cyber Attack Vector (Campaign) Postattack phase

| Usestechniques
Tactics, Techniques coo
human engineering based on money mule:
and Procedures Based on cyber threats
CyberThreats oo

l Threats eventually used in KC phases

Kill Chain

Command & | Actions on ‘

Reconnamsanc% Weaponization Control Objectives

Delivery | Exploitation Installation |

Affected Assets

Legend:

IT/Cyber related content

Figure2: Big picture CTI elements from Modus Operandi to affected assets

0 http://raffy.ch/blog/2016/08/13/threat-intelligenceusefutwhatsthe-future/, accessed September 2016.
3! https:/lwww.rsaconference.com/events/usl@ccessed September 2016
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Butthe big picture ofFigure2 shows also the main challenges related to CTI. In part®ular

T

CTI needs to encompaksowledgeof the business processes and businesse#sat stake. This can be
done by cerelating technical incidents over IT assets to compound business assets. Additional
elements will need to be considered, suchbasiness requirementfusiness process owngisk
owner/asset owner, etc. As an examptachinformation could be used ithe business impact
assessmendf data breached incidentike xDelic*3, where hacked business servers are offered to
malicious users.

It is interesting to analyse attacks and convert them to business oriented modusnop€kéO). This

kind of information (context) is necessary in order to extrapotatiéncidentat the level of business
processes with the aim to detect and mitigate the business risk/fraud.

By collecting information about known modus operandi, one mayutatie thebusinessmpact that

could be caused by the relevant attaéls a matter of fact, businegmpact can be better

communicatel to the asset ownerand decision makers, who in most cases are not cgbeurity

fluent. To this extety MO are valuablpieces of information that should be shared among

2NBI yA&l GA2ya GKFEG FNB FOGAY3I Ay AAYAL Ll N 6dzai)
pieces that are directly applicable to organisation types.

It should be clear that cybeelated conternh may constitute just one part of an attack. Important

attack steps may be initiated or executed through techniques that are based solely on the
organisational/human engineering chantfelThese are verynportant parts of a MO and should not
beleft out CTI, solely because thdg not happen in theyberspace.

The role of asset based modelling of business processes and security controls is quite important in the
establishment of CTI context andcessary for theuccessful analysis of inciden®hen assets are

not used in security and business processes, thid®f I GA 2y Yy SSR& {darindtie R2 Yy !
analysis phaseAs such will be rathigesource intensive and costly and will only be encountered ex
post (i.e. after the hackHence, asets may be assigned a central role in CTI, as they are targets for
both offensive and defensive activities. The role of assets in CTl is subject of ¢haptiow.

Kilkchairt® may be utilized in order to associate an incident to group(s) of assets given the phase an
incident has been detected (e.g. deliver, installation, command and control). This matter is further
elaborated in the coming discussion (see sati.l).

Given that the big picture of CTI contains both cybecuritytechnicaland business related

information, it is still open what can be the rolggt pos®ss the skills required toonsolidateand

maintain this knowledge within an organisation. Discussion with various experts in the filed show that
currently organisations use atbc solutions to this, while no good practices do exist for this matter.

Interestingly, some analyses use charts with similar content to depict the course ofsittadhk related to
a specifié® and to generic on€é. They seem teonstitutea very comprehensive and clear representation

https://securelist.com/blog/research/75027/xdedithe-shadyworld-of-hackedserversfor-sale/,

http://www.mediapro.com/blog/humanfactor-report/
https://en.wikipedia.org/wiki/Kill_chain
http://www.thedarkvisitor.com/2008/05/chinesehackervirusindustry-chain/
https://www.linkedin.com/pulse/effectivecybersecurityeconomicsefficiencydanietkorstad
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of the steps of an attack and should be usethimanalysis phase of incident or threat related information.
Equally interesting are presentations that cover the entiredifele of CTI at a very good level of détafl

2.3 Therole of assets in CTI
Assets are an important element both in information security managef¢i8MS) and Risk
Assessment/Management. The merits of asset based risk assessment are $3viassets,
vulnerabilities, threats and controls afeur strongy interconnected entities that embed strong security
context(see also diagram in chapt2r6). Hence in the attempt to enhance context in CTI, assets play a
central role. They materialize the consequences of a succeeded threat (via an incident), while establishing
a bridge to business processes, business owners, risk owners, etc. Imporactalstardards for cyber
threat artefacts such as STiforesee the inclusion of assets as part of an incitfent

We believe that in CTI assets deserve more attention and need to be considered as THE independent
entities for which not only the effects of an incideare interesting, but alst whichmany other CTI
concepts do connect. By shifting our focus to the assets then€TI big picture (sdeigure2), we show in
Figure3 below examples of how assets can assist in building useful €dlations. In particular:

1 Based orthe top 15 cyber threatsfor example pne can identify whiclis the exposure of single assets
and asset groups at any degree of detail (i.e. business amsétschnical assets).

9 Through a possible grouping of assets according to kill chain steps, one can identifyagbiity s
controls are availableo mitigate reconnaissancactivitiesthat can be performedby abusingasset
properties Obviously the same can be done for all otherdtithin phases

1 Based on the above, one can identify the efficiency of controls given an assumed threat exposure.

1 By considering th extensions defined in the big picture, one can identify the efficiency of existing
security controls for a certain modus operandi. Moreover, simulation of cyber threats may provide
exposure of assets due to known weaknesses (technical, organizational).

9 Based on changes in cybthireat landscape, new vulnerabilities/weaknesses and new modus
operandi,security controlsan be revisited

9 Assetexposurecan be grouped based on a business process asaet owner.

9 The asset inventory is a very good tooktmnect technical information (i.e. Indicators of Compromise
¢ IOCsTTPs, strategic and tactical CTI,)atcbusiness assetnd business processes

It is worth mentioning, that these are examples of possible CTI context that can be establishedtgia asse
Many additional examples may be derived, especiatlyrdatagents,businessowners, TTPs, fraud
scenarios, etc. are also beitaken into account

https://www.rsaconference.com/writable/presentationslé upload/cxet08r-threat-intelligenceis-like-three-day
potty-training.pdf

http://advisera.com/27001academy/knowledgebase/heiw-handleassetregisterassetinventory-accordingto-
is0-27001/,

http://www.vigilantsoftware.co.uk/blog/conductingan-assetbasedrisk-assessmenin-iso-270012013/

http://advisera.com/27001academy/knowledgebase/A23001risk-assessmenhow-to-match-assetsthreats-and
vulnerabilities/?icn=freeknowledgebase27001&ici=bottomiso-2700Lrisk-assessmenhow-to-match-assets
threats-andvulnerabilitiestxt

https://stixproject.github.io/about/,

https://stixproject.github.io/documentation/idioms/affectegassets/
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Tactics, Techniques
and Procedures

CybeFThreats Cyber threat 1 i Cyber threat 2 Cyber threat 3 | Cyber threat 4 RS

J[ Threats eventually used in KC phases
Kill Chain Reconnaissanc% Weaponization Delivery | Exploitation Installation | Cog:) ':f: 2? @ | g‘;tji:;isvgg

\ / l\ Targeting assets via exploitation

Exploitable o
Weaknesses Vulnerabllltleé(Weakness\s /

l Exposure reduiction via controls
Implemented b
Controls

Affected Assets

Grouping of Assets according to their potential role in Kill Chain Phases

Figure3: Assets grouped according to their exposure with regard to Kill Chain phases

Though not very different from existing approaches to threat/risk management and CTI lifecycle
approache&**®, this poposal puts at the foreground the examination of asset protection with regard to
currently available threatsAt the same timeit providesclearer and more efficient methods for feedback
loopsamong CTFisk assessment and security management. Ano#ttsantage of this approach is, that it
fSFRa (2 | o0SGGSNI aasSaYSyidalraArAz2yé 2F LINRGSOlAz2Y
modus operandi. This will support a better connection of CTI to business processes and business
objectives, as oftenequested in 2016 in various occasidhginally, as often indicated in the ENISA Threat
Landscape, this would further facilitate moving from giento user/customer driven security market.

2.4 Threat taxonomy
During 2016, ENISA has launched a Threat Taxd¥ofiys is a hierarchy of threats with the aim to
establish a point of reference for various threat types and detailed threat information. Thefitseof such
a0 NHzOG dzNBa Kl @S 0SSy RSaONARSIR, tha applicabiltyiof thés Strudidnea
has been investigated. The achievements obtained were:

“4 https:/lwww.cybersecurityintelligence.com/blog/understandirtge-threat-intelligencelifecycle911.htmi
accessed November 2016.

“> http://www.ey.com/Publication/vwLUAssets/Eiow-do-you-find-the-criminatbefore-they-commit-the-
cybercrime/%24FILE/EYw-do-you-find-the-criminatbefore-they-committhe-cybercrime.pdf accessed November
216.

“¢ https://www.enisa.europa.eu/topics/threatiskmanagement/threatsand-trends/enisathreat-
landscape/etl2015/enis#éhreat-taxonomya-tool-for-structuringthreat-information, accessed September 2016.

“ https://www.enisa.europa.eu/publications/etl2015ccessed September 2016.
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The threat taxonomy has been adopted by MfSthe major platform for informtion sharing on

malware. MISP has integratéige ENISA threat taxonomy to the vocabulary used and it has
consolidatedt with other taxonomie#’.

Various players in CTI have contacted ENISA to obtain permission to use it as a threat catalogue withir
their threat assessment and risk assessment methods.

ENISA has used the threat taxonomy to communicate the contents of various threat groups to various
co-operation partners. Based on this information, for exam@l&8JRTare in the position to derive

filtering rules. These rules are then used to dynamically deliver to ENISA dashboards with desired
information about particular threats. This information flows in the yearly threat analysis.

ENISA will continue maintainitige threat taxonomy ag f A @A y 3 R Sl Biyiihé | y R
community both over the ENISA web site and major other sites using this resource.

2.5 Assessed emerging CTI issues
Concluding this chapter, we summarise current trends and emerging issues in the area of CTI. It is expecte
that these issuewill occupythe related community in the coming months/year:

1

Stronger inclusion of assets in relevant CTI concepts and especially with regard to information about
business objectives and business processes. This will lead to a better integration oh@nhkavjirise

risk managementModels to relate business Impact to technical threats might be further elaborated

and tested This wilhelp organizations to implement business driven threat management.

A variety of European countrig’s®®%2and publicorganisations® perform massive investments in
cybersecurity defence capabilities. It is expected that these investments will boost CTI as one of the
most desired resources for the years to come.

The trend observed in the area of cybdfence, will creatsignificant momentum for CTl methods

and tools. By including available intelligence capabilities, CTdenfilirther improvedand will thus

further mature This trend will result the creation of new niches for market products and services.
Similar trendswill be the result of advancing existing CTI practices in a similar pace as it has been
20aSNWWSR Ay (KS NBOSyi &SIFNERX gKSNBlIa a02yySoOi
development.

Justasin any emerging technology area, in CTI soméadto standards have emerged.

Standardisation bodies will need to speag reaction time and introduce timely CTI in existing

practices.

The use of CTl in testing effectiveness of existing security controls will be an important element in the
management of seaity. This will reduce expenses of certification and compliance efforts, while

f SFRAY3 (2 | Y2NB al 3AtS¢ aSOdaNARGe | LILINBI OKD

http://www.misp-project.org/,
https://github.com/MISP/misptaxonomies/commit/70be9e35706aa0b782ebfd5c6af6d587f760eden

https://techcrunch.com/2015/11/18/ukgowto-investin-securitystartups/
http://www.europeanfiles.eu/wpcontent/uploads/issues/201anuary-40.pdf

http://www.janes.com/article/59861/germay-outlinesplanto-createbundeswehfcybercommand

http://www.heise.de/tp/artikel/48/48970/1.html
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teaming activities within an organisatiobast but not least, CTI could be dsa assessing control
costs againgtreat exposurdevel of business processes.

2.6 Scope and usedefinitions
The method used for the development of ETL has been documented in previous landscapes. Indicatively
we would like to mention chapter 2.1 of Efln mp 0 & S Bata@tkutturdis GsBd irdthe threat analysis
process and threat landscapiéép, as well as chapter 2.4 of ETL 20144 &éntedi 2 F G KA a &St
Terminologg 0 ® C2NJ GKA A& NBlFaz2ys Ay 9¢[ wnmc ¢S R2 y2i
creation of the present report. Interested readers will need to consider the material mentioned above.

The definitions useth thisstudyare identical to the ones of ETL 2015n order to visualize the

relationships among all elements of risks, we use a figure taken frorh38@3:2005 (se€igured). This

figure has a level of granularity that is sufficient to illustrate the main elements of threat and risk
mentioned inthisreport. ThHE Y G A 1A Sa ahgySNES &/ 2dzy G SNXYSI|F AdzNBa ¢
G!'aasSiaég INB y22a GF1Sy Ayid2 F002dzyi Ay GKS 9¢[ o
with regard to threats. The notion of attack vector is being displayedisfigure and is covered in the

present report (see chaptes).

One should note that the entitiethreat agentandthreat presented inFigure4 are part of the ETL data
model. This is quite natural as these entities make up the kernel of ETL.

As regards risks, we adopt the definition according to the widely accepted stahdard H Thneatp ¥ &
abuse vulnerabilities of assets to generate harm for the organisaton Ly Y2NB RSGF Af SR
risk as being composed of the following elements:

Asset(Vulnerabilities, ContraJsThreat(Threat Agent Profile, Likelihopehd Impact

value
Owners | wish to minimise
J
. reduce
impose
—P[ Countermeasures

that may that may
be reduced by (possess

may be aware of

yv

Vulnerabilities ]

|
leading to
v Vv
based on (set of) i .
Attack Vectors that exploit —>[ Risks ]
N
use _ to
o A 4 that increase v
give rise to

Threat agents

3
Threats | to L Assets

wish to abuse and/or may damage

Figure4: The elements of risk and their relationships according to ISO 15408:2005

https://www.enisa.europa.eu/publications/enisthreat-landscape2014/at_download/fullReport
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3. Top cybeithreats

3.1 Content and purpose of this chapter
This chapter presents the current threat landscape 2016 as it has been asdessggh analysis and
collation of collected information. Open source intelligence (OSINT) was once again the method used to
collect the information that served as input to our threat analysis process. The main time window for the
collection of informatioris one year: November/December 2015 till the same period of 2016. We refer to
GKA& LISNA2R 4 GUKS NBLER2NIAY3 LISNA2RéP® ¢KS O2f
news/articles/discussions that took place in this period. Thoughedraustivé®, they considered as
representative for the cybethreat landscape.

While the available material on cyber threats and threat intelligence continued growing, in this year some
events with particular media impact have dominated the headlines. ExamplesTasedarity events, big
DDoS attacks, data breaches and extortion/ransom activities. Thoogking upa significant amount of

H N Miodléants these events are not thenly ones that are remarkable. A series of other cytheeats

have been developed thdtave caused severe impact on assets, such as the development of underground
market of cybefcrime-asa-service, the increased speed of compromises and the lower rates of incident
detection, just to mention the most important one$hese are supposed to ltiee main matters of

concern, as they have a lotsgrm impact in the cybespace.

The information collection exercise conducted in 2016 involved tight cooperation with EXERRe ENISA
stakeholder group and providgato-bonoaccess to a threat intelligee portal ofCYjAX (CYjAX Security
Portal). Moreover, malware information has been taken into account through the malware information
sharing platform MISP. Though the information taken into account contained some classified information,
this material hasot been disclosedt has just beemaken into account during the analysis process, ie.g.

the validation of performecssessments.

The total number of resources referenced in this chapter are ca. @prising main resources that are
considered to rélect the developments of the cybdhreat landscape in an authentic manner. Additional
overlapping information sourcesllected(ca. another 200) are not part of the document.

The fifteen top threats assessed and presented in this chapter are the oatgrtvailed in the reporting
period. There are some noticeable facts about the cythesat informationpresented in the individual
threat descriptions/assessment below

9 The structure of each cybdireat contains its position in the kithain, a generi@-step model
depicting the phases of an attackThis presentation has been readopted in the ET16after
received stakeholder feedback.

1 Itis considered that data breaches and identity theft are not typical cifreiats. Rather, they are
consequencesf successful threats (i.e. actions on objectives, if formulated according to thuh&ih).

https://www.cyjax.com/
http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LiWhite-Paperintel-
DrivenDefense.pdf
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In other words, in order to breach information, one has to successfully lanmelor some of the
other cyberthreatsaddressed in this chapteAs such, data lrach and identity theft arenaintained
in our top list because thegre foundthroughout the analysed material.

The presented 15 cybdhreats do not all belong to different threat categori¢¢ence, they represent
instance froml2 threat types, according the threat taxonomy use. This means that they share
common characteristics, such as protection measudependencies and initiating threat actors
Ransomware, for example, is a specialization of the threat type malware. Hence, for this threat all
malware protection measures apply, plus some that are special for the specialized threat, i.e. in this
case ransomware.

Cyber espionage is merely a motive than a cythezat. This cybethreat is maintained because it
unites almost all of the other cybdhreats in addition to some higbapability threats that are
specially crafted by statsponsored organisations, such as advanced hacking tools, vulnerability
discovery and combination of military/law enforcement intelligence methods.

As a final note in thisontext, one should mention that in the near future, ENISA will put some emphasis
on a more dynamic development of cybireat assessments and a more immediate communication of
assessments via targeted communication. For this purpose, an interactive mitided developed,
supported by automated toolsThis infrastructure aims &cilitation ofinformation presentation
integrationof various information typeandenablingstakeholderfeedback It will supporta more

interactive omnidirectionacommuni@tion of threat information and related issues to relevant
stakeholders.

https://www.enisa.europa.eu/topics/threatiskmanagement/threatsandtrends/enisathreat-landscape/threat

taxonomy
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3.2 Malware
Malware clearly tops cybehreats for yet another year. Malware samples have reached ca. 600 million
per quarter® It is interesting to see that in 2016 mobile malware reaches a growth of ca. 150%. Malware
KFa 62 AYLRNIFY(d F20A Ay (GKA& @SFENY NIyaz2vsl NB
related to 10T are rather a qualitative than a quantitative conégralthough experts believe that 10T will
be the new avenue for malware misii&eMobile malware, ransomware and information stealers are the
YEAY FNBFa 2F aYl f gl NBwfinglighd éhtolinieed arede of andhyariizatianK ( &
strategies, strong encryption (including https), flexible key management schemes, as well as obfuscation
methods for detection of payload, detection of installation,.8tcThe massive proliferation of
ransomware in 2016 has drawn the attention of threat intelligence verld®or§’? and organisatiorfg,
who have issued corresponding information notes and al&tgially impressive was the fact that state
sponsored threat actors have launched malware thatmaghigh efficiency by exploiting quite a few zero
day vulnerabilitiesUseful(i.e. comprehensive and well visualisedyine malware activity resoursean
be found heré&*6465,

In the reporting period we have assessed that:

1 Trojans, PUPs (Potentially Unwanted Programs), Droppers, Ransomware, Command and Control (C&f
key-logger/phishing based kegpggers, backdoor, information exfiltration, DDoS malware, RAd are
the main categories of malware that have prevailed the internet in the reporting p&fittddThe trend
was again increasing. Particuligh increase rates have been encountered in mobile malware with 9
to 10 million malware samples. This is an increase of ca. 150% ovef2015

1 The average lifespan of malware hashes (i.e. unique identification of a malware variant used by
malware detection tools) has been reduced to less than an hour. This means that a specific malware
variant exiss for ca. one hour and is been encountered onlgenThis is indicativef the speed of
malware mutation in order to evade detecti®fion the one hand, and one of the reasons for gaps in
end-point protection measures (i.e. antirus software).

1 Malware infection channelsalso reflecting the means of malware transportaticere topped by 1.
Malware as email attachment, 2. Web drivby and 3. Enail with malicious URtE. Knowing thisit
becomes evident thatiser training and awareness can lead to significant reduction of malware
infections.

1 Detection evasionechniques found inthisyeNa Y I f 6 NS Ay Of dzZRSY OKSO|
process (and eventually trying to terminate it), checks for existence of a test enviroffrheintual

http://motherboard.vice.com/read/internetof-thingsmalwaremirai-ddos

http://www.iottechnews.com/news/2016/sep/28/iotmalwareattacksbeingmore-sophisticateechinaand-us
source/

https://www.sans.org/readingroom/whitepapers/forensics/detectingnalwaresandboxevasiontechniques
36667,

https://www.fbi.gov/news/stories/incidentsof-ransomwareon-the-rise

https://threatmap.checkpoint.com/ThreatPortal/livemap.htrn

http://map.norsecorp.com/#/

https://cybermapkaspersky.com/

https://securelist.com/analysis/quartertynalwarereports/75640/it-threat-evolutiorntin-q2-2016-statistics/

http://news.softpedia.com/news/clevemalwareis-cleveraddsnew-anti-detectiontricks-508596.shtm|
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machine by evaluating the performance of API calls, checks for existence of various analifst tools
checks of localization information to detect nationality of user, encryption of configuration files,
selective memory loading of malware modules. It is worth mentioning that stptssored malware
YIe AyOfdzRS FRRAGAZ2Y I f dzy loiyz8réddy valre@biliiedzNS & ¢ G K| (
1 The mobile malware scene has shown further progress towards matu@gphisticated malware on
mobiles covers wide range of purposes, rangifigm monetization via ransomware to targeted
state-sponsored attacks to indivichl user group$. Just as on other platforms, ransomware on mobile
has been quadrupled in 201%6i0S infections grew too. In general, however, owning an Android
phonemeans that itis ca. three times riskier to get infectédIt seems that Android malwais easier
to distribute than iOS malware, possibly through a more rigid vetting process in the appstakso
weaker operating system update processes
1 One question that puzzles eaters and defenders in general is the efficiency of availablevaos
software. There are some organisations who test efficiency etoal regularly*’>. It is suggested
that interested users visit such wedites before purchasing antirus protection. Nonetheless, gine
the existing malware protection both at ertevices and servers, there is evidence that infection rate
in residential networks is about 12%, while in mobile networks is twenty times less, i.e. abotft 0,6%
1 One of the important tools for continuouslgdreasing malware proliferatiois the availability of
Malware-as-a-serviceofferings®. The existence of such infrastructuresonsisting often of arious
massive components like botnets, exploit kits, malware configurators and source cedeal
complexity from end users who can rent them for a few thousand dollars per month to launch for
example ransomware attacks with ca. 100.Q08 $monthly revenueg®’’. This will be a booming
business for the years to corffdut also a target for law enforcement agencf€s
1 As regards the population of malware in circulation, it consists of ca. 60% Trojans, ca. 16% Viruses, ca
11% Worms, ca. 4% PUPs and ca. 2% Adware/Spgywasaegards the caaf infections, it has been
reported that ca. 66% are caused by Trojans2éa by Viruses, ca. 3% by worms, ca. 4% by
Adware/Spyware and ca. 25% by PUPEhese numbers make clear that Trojans, Adware/Spyware
and PUPs are very efficient, while Viruses and Worms much less. This may explain declining numbers
for these two latter types of malwaré he top five countries regarding infection rates are China,
Turkey, Taiwan, Ecuador and Guatemala (infections rates between 50 and 40%). European countries

https://lwww.sans.org/readingroom/whitepapers/forensics/detectingnalware-sandboxevasiontechniques
36667,

https://citizenlab.org/2016/08/milliordollar-dissidentiphone-zero-day-nso-group-uae/

http://resources.alcatelucent.com/asset/200492

https://www.middleeastmonitor.com/2016082-rsraelrmalwareplantedin-iphone-of-uaesrights-activists/

https://securelist.com/files/2016/06/KSN_Report_ Ransomware_ 2016 final ENG.pdE
https://www.skycure.com/wpcontent/uploads/2016/06/Skycte-Q1-2016-Mobile ThreatintelligenceReport. pdf

https://www.av-test.org/en/

https://www.av-comparatves.org/dynamieests/
http://www.infosecurity-magazine.com/news/enormousalwareasa-service/
http://whatismyipaddress.com/maas
https://securityintelligence.com/cybercrimasa-serviceposesa-growingchallenge/
http://www.pandasecurity.com/mediacenter/src/uploads/2016/05/Pandalab816 T1-ENLR.pdf
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are at the bottom of infection rates: Sweden, Norway, Finland, Switzerland and Belgium (infection
rates around 20%).

Observed current trend for this threatncreasing
Related threats: Malware, Spaixploit kitsBotnets, Information LeakagBata Breaches.

Authoritative Resources 2016aT threat evolution in Q2 2016Statistic > Y | B ISNGEZ BA £ S
Ly GSttAISYyOSTsw&ilIa NIbel 3 1{. {& AdNBv e 9 w[ ., WéaldwF SEm
¢CKNBIFGa wSLR2NI> {3ISYOSNI Hanmcés alO! FSS

¢
[

Kill Chain:
\ Malware |
Reconnaissance | Weaponisation Delivery Exploitation Installation Command and Actions on
Control Objectives

l:l Step of Attack Workflow
1 width of Purpose

Figureb: Position of Malware in the kitchain

Mitigation vector: The mitigation vector for this threat contains the following elements:

9 Reliance on only enrgdoint or server malware detection and mitigation is not sufficient. Malware
detection should be implemented for all inbound/outbound channels, including network, web and
application systems in all used platforms (i.e. servers, network infrastructure, personal computers and
mobile devices).

9 Establishment of interfaces of malware detectimmctions with security incident management in
order to establish efficient response capabilities.

9 Use of available tools on malware analysis as well as sharing of malware information and malware
mitigation (i.e. MISPS.

1 Development of security policies that specify the processes followed in cases of infection. Involve all
relevant roles, including executives, operations and-agedrs.

9 Understanding of capabilities of various tools and development of solutions (e.g- multi
scanner/multichannel approaches to cover gaps.

I Regular pdate of malware mitigation controls and adagibnto new attack methods/vectors.

1 Regular monitor of antivirugests">.
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3.3 Web-basedattacks

Webbased attacks are those that use web components as an attack surface. As web components we
understand parts of the web infrastructure, such as web servers, web clients (browsers) content
management systems (CMS) and browser extensions. In partiaatderthis threat category we subsume
threats related to web server and web clients such as dolyattacks, redirection, watenoling attacks,

web browser and web server exploits, browser extension attacks abusing vulnerabilities asid-then
browserattacks. This threat is a discrete one to web application attacks that are merely concerned with
the weaknesses in the attack surface offered by web applications, that is, applications that are based/run
on webbased components. It is expected that in 2016 wihcks will continue increasing. However, for

the first time after few years, they hold second position in the generic category of network attacks behind
DDoS attacké&? At this point it is worth noticing that although classified as second by this very report
motivated by means of numbersanother reason for the high ranking wkb-based attackés because of

the severe impact as malware instaitat vector'®. The latter is being considered as an equally important
classification criterion.

In the reporting period we have assessed that:

1 Improper operation (i.e. installation, configuration and maintenance) of CMSs seems to be a significant
source of attacks to sites that have been developed with those CMSs. From the infected web pages, a
big part seems to have been developed with WordPress/@%), Joomla! (ca. 14%) and Magento (ca.
5%¥°. One mairreason for these infections are outdated plugins used within these CMSs. WordPress
had the lowest number of outdated extensions, whereas Magento had most of them. Joomla! was
second. Interestinglyriough, it seems that the reasons for outdated extensions are due to
customizations and own developments and the fear of backwards compatibility. Top three infections
have been the use of (PHP) backdoors, malware installation (spyware) and Search Engirzai@pt
(SEO) compromi&e

91 Driveby downloads are still very high in the list of malware installation tools, right afteai#spam
attachment$'®, As opposed to watenoling attacks, drivéoy is method for nostargeted malware
distribution. Driveby is the main method to distsute crimeware via manipulated web sit€% To this
extend, one can assume that the number of active dlyelownload links may be found in mad
the 270 million currently suspicious web sitedeing the main tool for malware distribution, dritog
download toolkits are already available in the underground market for prices between 100 and 700$ a
month including 24/7 suppoft“.

1 Vulnerability of browsers and plugins play a significant role in attacking end points. As regards browser
vulnerabilities, in 204it has been reported that lernet Explorer had the most, followed by Chrome
and Safari and Mozift%. As regards plugin vulnerabilities, there has been a strong increasmbeA
plugins (more than tripled) Apple plugins (more than tripled), while Chrome and ActiveX plugins were
significantly reduced (to almost haff}. According to reports from engoint protectionvendors 78%
of web sites found to have vulnerabilities, of which ca, 15% were cfffical

1 Watering hole (or wateholing) attacks are an infamous type of attack that belongs to the top
concerns of security experts in an increasing fastif§f Watering hole attacks are quite long in the

https://sucuri.net/websitesecurity/Reports/SucuWebsite HackedReport2016Q1. pdf
http://www -03.ibm.com/security/xforce/
https://webroot-cms
cdn.s3.amazonaws.com/4814/5954/2435/2016 cyberedge_group_cyberthreat _defense_repost:pét
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through an exploit k. The victims are decoyed by means of spgkishing attacks. To this exten
wateringhole attacks are drivy download attacks crafted for a specific victim group (i.e. developers,
journalists, etc.) by eventually exploiting actual vulnerabilities. Watering hole attaaigpossess
remarkable sophistication by activating their injects®dnl s KSy G(KS @AaAiG2NDa Lt
behaviour makes them difficult to tra@nd at the same time very target&d

1 Malicious IPs URLs are discrete addressable locations in the internet that are misused for malicious
purposes. Such URLs may have been entirely crafted with malicious motives or may be legitimate
IPs/URLs that have been hacked. As such, the number and nature of nsali¢dus may vary
significantly. At the time being, it is estimated that ca. 860 million bad URLs dt%dikbugh the
number is large, in the fit half of 2016 there is a big reduction in bad URLs of ca'’%0Phis may be
due to better web site protection measures and better control ofrchin name registration processes
and usage. In 2016 a very useful resource for detecting malicious web sites for free has beé&h found

1 A significant security protection used in securing interactions with web components is the SSL/TLS
protocol. Though notlirectly relevant to web based attacks, web infrastructure components are the
usual attack surface to abuse weaknesses of the encryption. To thig eatemers and users of web
components need to be vigilant with regard to the maintenance and usage sé thimtocols andhe
versions otorresponding components. Despite providing secure encryption per se, the hacking is
usually based on mismanaged andhikintained components with unpatched vulenrabilifi&s The
community will need to develop awareness about the importance of the trust chain in web
infrastructure to maintain the strengths of SSL/TLS.

Observed current trend for this threat: in@sing
Related threats: Malware, Spam, Botnets, Information Leakagts Breaches.

Authoritative Resources 2016:2 9. { L¢9 | ! / Y95 ¢wNMES utbme@Scurity n mc
Threat Reportnternet ReportOLUME 21, APRIL 261 { @ ¥*F ydiS®Omc / @0 SNI KNS
Cyberege GroufZ,d H nmc 5F G . NBIFOK Ly@S9adaAaalriArzya wSLE2 NI

Kill Chain:

\ Web based attacks |

Command and Actions on

Reconnaissance | Weaponisation Delivery Exploitation Installation SO
Control Objectives

[ ] stepof Attack Workflow
[ width of Purpose

Figure6: Postion of Web based attacks in kithain

Mitigation vector: The mitigation vector for this threat contains the following elements:

https://ww w.symantec.com/content/en/us/about/media/pdfs/istr 18 watering_hole_edits.ens.pdf

https://zeltser.com/lookupmaliciouswebsites/
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Protection of end point from unpatched software containing known vulnerabilities.

Avoidance of installation of maliciopsograms through potentially unwanted programs (PUPS).
Monitoring of behaviour of software to detect malicious object, such as web browseiimdug
Filtering web browser traffic to detect obfuscated web based attacks.

Web address, web content, files anppdications reputation solutions, blacklisting and filtering to
establish riskoriented categorization of web resources.

Check application and wetrowser settings in order to avoid unwanted behaviour based on default
settings (esp. for mobile devices).

Donot trust browser plugins unless they are from trusted soufolow relevantrecommendation®.

https://www.enisa.europa.eu/publications/infmotes/malwarein-browserextensions
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3.4 Web application attacks
Web application attacks are related to attacks against available web applications and web services.
Certainly, such attacks have overlaps with web based attacks, as regards weaknesses and vulnerabilities
web infrastructure components: some web applicatiattacks maype launched by abusing vulnerabilities
or misconfiguration of web components, the infrastructure upon which web applications are running. Itis
worth mentioning that these attacks also include mobile apps, as they provide interfaces/Afdb to
sources. Generally speaking, web application attacks have increased by ca. 15% in 2016 and are consider
as the biggest threat to organisational secutit§. Given the number of available application
vulnerabilities this is quite natural; web applications gli@ most casesg a publicly available asset that
also constituts an attack surface that can be easily challenged by threat agentseXpiains why web
applications have the biggest share in the causes for data bre&éffesvhile they play a lower role in the
total number of incident&®®’. Though not fully up tdate, information about web application security can
be found heré®. Some interesting web hacking methods can be found¥ere

In the reporting period we have assessed that:

1 Few of the analysed reports indicate main web application attack methods. Weleotisis as very
useful information by means of potential protection measures to consider for their mitigation. In the
following list, assessed web application attack methods are mentioned in terms of frequency of
appearance: Local File Inclusid(LFI), SL injection (SQLi), Cross Site Scripting (XSS), Remote File
Inclusiofd* and PHP injectidf. These attack methods come in addition to improper input, prediction
of resource allocation, directory indexing and session manipul®tiimally, useful technical
information on web hacking has been also found, explaining techniques related to particular technical
environments?®,

1 Obviously, attackers of welpplicatiors prefer to run their campaigns anonymously. In this way,
attackers would like to erase their trails and impede attribution. In the reporting period, we have seen
an increase ithe use of anonymity mechanisms for web application attdtgust as it is the case
with other types of attacks, e.g. DDoS). It has been reported that approx. one third of web application
attacks have been perfmed by VPN or prox$f. Such attacks have been performed by22£6 of the
IPs used for web application attacks. This indicates a clear trenddsveéficient usage of
anonymization services to attack web applications. It is very interesting to note that ca. 70% of
anonymized web application attacks hate US as origif®.

1 It has been reported that the top five most vulnerabilities for web application components are:
transport layer weakness#&s information leakage through insufficient information protection in
runtime and transfer, CrosSite Scripting (XSS), weaknesses leading to content spoofing and
weaknesses of credentials leading to successful brute force atfatikis interesting to observe that

https://www.whitehatsec.com/info/websitestatsreport-2016wp/

http://www -01.ibm.com/common/ssi/cgbin/ssialias?htmlfid=SEJ03320USEN

http://www.webappsec.org/

http://null -byte.wonderhowto.com/howto/hack-like-pro-hackweb-appspart-6-usingowaspzapfind-
vulnerabilities0168129/

http://hakipedia.com/index.php/Local_File Inclusiomn

http://projects.webappsec.org/w/page/13246955/Remote%20F420Inclusion

https://www.owasp.org/index.php/PHP_Object_Injection

https://www.whitehatsec.com/blog/top10-web-hackingtechniquesof-2015/

http:/ /www.sueddeutsche.de/digital/drowsangriff-it-forscherknackenein-fuenftel-aller-sicherenwebseiten
1.2886536
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brute force and transport layer attacks (in particular SSL/TLS) seem to be omnipresent also outside
web application attack?(i.e. via web based attacks and denial of service attacks respectively).
Especially with combination of weak password, brute force seems to be an important role in data
breaches

9 Iltisinteresting to have a look at the remediation level achieved by web application operators for
various vulnerabilié8. This information preides valuable insight into the level of protection
implemented and makes clear which is attack surface is more likely to be subject of attacks. In the time
period between 2013 and 2015, top five highest remediation levels have been achieved for: transport
layer protection (ca. 60%), input validation/handling (ca. 60%), Cross Site Scripting (XSS) (ca. 55%),
Predictable Resource Allocation (ca. 55%) and Directory Indexing (ca. 53%). Five lowest remediation
rates have been reported for: Insufficient PasswBrdtection, Brute Force, Cross Site Request
Forgery, Session Management and Abuse of Functions (mitigation levels3#020Summarizing, this
means that the exposure through existing web application remediation levels is quite high and has
remained moreor less unchanged in the las#éd3years. This will remain an area where we will see a lot
of successful attacks with all possible consequences.

9 Industry sector assessed exposure rates of web applications are very interesting. They are a very gooc
genericmeans of assessing the risk level of web applications for various sectors. Going from the less
vulnerable to the most vulnerable sectors per web application exposure, we find Media/Entertainment
(ca. 44%), Insurances (ca. 44%), Energy (ca. 47%) and BRaakb@fo). At the low end one finds IT
Sector (ca. 66%), Food (ca. 60%) and Manufacturing (ca. 60%). These levels show clearly that the
exposure level, especially for sectors of high monetization (i.e. bankingjithcgiite high. Moreover,
given loT ad Industry 4.0 initiatives in manufacturitfgone can characterize available web application
security levels as unacceptalfla particular given the criticality of those areas)

1 Comparing the above assessment with the registered web application inclfaméssee the following
picture: Retail (ca. 40%), Hotel and Travel (ca. 21%), Financial Sector (ca. 11%), Media/Entertainment
(ca. 5%) and Publ®ector (ca. 5%). While the emergence of Brazil as a target may be related with the
hosting of the Olympic Games, retail and financial sector incidents may be related to the strong motive
of monetization surfaced in 2016.

1 In the reporting periodthe top five countries that were sources of web application attacks Wére
Brazil (ca. 25%), US (ca. 23%), Germany (ca. 9%), Russia (ca. 7%) and China (ca. 4%). Looking at the
target of web application attacks we find at the top five positions: US (ca. 64%), Brazil (ca. 10%), UK
(ca. 6%), India (ca. 4%) and Canada (ca. 4%).

Observed current trend for this threat: increasing
Related threats: Malware, Spam, Botnets, Information Leakagt Breaches.

Authoritative Resources 2018Web Applications Security Statistics Re@fitc ¢ ¥ 2 KA G SPB G { S
OState of the Internet / Security: Q2 2016 Report on DDoS & Web App Attack &r&ndd 1} Y I A

Kill Chain:

http://www.ibm.com/internet-of-things/iot-news/announcements/industrg.0/
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Figure7: Position of Webapplication attacks in kilichain

Mitigation vector: The mitigation vector for this threat contains the following elements:
1 Formulation of security policies for the development and operation of applications.

9 Use of authentication and authorization mechanswith a strength corresponding to the stadé
the-art.

Installation of Web application firewalling (WAF)
Performance of traffic filtering to all relevant channels (web, network, mail).
Performance of input verification.

Deployment of bandwidth managesnt.

= =4 -4 -4 -9

Performance of regular web application vulnerability scanning and intrusion detection.

http://www.darknet.org.uk/2015/11/modsecurityopen-source-web-applicatiorfirewall/
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3.5 Denial of Service
In the reporting period denial of serviced® has delivered an impressive presence: it is the threat right
on the intersection point of two main aims in cybsgpace: monetizing malicious activities and cybeme-
asa-service. Together with botnets,08 has been the main instrument that led to etion, service and
infrastructure tangedowns’’ and finally data breaches. An attack with bandwidth of ca. 1 TB has come in
Septembe®ii 2 YIF GSNRAI £ AT S GKS SE LIS ébout theNengibiity o this dize gf i & S
attacks An alarming poitregarding this attack was the efficiency in infection of huge network of simple
loT devices with the corresponding DDoS Trjand orchestrating the atta¢R’. A repeated massive
attack of this kind has been executed shortly after, impacting big webwidswide!°t. Moreover, of
great concern is the fact that an attack of this magnitude may become a serious threat for the entire
internet'®2, Albeit these events of symbolic nature, during 2016 cydseninals have used DDoS as a main
channel to launch attackin a repeated manner. Through optimization of pagketbandwidth raio,
reflection and obfuscation, the effects of DDoS have beenabmeain security challengeb all kinds of
systens and sectorsve have seein 2016 increased number of DDoS attat®s

In the reporting period we have assessed that:

1 Web browser impersonators have been the most frequent DDoS bots {#50is worth noting the
level of advancemerih obfuscation capabilities afttacks to (webpapplicatiors: 36 % of application
attackspassexisting protection orstandard security challenges such as cookies and JS foétprint
This is a significant increase from ca. 6% that has been assessed |&#t year

1 Single vector attacks continue prevail with ca. 50% of all attacks. This was due to the increase of NTP
reflectiont®that had created single vector attacks. Moreover, in the largest attack this year single
vector direct traffiqgeneric routing encapsulation (GRE) data packets, a communication protocol used
to establish a direct, poirAb-point connection between network nodgsvas rather the method of big
attackto YNB6aQ®sS06 aAras

1 Network traffic created by large scale DDoS att#tksay cause connectivity problems in internet
and/or lead to unavailability of important services, both of DDoS security pro¥fdarsl ISPs. Albeit
DDoS protection service providers are an effective solution, a cascade of security measures including
ISPs isonsidered asnore effective. Through implementation of relevant controls at the level of ISPs, a
significant mitigation of DDoS can be achieV&(see also mitigation measures below).

http://metropolitan.fi/entry/ddos-attack-halts-heatingin-finland-amidstwinter
http://www.techradar.com/news/internet/heres-how-securitycamerasdrovethe-world-s-biggestddosattack
ever-1329480
http://news.softpedia.com/news/sourceodeof-ddosbotnet-that-attackedkrebsreleasedby-its-author-
508864.shtm|
http://www.techradar.com/news/internet/heres-how-securitycamerasdrove-the-world-s-biggestddosattack
ever-1329480
https://www.rt.com/news/363642websitesoutageddosattack/
http://arstechnica.com/security/2016/09/whythe-silencingof-krebsonsecurityopensa-troubling-chapterfor-
the-net/
https://content.akamai.com/PG68582-2016-soti-security.html|
https://www.incapsula.com/ddsreport/ddosreport-q1-2016.html|
https://www.incapsula.com/blog/banishingpad-bots.html
https://www.incapsula.com/ddos/attaciglossary/ntpamplification.html|
http://www.scmagazineuk.com/owsuffers11ltbpsddosattack/article/524826/
http://security.stackexchange.com/queasins/134767/howcanispshandleddosattacks
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http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
https://www.rt.com/news/363642-websites-outage-ddos-attack/
http://arstechnica.com/security/2016/09/why-the-silencing-of-krebsonsecurity-opens-a-troubling-chapter-for-the-net/
http://arstechnica.com/security/2016/09/why-the-silencing-of-krebsonsecurity-opens-a-troubling-chapter-for-the-net/
https://content.akamai.com/PG6852-q2-2016-soti-security.html
https://www.incapsula.com/ddos-report/ddos-report-q1-2016.html
https://www.incapsula.com/blog/banishing-bad-bots.html
https://www.incapsula.com/ddos/attack-glossary/ntp-amplification.html
http://www.scmagazineuk.com/ovh-suffers-11tbps-ddos-attack/article/524826/
http://security.stackexchange.com/questions/134767/how-can-isps-handle-ddos-attacks

ENISA Threat Landscape Report 2016

*
enisa Final version 1.0 | OPSECJanuary 2017

In 2016, the trend of increased number of muléictor attacks continué&’. Depending on the

reported sample and sectors covered, muéctor attacks account for ca. &% of all attacks. This is

an increase of cd 0% in this year.His trend is an indication for more efficient botnets (called hybrid)
that are in the position to create attacks ranging from single to multiple vebia particular for

large scale attacks.€. over 300Gbps).

At the beginning of 2016, we have seen DDoS attacks being used as an extortion attieat jgsa
pressure medium for monetizatid??!° This is a shift in DDoS motive, moving from asttivi

disruptions to direct monetization. As such, this trends follows contemporary shift of motives noticed
in 2016 with monetization ranking at first positigh

/| 2y dAydzAy3a f1ad &SINRa GNBYRI Ay Hnamc 552{ A&
have gone from ca. 280$ an hour down to 5%, turning thus DDoS to a commaodity that is affordable
for virtually everyoné&'.

A remarkable event in DDoS business is considered to be the publication of source code of Mirai DDoS
Trojan, the malware that has been used to attack the weblsighs on Securityt has been assessed

that, while this movement might aim at hampering thverk of law enforcement, it opens new

avenues for the creation of DDoS bots based on simple dé¥iées

Another remarkable trend in DDoS attacks is the continuous increase of Mpps (Mega packets per
second) within relatively lovandwidth network layer atteks % Albeit using lowbandwidth, sich

attacks are performed at an extremely high speed, thus challenging the forwarding capabilities of
network devices (i.e. switches). This equals a denial of service for legitimate users of those devices.
Following the network layer attack trend, application attacks increased approx°3d¥te most

popular attack vectors areocal File Inclusiofi.FI) and S@hjection (SQLi), as they account for ca.

88% of the entire traffic. From the registered application attacks, ca. one third goes through
anonymizaion service (Proxy/VPRP. Moreover, an increase in frequency of repeated attacks to
targets has been assessé&t{from ca. 25% of targets last year to ca. 30% in 1Q 20160). Similarly, the
duration of the attacks also increase from last year.

The geography of DDoS is interesting. Firstly it varies for network layer and application attacks: while
China (ca. 50%), US (ca. 17%) and Taiwan (ca. 5%) top network layer attacks, Brazil (ca. 25%), US (c:
23%) and Germany (ca. 9%) are top three apptinadttadk sources. Respectively, ving of network
attacks are Gaming Industry (ca. 55%), Software & Technology (ca. 25%) and Financial Services (ca.
5%); application attacks target Retail (ca. 43%), Hotel & Travel (ranging from2@26)dhd Financial
Services (ca2%3%. In general it has been asses¥éthat 73% of all organisations have suffered a
DDoS attack, of which 85% have surfaced multiple attacks.

http://www.databreachtoday.com/cybesextortion-fighting-ddosattacksa-8828
https://hacked.com/reportddosattacksare-becomingextortion-attempts-rather-than-activistdisruptions/,

http://www.computerweekly.com/news/450296906/DDe&tacksopenly-on-offer-for-5-an-hour-researchers

discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20 ER8%20Tr
ansmission%20for%2005/27/2016%20(UserUniverse:%202080202)- myka
reports@techtarget.com&utm_source=ERU&src=551461t¢

http://news.softpedia.com/news/sourceode-of-ddosbotnet-that-attackedkrebsreleasedby-its-author-

508864.shtm|

http://securityaffairs.co/wordpress/51868/malware/mirgiotnet-sourcecode.html
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http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Transmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-reports@techtarget.com&utm_source=ERU&src=5514617
http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Transmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-reports@techtarget.com&utm_source=ERU&src=5514617
http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Transmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-reports@techtarget.com&utm_source=ERU&src=5514617
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://securityaffairs.co/wordpress/51868/malware/mirai-botnet-source-code.html
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that virus infection (ca. 46%Malware activation (ca. 37%), network compromise (ca. 25%), loss of
customer trust (ca. 23%) and customer data theft (ca. 21%) are the top five actual objectives behind
the DDoS attack.

1 Given the level of attention DDoS attacks have reached in autumn oti6the US governmehf
and the EY*® have announced/channelled activities regarding minimum security levels for 10T devices
/ devices that may be connected to the internet. Given the impact of these DDoS attacks, it is expected
that the issue will attracthe attention of more governmental / public actors.

Observed current trend for this threat: increasing

Related threats: Botnets, Malware, Web Application Attacks, Web Based Attacks, Phishing, Spam,
Information Leakage.

Authoritative Resources 2016Stateof the Internet / Security: Q2 2016 Report on DDoS & Web App

Attack Trends = ! 1°E Glébal DDoS Threat Landsca&pk 2016 IMPERVA INCAPSEYA Arldor

Networks 1ith Annual Worldwide Infrastructure Security Regof | ND 2'NJ B 882 RPA RS 55
PdGrOl1a 9 tNRGSOCUA2Y WSLENIES bSdzadl NJ

Kill Chain:

\ Denial of Service | 1

Command and Actions on

Reconnaissance | Weaponisation Delivery Exploitation Installation SO
Control Objectives

l:l Step of Attack Workflow
[ width of Purpose

Figure8: Position of Denial ofervice in the kilkchain

Mitigation vector: The mitigation vector for this threat contains the following elemeptg. seealsd'’):
9 Creation of a DoS/DDoS secuptlicy including a reaction plan to detected incidents.
1 Use of ISPs who implement DDoS protection meastires

9 Consideration of using a managed solution for DDoS protection.

https://hello.neustar.biz/2016_2h_ddos_report_security_Ip.htrat
http://uk.reuters.com/article/ususacyberdevicesidUKKCN12P04%
https://www.euractiv.com/section/innovatiorindustry/news/commissiofplanscybersecurityrulesfor-internet-
connec¢ed-machines/
U7 https://securityintelligence.com/hacktivisfearmongeringor-reakthreat/
http://security.stackexchange.com/questions/134767/hesanispshandleddosattacks

32


https://hello.neustar.biz/2016_2h_ddos_report_security_lp.html
http://uk.reuters.com/article/us-usa-cyber-devices-idUKKCN12P047
https://www.euractiv.com/section/innovation-industry/news/commission-plans-cybersecurity-rules-for-internet-connected-machines/
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Selection of a technical DdIDoS protection approach (efgrewall based, Accesstirol Lists (ACLS),
Loadbalancer, IPS/WAF, Intelligent DDoS mitigation systems (IDMS) at network perimeter, Cloud
based DDoS mitigation servitg etc.}*°.

Assessment and documentation of roles of all third parties involved in the implemented protection
DoS/DDoS approach. Regular test of reaction time and efficiency of involved roles.

Establishment of interfaces of implemented solution with company operations to collect and process
information from DoS/DDoS protection and incidents.

Regular reassessment needs and checking of effectiveness of implemented controls, as well as new
developments.

Developnent of preparedness for identifying attacks that happen under the cover of DDoS. An
intrusion prevention system (IPS) is the basis for the identification of other intrusion attempts.

https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdt

33


https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf

*
* o ENISA Threat Landscape Report 2016
* enisa Final version| 1.0 | OPSE{CJanuary 2017
LI

3.6 Botnets

Being the worlhorse of adversaries, botnets comtied being a major tool for manifold attacks in 2016.

Their role is enforced and their use increased, yet with an even higher maturity, complexitgeans of
obfuscation techniquesused YR STFFAOASyOed ! y20GlF0f S é¢¥WR0AGYy I 62 d
Necrus a botnet that has been taken down in October 2015 has been revived by demonstrating impressive
activity in highvolume spam campaigt. Unfortunately, this fact comes to turn true predictions about

the effectiveness of botnet takdowns'?’, Nonetheless, the high level of cooperation that led to these
successful takedowns is certainly the right direction on order to surface «ylme'??, while it can also

lead to durable extinction of botnets from the threat landsc&geMoreover, such coopation will lead to
activities that may cause to attributions regarding other cytteeats. Seen in relation to relevant US
regulation act?®, this might be a successful/viable mitigation option. All in all, the trend of the year 2016 in
the area of botnetsvas the rise of 0T botnet®, in particular for DDoS attacks. Just as it was the case with
mobile platforms some years ago, it seems thatwall be the next platform to which cyber threats will be
migrated to. As it is the case for most of cyiereats, botnet activity in 2016 had monetization as main

driver (see assessment below).

In the reporting period we have assessed that:

f Mainbotnet® LS4 20&aSNWSR GKIFG Ffaz2 KFE@S  ftA2yQa ak
malware distributiod?®, botnets for DDoS campaigi$ adfraud botnets?812° and, though irthe
minority, some dedicated, allegedly high capability both&tdt is interestng that botnets are
flexible/multiuse tools hence allowing for interchangeable roles, i.e. malware bots may create DDoS
bots, other spam bots or other dedicated bbts and so on. And some support multitenant
functions*?that allow them to be used within cgp-crime-asa-service platforms.

9 Itis impressive to see the techniques used by botnets to fool security controls such as spam filtering.
Highsspeed spam volumes have achieved passing spam filters, achieving thus a significant increase in
spams passing ujded filters33. As another detection relevant item, advances have been observed in
C&C communication: in order to evade detection, zombies communicated via twitter or internet Relay

http://securityaffairs.co/wordpress/51759/cybecrime/necursbotnet-resurrection.htm|
http://www.scmagazineuk.com/botnetakedownsare-they-worth-it/article/428021/
https://www.botconf.eu/wp-content/uploads/2015/12/0OKK0XMargaritaLoucaBotnettakedowns
cooperation.pdf
http://arstechnica.com/security/2016/04/researchetiselp-shut-down-spambotnet-that-enslaved4000linux-
machines/
https://cdt.org/blog/all-bots-must-die-how-a-new-senatebill-to-combatbotnets-could-put-privacyat-risk/

https://threatpost.com/iot-botnets-are-the-new-normalof-ddosattacks/121093/

https://www.fireeye.com/blog/threatresearch/2016/01/dridex_botnet_resume.htmd

http://www.darkreading.com/endpoint/anothefiot-dominatedbotnet-riseswith-almost 1m-infected
devices/d/did/1326776

http://adage.com/article/digital/anareport-7-2-billion-lost-ad-fraud-
2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Sacia

https://labs.bitdefender.com/2016/05/inside¢he-million-machineclickfraudbotnet/

https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of botnet_campaign_en_0.p
df

https://www.arbornetworks.com/blog/asert/lizarebrain-lizardstresser/

https://www.incapsula.com/blog/botnetlandscapesociatgraph-analysis.htm|

http://blog.talosintel.com/2016/09/therisingtides-of-spam.html|
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http://arstechnica.com/security/2016/04/researchers-help-shut-down-spam-botnet-that-enslaved-4000-linux-machines/
https://cdt.org/blog/all-bots-must-die-how-a-new-senate-bill-to-combat-botnets-could-put-privacy-at-risk/
https://threatpost.com/iot-botnets-are-the-new-normal-of-ddos-attacks/121093/
https://www.fireeye.com/blog/threat-research/2016/01/dridex_botnet_resume.html
http://www.darkreading.com/endpoint/another-iot-dominated-botnet-rises-with-almost-1m-infected-devices/d/d-id/1326776
http://www.darkreading.com/endpoint/another-iot-dominated-botnet-rises-with-almost-1m-infected-devices/d/d-id/1326776
http://adage.com/article/digital/ana-report-7-2-billion-lost-ad-fraud-2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Social
http://adage.com/article/digital/ana-report-7-2-billion-lost-ad-fraud-2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Social
https://labs.bitdefender.com/2016/05/inside-the-million-machine-clickfraud-botnet/
https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of_botnet_campaign_en_0.pdf
https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of_botnet_campaign_en_0.pdf
https://www.arbornetworks.com/blog/asert/lizard-brain-lizardstresser/
https://www.incapsula.com/blog/botnet-landscape-social-graph-analysis.html
http://blog.talosintel.com/2016/09/the-rising-tides-of-spam.html
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Chat (IRC) as channéfs*®. Finally, almost 18% of application layer DDoSS lare in the position to
overcome cookie and Java Script challenges, when mimicking legitimate user browsers to attack an
FLILX AOF GA2y® ¢KAA Aa | YAKFNLI AYONBIFasS FTNRY f I :
We have seen botnets that were taken down are agaiaseblished by their operators, or they are
taken over by other criminals. This is a known issue that is being controversially discussed in the cyber
defence cormunity'3¢1%4_ So we have seen again Kelihos being active in the wild, despite its 2
takedown campaigns that have been achieved through internaticoaperatiort*"**8, Similarly, in the
reporting period the operation of Ramnit botnet has beerestablished after its takedown on

February 2015°14°, The same is holds true for the Nectus botfktit seems that the code base of
recurring botnet instances lsgone through various improvementss stated below, at the example of

a DDoS malware disclosure, it looks as if botnet source code be shared among various cooperating
adversaries.

It is remarkable that botnets are also used by high capability threat agentrget particular profiles

of victims. In the reporting period the botnet Jaku has been detected and analysed by resedfchers
These targegroup specific botnets are a significant threat to targeted organisations. In the Jarku case,
for example, these were international organisations, NGDgjineering Companies, Academics,
Scientists and Government Employe€sven ca. 19.000 victims ancethature of the organisations

hit, it becomes apparent how big the impact of such botnets might be.

In 2016, the botnet defence community has observed some time windows of inactivity of the largest
botnets worldwide. This has triggered quite some discussabout the reasons of such

phenomend*? while the question of how such a large infrastructure can be brought down has not
been answeretf®. There are speculations of whether this was due to some arrests or if the operators
have just updated their infrastriigre to evade detection by law enforcement. Later, some very
comprehensive analysis of code has shown that Dridex implements API obfuscation that hides
interaction and concludes that a new obfuscation method with encryption has been installed

Besides thause case of direct monetization of botnet infrastructures, they are also increasingly offered
by means of DDoe&s-a-Service in various underground for a. In the reporting period the prices for
botnet rentals have dropped significantly. One hour DDoSdbated last year ca. 280$ is now

http://www.welivesecurity.com/2016/08/24/firsttwitter -controlled-android-botnet-discovered/

https://www.wordfence.com/blog/2016/08/hackingvordpresshotnet/
http://www.darkreading.com/endpoint/lessongearnedfrom-the-ramnit-botnet-takedown/a/d-id/1320861

https://en.wikipedia.org/wiki/Kelihos_batet
https://www.malwaretech.com/2016/08/significarincreasein-kelihosbotnet-activity.htmi

https://nakedsecurity.sophos.com/2015/02/27/europthkedownof-ramnit-botnet-frees3-2-million-pcsfrom-
cybercriminalsgrasp/,

http://www.securityweek.com/ramnitbankingtrojan-resumesactivity.

http://securityaffairs.co/wordpress/51759/cybecrime/necursbotnet-resurrection.htm|

http://www.securityweek.com/drideXocky-attacksinactive-after-necursbotnet-disruption

https://motherboard.vice.com/read/oneof-the-worldslargestbotnets-hasvanished
https://securityintelligence.com/protecteehpi-callsand-string-constantslooting-dridexscandybox/
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available for ca. 5%. Given the DDoS botnet advances, higher bandwidths are also available. A
comprehensive analysis of botnet rental sector can be found*ere

1 Althoughthere is evidence that cybariminals exchange sote code, in the reporting period we have
seen a public dumping of the malware that had created an loT b8th&esides having the immediate
effect of obfuscating law enforcement, such activities may drastically affect the prospective threat
landscape as they open the possibility of creating other bots based on this m&lvare

1 Botnet geography indicates that China tops top 10 countries with soesgi¢Ps. Though China is far
ahead (ca. 90% of IPs), it is followed by US, Vietnam, Taiwan and’IndigMEA, the development of
botnets reported“®indicates that Turkey, Italy and Hungary top the list, while Istanbul, Ankara and
Rome top the cities witthe highest botnet density. An interesting online tool available can be found
here'*°. Interestingly, most botnet C&C servers are located in US (ca. 3%), Germany (ca. 12%), Russia
(4%), Netherlands (4%) and France {8%ipp 5).

Observed current trend for this threat: increasing

Related threats: Malware, Web Application Attacks, Web Based Attacks, DDoS attacks, Spam, Information
LeakagePhishing.

Authoritative Resources 2016Global DDoS Threat Landsc&p®2016 = L at 9w+ ! 1% MdAfee t { |

i A

[F6aX ¢KNBFGa wSL]2 NI {oSLyirStYeoaSANG H2nfm clé 36 2300/ SFiIS SO+

Kill Chain:
Reconnaissance | Weaponisation Delivery Exploitation Installation Command and Actions on
Control Objectives

l:l Step of Attack Workflow
[ width of Purpose

Figure9: Position of Botnets in the kilthain

Mitigation vector: Themitigation vector for this threat contains the following elements:
9 Installation and configuration of network and application firewalling.

9 Performance of traffic filtering to all relevant channels (web, network, mail).

9 Installation and maintenance of IP aéds blacklisting.
1

Performance of Botnet Sinkholitt§

https://blog.radware.com/security/2016/07/malwar@and-botnet-attackservicesound-on-the-darknet/
http://fortune.com/2016/10/03/botnet-code-ddoshacker/

botnet-tracker.blogspot.com/
http://securityaffairs.co/wordpess/51968/reports/botnetsgeography.html
http://www.trendmicro.com/us/securityintelligence/currentthreat-adivity/global-botnet-map/index.html

http://la.trendmicro.com/media/misc/sinkholingpotnets-technicatpaperen.pdf
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Performance of updates in a regular basis in orchestration with vulnerability management.
Orchestration of controls both at host and network level as described in this reséturce

A standard for invalitraffic detection methods has been develogéd Accredited organisations may
support in detection and filtering of fraudulent traffié.

https://www.shadowserver.org/wiki/pmwiki.php/Information/BotnetDetectior
http://mediaratingcouncil.org/GI1063015_1VT%20Addendum%20Draft%205.0%20(Public%20Comment).pdf

https://www.whiteops.com/pressreleases/whiteopsmrc-accreditation
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3.7 Phishing

Phishing in a cybdhreat that is present in many attack vectors. In the reporting period, the use of

phishing has been intensified. Yet not necessarily increased by numbers, this trend has been manifested b
means of a better quality and better methods to target victifthsAs regards human targets, phishing has
continued abusing information found in social médftaln the reporting period pishing ha a significant
involvementwithin ransomware campaigimhesehadincreased reportedly by ca. 800% in first quarter

2016 compared to last quarter of 208 This rate may be explained with the increase of unique phishing
sites by 61%, reported for the second quarter of 2016 by AP¥@oreover, it is noticeable that pshing

has successfully reached the executive level: phishing based CEO fraud based on has caused significant
losses to companié¥® { dzOK | GGF O01a NS LISNF2NY¥YSR SAGKSNI o8&
phishing, or by directly phishing emplagewith faked mails from the CE®

In the reporting period we have assessed that:

T hyS 2F (GKS YIAYy O2yOSNya 2F LKAAKSNE Aa G2 NI
is mainly attempted by trying to place their campaigns on legitinfaigly reputable domains. In
those cases the phishing content or the malware itself is uploaded on hacked legitimate wWe&b site
(technique also known as watépling). By using legitimate pages, attackers avoid getting their
phishing pages blacklisted. Vihthese techniques are used for more targeted campaigns, phishers
use also bulk mailings of lesophistication phishing messages directed to massive user segments.

1 Another trend observed in 2016 is the combination of phishing with intelligence that lasdsned
through social media. Besides spreading phishing messages to a certain target group, attackers have
collected information from social media regarding behaviours, for example about their jobs, habits and
organisational structuréé® LG A& SELISOGSR GKFEG FaGaGlFO1a 2y Yo
increase in the future, in particular when breached information from 10T is bekentinto accountin
addition, the security community should concentrate to potentially important incidents which,
although they do not attract media attention, might be detrimental for u&rs

1 Measureduser behaviouin coping withphishing messages izdicative for the success rates of this
threat. 30% of the messages have been opened by the recipients on the average. 12% of the recipient:
have clicked the attached malware/link and have thus caused an infection in their ¥stiens
interesting that both numbers seem to be bigger than in previous years, a fact that is quite worrying
given thatone would expect thatisers should have been more vigilant. The explanation leathe
higher efficiency achieved by phishers given advancements in fooling people

1 It has been reported that phishing is declining since 281Blonetheless, targeted phishing (spear
phishing) campaigns have increased by 55% in 2015. Together with infection rates attributed to

http://www.itproportal.com/news/sociatmediastill-an-important-tool-for-phishing/
http://www.infosecurity-magazine.com/news/ransomwaigendsphishingvolumes/
https://docs.apwg.org/reports/apwg_trends_report_q2_2016.pdf
https://krebsonsecurity.com/2016/04/fb2-3-billion-lost-to-cec-emailscams/
https://lifars.com/2016/07/emaitscammersstealingbillionsfrom-american
companies/?utm_source=Subs&utm_campaign=851e26b20d
CyberNews_July 28&utm_medium=email&utm_term=0_ a931d19B1e26b20-342302245

https://kasperskycontenthub.com/securelist/files/2016/08/Spamport Q22016 final ENG.pdE

http://uk.reuters.com/article/usjohnsonjohnsoncyberinsulinpumpse-idUKKCN12411k
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phishing messages, phishing is rather a concern of increasmificsigce. It demonstrates that when
intelligence about the victim group profile is taken into account, much higher impact can be achieved
by notably less attack volum&& Hence, while phishing has played an important role in some other
threats, it has declined in general. As reasons for this decline one can recognise the efficieney of anti
phishing measures and the increase of phishing qualéyfiore targeted phishing attacks).

T {2YS AYyGSNBaldAy3a FAIdz2NBEE NBIAFNRAYIA LIKAAKAY3A df
attacked are around 400, for which ca. 3800 URLs per brand have been u$&dMicrosoft (ca. 8%),
Facebook (ca. 8%) and Yahoo (ca. 7%) are the top three organisations mentioned in phishing
message$®. Expectedly, financial organisations have the lions share in phishing topics (ca. 42%,
increased by 2%). Finally, spear phishing has targeted increasingly small compabi@gifiployees),
while share of large anchedium sized companies has been reduééd. It is believed that this trend
will continue in the near future. Surveys show that phishing is at the third position of most damaging
threats'®2,

1 Interesting numbers regarding the geogragfyphishing include the top 5 countries hosting phishing
web site: US, Belize, Hong Kong, Belgium, artéfUke geography of phishing victims include China
(ca. 20%), Brazil (ca. 18%), Algeria (ca. 14%), UK (ca. 13%) and Australia (ca. 12,5%). It is worth
mentioning, that the Olympic Games in Brazil have been one of the topics of phishing messages that
has led to having Brazil at the second rank. Top five attachment types of spear phishing attacks have
been: .doc (ca. 40%), .exe (ca. 17%), .std dsa), xlIs (ca. 6%) and .bin (ca. 5%h)

1 We believe that the significant ransomware activity in 2016 will affect the phishing statistics, as
phishing was tool also for infection with ransomware. Moreover, the irregularities observed in the
operation of large spam botnets in June/J&fyhis year will also affect the phishing landscape. This is
an indicator on how dependent are cybttireat to each other.

Observed current trend for this threat: stablgightly decreasing
Related threats: Malware, Spam, Botnets, Information Leakagts Breaches.

Authoritative Resources 2016:{ t ' a ! b5 t I L{ | Lb D ¥%BPhishing ActiviycTierils Y | 3
Report2™v dzi NIi S NJ H 1°m lotérizet Seduritylrhreat Repdriternet Report OLUME 21, APRIL
2016 X { & ¥*|6Bbticepdnt 2016 Global Threat Repoil C2 NDS LI2 A y i

Kill Chain:

https://www.symantec.com/content/dam/symantec/docs/infographics/isaittackersstrike-large-business
en.pdf
http://blogs.splunk.com/2016/06/29/detectingand-respondingto-the-accidentalbreach/

https://www.forcepoint.com/resources/reports/forcepoirR016-globatthreat-report
https://www.malwaretech.com/206/06/whats-happeningwith-necursdridexand.html
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\ Phishing |
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Figure10: Position of phishing in the kithain
Mitigation vector: The mitigation vector for this threat contains the following elements:
Implementation of awarenedsaining targeted to phishing
Performance of secure gatewayneailfiltering.
Performance of sender identignd DNS verification
Detection and deletion of malicious attachments
Scan received and clicked URLs upon malicious characteristics

Implementation of fraud and anomaly detectiah network leveboth inbound and outbountf>1°®,

= =4 4 -4 -4 -8 -

Implementation of multiple controléincluding two factor authenticatiorfpr critical financial
transactions

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC47013354
https://eprint.iacr.org/2016/040.pdf
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3.8 Spam

Spam is the main means for the transportof t ¢ NS5 FyR Yl f AOA2dza | w[ ad ¢
accordingly in the form of spam messages and phishing mes§ag@sam is mainly distributed by large

spam botnets, that is, devices that are taken over and form large network of zombies adhering to C&C
servers. Following the trends of botnets (see also se@i6)) these networks consist of user devices of all
kinds and servers including virtual ones. Spam reduces continuously 8it®&egding down from ca. 85%

to ca. 55% of the entire mail volurtt& In June 2015, spam rates felt under 50% for the first imee

20034 Though continuously reducing, spam flourishes as attack vector; and this is not a contradiction: as
phishing messages sent as spam are the most often initial steps of successful attacks. In other words,
although redeed in numbers, spam has gained in quality by combining information to fool victims most
efficiently, i.e. social phishing, vulnerability scanftfdetter obfuscation of messages to evade spam
filtering®3, etc.Albeit spam reduction,mam messages sent pemeail stillremain to bethe most

frequently used channel by cyberiminals to reach their victind&"!’¢,

In the reporting period we have assessed that:

9 As every year, spasampaigngiggyback with international events drawing the attention of many
victims: in this yeaEuro 2016 Football Tourngent, Olympic Games in Brazil and US elections. In the
former, spammers have lured victims with face lottery prizes allowing to watch the game live. In case
of the US elections, spammers offered potential victims tips and tricks to get rich just as Tidi?Ap d

9 Besides important international events, subjecbvered by spams this year were: invoices of fake
orders/transactions, bills from utilityrpvider, notifications from post office about shipment delivery,
message concerning tax refund, as well as fake credit card ret#andss worh mentioning, that as
regards spam payload, ransomware Trojans hold the first position of ca. 20% of the entiré®s@am
70-80% of spam messagare below 2KB, with the rest being between 2 and 53°KBs

f NPVIcX GKS qayz2akKz2S¢é aLl Y Y S Kauehakpadm cam@aigny, Ay ON
massive amounts of spam are sent out to a wide IP range. This reduces the efficiency of spam filters
andidentificaty 2F Lt NBLMzil A2y ® LG A& 62NIK YSYGA2)
assessed in botnets and denial of service attacks where large packets and requests per second (pps ol
rps) have been encounteréd. In this way, security controls instadlén the perimeter can be made
void. Another obfuscation method that has been observed in 2015 and continues in 2016 is the use of
alphanumeric symbols Ucharacters to encode malicious URLs and thus evade det&étion

1 Spam statistics indicate that no particular company type/size has been targeted more than other. All
have a spam rate of about 2% spam in email messages. In 2016, a reduatispam URLs has
been observed. Kelihos botnet tops spam botnet activity, followed by Gamut and Necrus. Top five
countries that are sources of spam are US (ca. 11 %), Vietnam (ca. 10%), India (ca. 10%), China (ca. 7
and Mexico (ca. 4,5%). Actual spamatati A O&4 OFy 06S F2dzy R FNFY { LJ Y|
including top 10 countries, top 10 spammers and top 10 spam IPs.

Observed current trend for this threat: reducing

https://security.elarlang.eu/cve2016-4803 dotcmsemaitheaderinjectionvulnerability-full-disclosure.htm|

https://blog.cloudflare.com/awinter-of-400gbpsweekendddosattacks/
https://www.spamhaus.org/statistics/countriest
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Related threats: Malware, Spam, Botnets, Information Leakagts Breaches.

Authoritative Resources 2016&c{ t ' a ! b5 t 1 L{ | Lb D *PWinternetSecaritycTiéréat Y | 3
Reportinternet ReportVOLUME 21, APRIL 2016 { &X'l y (i S

Kill Chain:

[ Spam \

Command and Actions on

Reconnaissance | Weaponisation Delivery Exploitation Installation SO
Control Objectives

|:| Step of Attack Workflow
[""""] width of Purpose

Figurell: Position of Spanin the kill-chain

Mitigation vector: The mitigation vector for this threat contaitise same elements as phishingith some
additional controls:

9 Use of a security-eail gateway with regular (possibly automated) maintenance of filters{&pam,
anti-malware, policybased filtering).

Block of executable@nd macrosjound in mail attachments.

Disable automatic execution of code, macros, rendering of graphics and preloading mailed links at the
mail clients and update them frequently.

9 Educate the user®.g. to askhemselvese.g.if they know the sender, if they feel comfortable with
the attachment content and type, if they recognize the subject matter of the mail, etc.

¢+ Just as in phishing, protection over multiple layers should be implemented to oweraeaknesses of
scanners/filtering.
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3.9 Ransomware
Ofallthe cyberthreats in 2016, ransomware has delivered the most impressive grovaldategories
number of campaigns, number of victims, average ransom paid, advanced of infection methods used,
GRSLIGKE 2F RI Y 3S clinyindls. n @048/ RArdSdNarévaadthe@iin elknt for the
manifestation of monetization as the main motive of cyoeiminals. Among others, this has been
achieved by better targeting victim groups such as professional users and companies with the aim of
maximizing profits. In doing smnsomwareauthors / operators have been using techniques that have
been observedn the past within high capability threat agen®ich aspear phishingencryption,
obfuscation, etcGiven the revenues from this malicious activities, it can be expected that ransomware
operatorswill further advance their tactics and maximize revenuesthe reporting year the turnover
from extortion / ransom is expected to reach 1 billiori!$thus approximately doubled within one yé&r
As witin manycybercrimeactivities cryptocurrencies have facilitate this developméntprovidingan
almost anmymous means for the monetization of ransbtinlt is notable that in Europe a cooperation
between law enforcement and private sector has been created to inform the public about ransohfware
In this site, detailed information about ransomware can be foundether with useful protection advice.
The impression ransomware left to the cykmscurity and usecommunity in2016is reflected by the
number of dedicated reports by many of the major CTI vendors (see list of authoritative resources).

In the reportingperiod we have assessed that:

9 In comparison to previous years, ransomware has advahgedeans ospread and infection
techniques. It now uses the full range of malware spread infrastructurdsasisparbotnets, exploit
kits, drive-by downloadsand infected USB<®. Infection rates have been increased by using specialized
campaigns for different victim profiles. Company infrastructures have been much stronger targeted, as
their IT-assets obtain much higher ransoms than those of private users. Technigeasasemble
those used by high capability adversaries, such as ggdahing and AP%.

1 There have been many significant improvements in ransomware variety and functionality. Firstly, the
number of ransomware families increased over 172%, readhi@g1675 versus 20f last yeat’™.
alkAy AYLX SYSYGSR FdzyOQiA2ylf AYLNROSYSyGa NBf I
files includingoackups$’>t’® more targeted damagef specific types of files (i.e. database files, tax
related files, web pages); vulnerability based exploitation of targets to increase infection rates;
methods to increase ransom in case users delay payment deadline; change of communication method:
to victims to better negotiate ransom amount (e.g. via emails instead of fixed banners); more

https://www.echoworx.com/protectsensitiveinformation/ransomware2016-billion-dollar-businessnightmare/

http://www.washingtontimes.com/news/2015/nov/2/cybercriminalsakein-325m-cryptowal-ransomware/

http://www.theatlantic.com/business/archive/2016/06/ransomwafgew-economicscybercrime/485888/

https://www.nomoreransom.org

http://www.t rendmicro.com/cloudcontent/us/pdfs/securityintelligence/reports/rptthe-reign-of-
ransomware.pdf

http://www.symantec.com/content/en/us/enterprise/media/security _response/whitepapers/ISTR2016 _Ransomw
are_and_Businesses.pdf:
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stealthy/creepy encryption of infected computers; more advanced management of encryption keys;
evaluation of ruatime environment details to evade detectiti

1 Regardig affected victim platform familiesn 2016there is a clear trend towards professional IT
environments$’®. Through selection of operating system and vulnerability scanning (e.g. Shellshock),
adversaries have opted for the identification enterprise seryees Linux and other Linux derivatives).
Once hacked, these systems have been used to perform reconnaissance in the entire company
network with the objective to identify valuable company files, backup systems and routines and
desktop computers. BesidesS®@SNE X G(KS aOGNIRAGAZ2Y I ¢ F20dza 2y
Android platforms are also on the list of ransomw2ré&oing beyond demo takeers’, it is expected
that loT devices willlsobe targeted in the futur&® by specific ransomware variant!s,

1 Ransomware has targetexmtganisations and consumeas rates ofca. 4@band 60 % respectively. In
the reporting period, the ransom requested on the average is ca7608, an increase of ca. 100% in
comparison to the previous year. In the US, the total loss reported exceedsiflié® by the middle
of 201678, while it has been reported that a single ransomware operator was in the positiachieve
a turnover of121 milion $ in half a yeaf? More recent estimations about ca. 210 million US$ for the
first three months of 2016 have been foulidl For the entire year 2016, loss of one billion US $ has
been estimated,

1 Cryptocurrencies have significantly facilitated the riegd anonymity to cash the ransom. By using
Bitcoins as the main payment methods, cyloeminals capitalize on the preparedness of victims to
increasingly use this method. Being almost anonymous, Bitcoins have come to replace gift vouchers
that are more dfficult to monetizeé’®. In the future, statesponsoredactions against cryptocurrencies
may be intensified/initiateé®.

1 A trend in ransomware thahay bear significant risks is the emergence of ransomwaaieservice
offerings (Raa%}. Such offerings attract potential users, especiallptigring prices below 40$ for a
licence of the malwaré®, Performed @erations of law enforcement to shut down such services are
indicative about the risk level caused by such offerifigs

1 Regarding victim geography, top five countries are US (ca. 28%), other (ca. 20%), Canada (ca. 16%)
Australia (ca. 11%) and India (ca. 9%). Looking at sectors of victims, top five are: consumers (ca. 57%)
Services (ca. 38%), Manufacturing (ca. 17%), PAdiignistration (ca. 10%) and financial sector /

https://threatpost.com/necursbotnet-is-backupdatedwith-smarterlockyvariant/118883/

https://www.fireeye.com/currentthreats/what-is-cybersecurity/ransomware.htm|

http://www.computerworld.com/article/3105001/sectity/hackersdemonstratedfirst-ransomwarefor-iot-
thermostatsat-def-con.html

https://iotsecurityfoundation.org/theiot-ransomwarethreat-is-more-seriousthan-you-think/

https://www.europol.europa.eu/content/internetorganisedcrime-threat-assessmeniocta-2016
http://www.mcafee.com/us/resources/reports/rpjuarterly-threats-sep2016.pdf
http://money.cnn.com/2016/04/15/technology/ransomwareybersecurity/
https://blog.360totalsecurity.com/en/attackossransomware2016/

http://www.businessinsider.com/preventingansomwareattacksby-targetingbitcoin-and-cryptocurrency2016

http://securityaffairs.co/wordpress/49362/breakingews/stampaderansomware.htm|
http://securityaffairs.co/wordpress/52061/malware/encryptenaasfall.html
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Insurance (ca. 10%). Noticeahlyesource!’® mentions that although healthcare had made the
headines, it does not seem to play a significant role in the statisticansomware victims

Observed current trend for this threat: increasing

Related threats: Malware, Web Application Attacks, Web Based Attacks, DDoS attacks, Spam, Information
LeakagePhshing.

Authoritative Resources 2016:¢ KS wSA 3y 2F wl y &2 Raasbnaré and Bubifiesses a A
2016 = { & WOloSHl REPORT: RANSOMWARE IN22ABdune 2016 = Y | &3l litkiblEah &
Organized Russian Ransomware Cam@aign Cf F"a KLJ2 A y

Kill Chain:

| Ransomware |

Reconnaissance | Weaponisation Delivery Exploitation Installation Command and Actions on

Control Objectives

l:l Step of Attack Workflow
[ width of Purpose

Figurel2: Position of Ransomware in the kitlhain

Mitigation vector: The mitigation vector for tkithreat contains the following elements, again not overlap
free with measures mentioned in other cybtireatsand in particular in malware

T

= = =4 =1

Exact definition and implementation of minimum user data access rights in order to minimize the
impact of attackgi.e. less rights, less data encrypted).

Avalilability ofreliablebackup off-line schemes that are tested and are in the position to quickly
recover user data.

Implementation of robust vulnerability and patch management.

Implementation of contenfiltering to filter out unwanted attachments, mails with malicious content,
spam and unwanted network traffic.

Installation of enepoint protection by means of antiirus programs but also blocking execution of
files (e.g. block execution in Temp folder).

Use of policies for the control external devices and faartessibility for all kinds of devices.
Use of whitelisting to prevent unknown executables from being executed at thgpeimds.
Invest in user awareness esp. with regard to secure browsing beh#io

Follow recent ransomware developments and prevention proposals itfthésource.

http://theconversation.com/itseasierto-defend-againstransomwarethan-you-might-think-57258

https://www.nomoreransom.org/preventioradvice.htm|
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3.10 Insider threat

Insider threat continues playing an important role in the threat landscape. As the assessment and analysis
of incidents matures, we are in the positiombetter understand the role of this threat. This, among

others, lies in the fact that protection systems are being used that allow for an identification of insider
actions and different causes of insider misuse. Moreover, studies have been performeddmeaevide

basis of participants and experts. They have allowed for the illumination of all possible nuances of insider
threat, by including experiences from various areas of expertise and s&€iétsSo it is known, for

example that the inadvertentlycaused part of insider threat coves a significant paralbregistered

incidents {.e. between 5@oand 60%)31°%°191, Negligence is another cause for incidents causedsigiéns

that may lead to breaches of credentials through external atteték¥hough not intentionally caused, such
attacksg also referred to as accidental insider incidéfts succeed because of lax security policy
implementation. Breaches caused by such incidents are difficult to detect. Over 70% of stitveyed
individuals expressed their concern about protection and identification inadvertent insider data breaches.

In the reporting period we have assessed that:

1 The activities of insiders have been classified in some d&tdih particular, the top five identified
insider incidents / actions argrivilegeabuse (ca. 60%jlata mishandling (ca. 13%)se ofnon-
approvedhardware(ca. 10%)use of inappropriate software (ca. 1086 abuse ofprivilege
possession (ca. 10%). Interestingly, financial benefit is still top motive (declining) in 50% of confirmed
insider cases, while espionage seems to pick up as secodtfBAwith ca. 30% in 2015. In general,
monetizaton, fraud, sabotage, intellectual property (Hgft and espionage seem to be the concerns
of individuals participated in a mass surt@8y

1 Identification of insider breaches is top concern of defenders. And this concern is justified: insider
breaches belong to the most difficult to detect and protect from. The timeline of discovery of insider
breaches shows that the vast majority of incidents (#@£6) are detected after months and yeats
This rate is more or less similar in the last 3 years, indicating that the management of thidseat
not demonstrated any progress in recent years. This is an interesting yet disappointing fact, as this
threat can be significantly reduced with a mix of training and technical controls, whereas training
seems to be the most important mitigation meastffe

9 Various groups and connected profiles of insiders have been identified. A classification of (user) insidel
groups according to the potential impact caused by incidents is as foffowsivileged IT users /
Admins (ca. 60%), Contractors / Consultants / Temporary Workers (ca. 57%), Employees (ca. 50%),
Privileged Business users (c@%g, Executive Managers (ca. 30%), Business Partners and Otlaffr IT St
(ca. 20%). All in all, it has been reported that insider threat was responsible for ca. 15% of confirmed
data breaches in 201%1%3 while insidersvere behind ca. 60% of the total incidetts

1 Regarding the frequency of insider threats in various organisations, one may identify public sector,
healthcare and finance as the sectovgh most incident$'®. Surveyed information shows that
majority of organisations think that insider attacks have increased frequency (ca. 558éyatds

http://www.crowdresearchpartners.com/wgontent/uploads/2016/09/InsidefThreatReport2016.pdf
http://www.veriato.com/docs/defaultsource/infographics/insidethreat-spotlightreport.pdf?sfvrsn=10
https://www.virtru.com/blog/insiderthreat-detection/

http://www.idtheftcenter.org/Data-Breaches/2015databreachesnhl
http://www -03.ibm.com/security/datebreach/cybersecurityindex.htmi
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number of experienced insider attacks, some 30% have experienced one to many attacks, while ca.
50% are not sure about the number of experienced insider atté&cR$ This shows the increased need
for action in this area: more than half of @gisations do not monitor insider threat, while they believe
that the frequency of this threat will increase. Here we see a high necessity and high potential for
improvements.

{1 Looking at the barriers to insider threat protection shd%that lack of skills (i.e. lack of training) is the
main reason for exposure to this threat (reported in ca. 60% of surveyed organisations). Lack of budge
is the seond reason for inefficiencies in insider threat management (by ca. 50% of the cases).
Interestingly, lack of collaboration and lack of dil@aking is the third barrier assessed (ca. 48%). In
other words: with regard to insider threat, training and comnizationci 6 2 NJ G KSNJ af 2 ¢
controlsq seem to be the ones that can be further advanced in most of the organisations. Ca. 40% of
the organisations believe that the current staté-play in insider threat management is at a sufficient
level.

Observed curent trend for this threat: stable, flat increase
Related threats: Malware, Spam, Botnets, Information Leakagt Breaches.

Authoritative Resources 201aNSIDER THRBAT { LJ2 G f A 3 K{G wSLJ2 NI €% /GNB &R Ry
CKNBFG {LRGEAIKG wS'TIRNI Cybef Se2ufithinteligend@ dndeX '¥#5S il nivec
Data Breach Investigaipd wSLJ2 N31%¢ = +SNRAIT 2y

Kill Chain:

| Insider threat |

Command and Actions on

Reconnaissance | Weaponisation Delivery Exploitation Installation S
Control Objectives

l:l Step of Attack Workflow
[ width of Purpose

Figurel3: Position Insider threat in kitthain

Mitigation vector: The mitigation vector for this threat contains the following elemétits

9 Definition of a security policy regarding insider threatgparticular based on user awareness, one of
the most effective controls for this type of cybtreatc?,

9 Use of identity and access management ()Adutionsby also implementing segregation of duties
(e.g. according to defined roles)

Implementation of identity governance solutions defining and enforcinglbaksed access control.
Implementation/use of security intelligence solutions.

Use ofdata-based behaviour analysis tools.

= =_ =4 =1

Implementation of privileged identity management (PIM) solutions.

http://resources.sei.cmu.edu/asset_files/TechnicalReport/2012_005 001 34033pdE
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Implementation of training and awareness activities

Implementation of audit and user monitoring schemes.
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Physicaimanipulation/damage/theft/loss
Though not really a cybéhreat, loss and theft continue having severe impact on all kind of digital assets.
Physical damage/theft/loss is considered as one of the main reasons for data bréaahdsnformation
leakagé®®: device lossessuch as laptops and USB drivescount for ca. 40% of confirmed data
breache$®”. The impact of this threat is achieved by low protection levels in end delicedeing
reported that ca. 70% of end devices have no or weak encryption of storage media implefiénted
Apparently, the exposure to this thress still not being recognized in the way it deserves it, both by end
users and organisationalthoughprotection by means of storage encryption would suffice to mitigate the
risks emanating from data breaches. This threat will continue to bother usersi@anisations alike: 10T
devices/tokens will also be subject to losses/theft. Moreover, unprotected l0T information on mobile
devices will increase the impact of theft/Id8% Given the increased number of mobile devices, securing
the perimeter will keebeing one of the challenges of cyksgcurity professionals. Device users will need
to be more vigilant when purchasing and using mobile devices and gadgets. The corresponding security
controls involving user training and awareness are not costly andsigaificantly reduce exposure to this
threat. Moreover, uncontrolled physical access to a device may have detrimental effects, as ATM fraud has
shown'®®, Finally, it is very interesting to see the role of physical loss ofligital media in the incident
statistics. This kind of loss is often left out from security assessments.

In the reporting period we have assessed that:

1 By including physical manipulation in this threat, we are immediately in the main cause of indidents
the area of ATM frautf®. Although cybecriminals are deploying increasingly cylmeethods for ATM
fraud, physical methods still account for the majority of attacks to ATMsl the first half of 2015
(period covered by assessed reg8i), there has been an increasing number of physical attacks to
ATMs, with an in@ase for the # consequent year, both incident wise and losses wise. Operators of
ATMs but also PG&evicesneed topaymore attention to physical protection.

1 A quite alarming sign is the apparent misperception between reality and level of concerntysecuri
professionals seem to classify the severity of device loss Ithaerits rank in its impact. More
precisely, while loss is the fifth security conc@nit the second cause of data 16%s It seems that
only one third of the surveyed companies have implemented data loss protection controls for physical
media. For this reason, it is proposed that physical protection measures are constantly rdaede
compared to breaches stemming from device loss. It has been reported that the bad guys are not to be
0fF YSR T2NJ 0KST(d Y2 NS ofaskdtsyare 10g tmeFn®relravaleéditiad A Ol f
thefté2?s,

1 Inthe reporting period we have collected a report from an insurance company based on a European
survey. This information is very interesting and unique because it reflects compreharsdent
analysis, a fact that gives a more holistic and-cesttric view of incident causes in the European
spacé?®. This work has shown thahysical loss of neslectronic media/devices causes a higher
number of incidents (ca. 42%) than lost/stolen equipment (ca. 37%). Though it sounds contradictory, it

https://pages.bitglass.com/RepoifEinancialServiceBreachReport2016LP.htm]|
https://www.thehaguesecuritydelta.com/media/com_hsd/report/57/document/4a&3d86enw.pdf

https://threatpost.com/bluetooth-hadk-leavesmany-smartlocksiot-devicesvulnerable/119825/
http://blog.trendmicro.com/trendlabssecurityintelligence/atmmalwareon-the-rise/

http://www.crowdresearchpartners.com/wgontent/uploads/2016/03/BYOfand-Mobile-SecurityReport
2016.pdf
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