
 

www.enisa.europa.eu                    European Union Agency For Network and Information Security 

9bL{! ¢ƘǊŜŀǘ [ŀƴŘǎŎŀǇŜ wŜǇƻǊǘ нлмс  
15 Top Cyber-Threats and Trends 

 

 

FINAL VERSION 

1.0 

ETL 2016 

JANUARY 2017 
 

http://www.enisa.europa.eu/


ENISA Threat Landscape Report 2016 
Final version  |  1.0  |  OPSEC | January 2017 

 
 

 

02 

About ENISA 

The European Union Agency for Network and Information Security (ENISA) is a centre of network and 
information security expertise for the 9¦Σ ƛǘǎ ƳŜƳōŜǊ ǎǘŀǘŜǎΣ ǘƘŜ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ŀƴŘ 9ǳǊƻǇŜΩǎ ŎƛǘƛȊŜƴǎΦ 
ENISA works with these groups to develop advice and recommendations on good practice in information 
security. It assists EU member states in implementing relevant EU legislation and works to improve the 
ǊŜǎƛƭƛŜƴŎŜ ƻŦ 9ǳǊƻǇŜΩǎ ŎǊƛǘƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ƴŜǘǿƻǊƪǎΦ 9bL{! ǎŜŜƪǎ ǘƻ ŜƴƘŀƴŎŜ ŜȄƛǎǘƛƴƎ 
expertise in EU member states by supporting the development of cross-border communities committed to 
improving network and information security throughout the EU. More information about ENISA and its 
work can be found at www.enisa.europa.eu. 
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Executive Summary 

The ENISA Threat Landscape 2016 - the summary of the most prevalent cyber-threats ς is sobering: 
everybody is exposed to cyber-threats, with the main motive being monetization. The year 2016 is thus 
ŎƘŀǊŀŎǘŜǊƛȊŜŘ ōȅ άthe efficiency of cyber-crime monetizationέΦ Undoubtedly, optimization of cyber-crime 
turnover was THE trend observed in 2016. And, as with many of the negative aspects in cyber-space, this 
trend is here to stay. The development and optimization of badware towards profit will remain the main 
parameter for attack methods, tools and tactics. Attacks including multiple channels and various layers 
seem to be the άǎǘŀǘŜ-of-the-ŀǊǘέ ŦƻǊ ŀŘǾŀƴŎŜŘ ǘƘǊŜŀǘ ŀƎŜƴǘǎΦ ²ƘƛƭŜ ǊƻōǳǎǘΣ ŜŦŦƛŎƛŜƴǘƭȅ ƳŀƴŀƎŜŘ ŦƭŜȄƛōƭŜ 
tools continue to be ǿƛŘŜƭȅ ŀǾŀƛƭŀōƭŜΣ ŜǾŜƴ ǘƻ ƭƻǿ ŎŀǇŀōƛƭƛǘȅ ǘƘǊŜŀǘ ŀƎŜƴǘǎ άŀǎ-a-ǎŜǊǾƛŎŜέΦ 

Fortunately, the maturity of defenders increases too. In 2016, cyber-threat prevention has: 

¶ Gained routine in disruptions of malicious activities through operations coordinated by law 
enforcement and including vendors and state actors. 

¶ Achieved some advantages in attribution through exploitation of weaknesses of anonymization 
infrastructures, tools and virtual currencies. 

¶ Gained valuable experience by major attacks in the area of DDoS. This will help towards future 
mitigation of such attacks that in the past have been considered as disastrous. 

¶ Cyber-security has gained in importance in the professional education and training market. It is 
remarkably strengthened in universities and training organisations in an attempt to cover the demand 
and thus counteract current and future skill shortage. 

However, in cyber-space the attackers are one step ahead. The advances of defenders have been the result 
of superiority of attackers in: 

¶ Abusing unsecured components to mobilize a very large attack potential. This capacity that has been 
demonstrated by means of DDoS attacks by infected IoT devices. 

¶ Successfully launching extortion attacks that have targeted commercial organisations and have 
achieved very high levels of ransom and high rates of paying victims. 

¶ Demonstrating very big impact achieved by multi-layered attacks to affect the outcome of democratic 
processes at the example of the US elections. 

¶ Operating large malicious infrastructures that are managed efficiently and resiliently to withstand 
takedowns and allow for quick development and multi-tenancy. 

Expectedly, all above issues can be followed by means of the assessment performed within the ENISA 
Threat Landscape (ETL 2016). In the following report, we give an overview of the top cyber-threats 
assessed in 2016. By concentrating more on the cyber-threats, ETL 2016 is more streamlined towards the 
details of cyber threats, while it provides information on threat agents and attack vectors.  

Based on this material, we deliver our conclusions for policy makers, businesses and research. They serve 
as recommendations and are taken into account in the future activities of ENISA and its stakeholders. An 
overview of identified points is as follows: 
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Policy conclusions: 

- Organize multi-stakeholders debates in an attempt to establish common denominators for 
responsibilities, areas of concern, open issues and course of action with regard to cyber-security in 
general and cyber-threat intelligence in particular. 

- Based on CTI, establish/revive dialogue among all concerned parties on the balance between security, 
privacy and surveillance requirements, both at national and international levels. The achieved results 
may not worsen the exposure to related cyber-threats. 

- Develop the engagements in the areas of cyber-security education, training and awareness with regard 
to good practices, skill development and youth engagements. Main parameter in this engagements 
should be the dissemination of controls for the mitigation of cyber-threats, as indicated in the findings 
of this report. 

Business conclusions: 

- Use CTI as an active tool to defend assets but also to assess efficiency level of protection measures in 
place with regard to the cotemporary cyber-threat exposure. 

- Investigate methods to communicate cyber-threat knowledge to the boardrooms and integrated CTI 
with existing risk management models. 

- Use CTI as a factor to reduce costs of security controls, share information on modus operandi and 
define active-defence methods. 

Research conclusions: 

- Study the dynamics of badware and attack methods over the last years with the aim to proactively 
prepare for future threats. Use artificial intelligence methods to recognise/discover causal 
relationships among various elements of CTI. 

- Develop models for active defence, enhance CTI in to include business requirements and elaborate on 
asset management and security management integration. 

In the last chapter (see chapter 6.1), a number of important issues leading to those conclusions are 
mentioned; this chapter provides more elaborated conclusions. It is proposed to consider these issues and 
identify their relevance by reflecting them to the own situation. 

The figure below summarizes the top 15 cyber-threats and threat trends in comparison to the threat 
landscape of 2016. 
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Top Threats 2015 
Assessed 

Trends 2015 
Top Threats 2016 

Assessed 
Trends 2016 

Change in 
ranking 

1. Malware ā 1. Malware ā Ҧ 
2. Web based attacks ā 2. Web based attacks ā Ҧ 
3. Web application attacks ā 3. Web application attacks ā Ҧ 
4. Botnets Ă 4. Denial of service ā ҧ 
5. Denial of service ā 5. Botnets ā Ҩ 
6. Physical 
damage/theft/loss Ā 6. Phishing Ā ҧ 
7. Insider threat (malicious, 

accidental) ā 7. Spam Ă ҧ 
8. Phishing Ā 8. Ransomware Ā ҧ 
9. Spam Ă 9. Insider threat (malicious, 

accidental) Ā Ҩ 

10. Exploit kits ā 
10. Physical 
manipulation/damage/ 
theft/loss 

ā Ҩ 

11. Data breaches Ā 11. Exploit kits ā Ҩ 
12. Identity theft Ā 12. Data breaches ā Ҩ 
13. Information leakage ā 13. Identity theft Ă Ҩ 
14. Ransomware ā 14. Information leakage ā Ҩ 
15. Cyber espionage ā 15. Cyber espionage Ă Ҧ 

Legend:  Trends: Ă Declining, Ā Stable, ā Increasing 
 Ranking: ҧGoing up, Ҧ Same, Ҩ Going down 

 
Figure 1: Overview and comparison of the current threat landscape 2016 with the one of 20151. 

 

                                                             

1 Besides changes in ranking, the figure also displays the trends identified for each threat. The interesting 
phenomenon of having some threats with stable or decreasing trend climbing up the ranking, is mostly due to the 
fact that, albeit stagnation/reduction, the role of this threat in the total landscape has grown, for example through 
volume of malicious activities, identified incidents, breaches attributed to the threat, etc. Similarly, other threats with 
increasiƴƎ ǘǊŜƴŘ ŀǊŜ ƭƻǿŜǊŜŘ ƛƴ ǘƘŜ ǊŀƴƪƛƴƎ όŜΦƎΦ нлмсΩǎ ǘƘǊŜŀǘ Ǌŀƴƪǎ мл-12 in the table below). This is due to threats 
climbing to higher positions of the ranking, inevitably leading to lowering all other threats below. 
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1. Introduction 

This is the ENISA Threat Landscape report 2016 (ETL 2016). It is the fifth in a series of reports analysing 
cyber-threats through collection of open source material2. The effort consists in information collection, 
information collation and information analysis. The time span of this exercise covers the period between 
December 2015 and December 2016. 

After discussion (ENISA external and internal), there are some changes/adaptations in the ETL 2016. As 
opposed to previous years, this document consists of the current cyber-threat landscape. The part 
covering the impact of cyber-threats to various thematic areas has been abandoned. There are two main 
reasons for this: 

¶ ¢ƻ ŎƻƴŎŜƴǘǊŀǘŜ ƳƻǊŜ ƻƴ ǘƘŜ Ƴŀƛƴ άǇǊƻŘǳŎǘέ ƻŦ ǘƘŜ 9¢[Σ ǘƘƛǎ ōŜƛƴƎ ǘƘŜ ƭƛǎǘ ƻŦ ǘƻǇ ŎȅōŜǊ-threats. Based 
on feedback received, stakeholders have expressed their wish to have more comprehensive 
information about these top cyber threats and their components; and 

¶ Through internal distribution of work, emerging technology issues are covered by multiple ENISA 
projects addressing critical and smart infrastructures, but also elaborating on privacy and security 
issues. To this extent, assessment of exposure will be done within these projects, based on the ETL 
information. 

The implications of this decision is an ETL that is more streamlined to the top 15 cyber-threats and the 
related information. Further shifts that are planned for the next year is the full integration of ENISA Info 
Notes3 and ETL, while some efforts will be invested in better visualization of interconnections (semantics) 
among all entities involved in ETL (see also section 2.6). Our focus is to better visualise the interconnection, 
while providing threat information within the year in a regular manner. 

As regards the integration of Info Notes and ETL, it is planned to establish the link by better materializing 
the contextual relationships. In other words, Info Notes will contain links to the top cyber-threats by 
means of references to threat agents, resources, mitigation, attack vectors, assets, etc. In this way, Info 
Notes will contribute towards a deeper analysis, complementarity and better understanding of matters 
related to assessed cyber-threats. 

Besides open source information, in this report ENISA has used information provided by the MISP 
platform4, by CERT-EU5 and by also using threat intelligence of the cyber-security portal CYjAX6, granted as 
access pro bono to ENISA. Confidential information found in these platforms has just been taken into 
account in our analysis without any disclosure or reference to this material. 

                                                             

2 It is worth mentioning, that in this chapter some parts of the ETL 2015 text have been reused, in particular regarding 
the sections policy context and target group. These two topics are considered identical to the previous landscapes. 
3 https://www.enisa.europa.eu/publications/info-
notes#c5=2006&c5=2016&c5=false&c2=infonote_publication_date&reversed=on&b_start=0, accessed November 
2018. 
4 http://www.misp-project.org/, accessed November 2015. 
5 https://cert.europa.eu/cert/filteredition/en/CERT-LatestNews.html, accessed November 2015. 
6 https://www.cyjax.com/, accessed November 2015. 

https://www.enisa.europa.eu/publications/info-notes#c5=2006&c5=2016&c5=false&c2=infonote_publication_date&reversed=on&b_start=0
https://www.enisa.europa.eu/publications/info-notes#c5=2006&c5=2016&c5=false&c2=infonote_publication_date&reversed=on&b_start=0
http://www.misp-project.org/
https://cert.europa.eu/cert/filteredition/en/CERT-LatestNews.html
https://www.cyjax.com/
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Just as in previous years, ENISA has consulted the ETL Stakeholder group that accompanies the threat 
analysis work. The group has provided valuable input, has supported the ENISA threat analysis and has 
reviewed ENISA material. 

Last but not least, ENISA has a tight cooperation with CERT-EU in the area of threat information. This is 
implemented by means of mutual reviews of cyber-threat assessments, use of CERT-EU services and by of 
intensive personal communication. This allows maintaining a high level of coherence in mutual views on 
cyber-threat assessment. Moreover, ENISA capitalizes on valuable comprehensive threat information that 
CERT-EU delivers to its partners. This kind of cooperation gets continuously intensified and leads to 
complementarity of viewpoints, a fact that represents an added-value for the recipients of the produced 
material. 

 Policy context 
The Cyber Security Strategy of the EU7 underscores the importance of threat analysis and emerging trends 
in cyber security. The ENISA Threat Landscape contributes towards the achievement of objectives 
formulated in this strategy, in particular by contributing to the identification of emerging trends in cyber-
threats and understanding the evolution of cyber-crime (see 2.4 regarding proposed role of ENISA). 

Moreover, the new ENISA Regulation8 mentions the need to analyse current and emerging risks (and their 
components), ǎǘŀǘƛƴƎΥ άthe Agency, in cooperation with Member States and, as appropriate, with statistical 
bodies and others, collects relevant informationέΦ In particular, under Art. 3, Tasks, d), iii), the new ENISA 
ǊŜƎǳƭŀǘƛƻƴǎ ǎǘŀǘŜǎ ǘƘŀǘ 9bL{! ǎƘƻǳƭŘ άenable effective responses to current and emerging network and 
information security risks and threatsέΦ 

ETL is also related to the context of NIS Directive9, as it contributes towards provision of cyber-threat 
knowledge needed for various purposes defined in NIS-Directive (e.g. article 69). Moreover, it comprises a 
comprehensive overview of cyber-threats and as such it is a decision support tool for EU Member States 
and can be used in various tasks in the process of building cyber-capabilities. 

 Target audience 
Information in this report has mainly strategic and tactical relevance10 to cyber-threats and related 
information. Such information has long-term relevance of approximately up to one year. It is directed to 
executives, security architects and security managers. Nonetheless, provided information is also easily 
consumable by non-experts. 

Looking at the details provided by this report and ETL in general, one can discriminate among the following 
information types and target groups: 

¶ The first part of the document that can be found in chapter 2 is a description of the current state-of-
play in cyber threat intelligence (CTI). It reflects discussions performed in 2016 with the ENISA Threat 
Landscape Stakeholder Group (ETL SG) and covers current needs identified in the area of strategic use 
of cyber-threat intelligence. This information targets security professionals or scholars interested in 
open issues of CTI. 

                                                             

7 http://www.ec.europa.eu/digital-agenda/en/news/eu-cybersecurity-plan-protect-open-internet-and-online-freedom-and-
opportunity-cyber-security, accessed November 2015. 

8 http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:165:0041:0058:EN:PDF, accessed November 2015. 
9 http://eur -lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN, accessed November 2016. 
10 https://www.cpni.gov.uk/documents/publications/2015/23-march-2015-mwr_threat_intelligence_whitepaper-
2015.pdf?epslanguage=en-gb, accessed December 2016. 

http://www.ec.europa.eu/digital-agenda/en/news/eu-cybersecurity-plan-protect-open-internet-and-online-freedom-and-opportunity-cyber-security
http://www.ec.europa.eu/digital-agenda/en/news/eu-cybersecurity-plan-protect-open-internet-and-online-freedom-and-opportunity-cyber-security
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:165:0041:0058:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN
https://www.cpni.gov.uk/documents/publications/2015/23-march-2015-mwr_threat_intelligence_whitepaper-2015.pdf?epslanguage=en-gb
https://www.cpni.gov.uk/documents/publications/2015/23-march-2015-mwr_threat_intelligence_whitepaper-2015.pdf?epslanguage=en-gb
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¶ The top cyber-threats may find a wider group of potential stakeholders who are interested in 
understanding the threat landscape in general means or would like to deepen into particular threats 
and their aspects. Hence decision makers, security architects, risk managers, auditors clearly belong 
to the target group. And again, scholars and end-users who wish to get informed about the where-
about of various cyber-threats may find this material useful. Last but not least, ETL 2016 can be a 
useful tool for professionals of any speciality who are interested in understanding the state-of-play in 
the area of cyber-threats. 

Besides the information on cyber-threats, ETL is offering an overview of the entire cybersecurity threat 
άŜŎƻǎȅǎǘŜƳέΣ ōȅ ŎƻǾŜǊƛƴƎ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ƻŦ ǾŀǊƛƻǳǎ ƻōƧŜŎǘǎΣ ǎǳŎƘ ŀǎ ǘƘǊŜŀǘ ŀƎŜƴǘǎΣ ǘǊŜƴŘǎ ŀƴŘ ƳƛǘƛƎŀǘƛƻƴ 
controls. These interconnections make up the context of cyber-threats and can be used in various other 
activities, such as any kind of security assessment, identification of protection needs or categorization of 
assets. 

Finally, in 2016 ENISA has produced two detailed threat assessments in two sectors. These thematic 
landscapes have been issued for Mobile to Mobile Communication (M2M)11 and Hardware12 and are 
published as separate reports. 

 Structure of the document 
The structure of ETL 2016 is as follows: 

/ƘŀǇǘŜǊ н άCyber Threat Intelligence and ETLέ provides an overview of recent developments in cyber-
threat intelligence positions the ETL and summarizes some cyber-threat intelligence issues that are seen as 
emerging. 

/ƘŀǇǘŜǊ о άTop Cyber-Threatsέ ƛǎ ǘƘŜ ƘŜŀǊǘ ƻŦ ǘƘŜ 9bL{! ¢ƘǊŜŀǘ [ŀƴŘǎŎŀǇŜΦ It provides the results of the 
yearly threat assessment for the top 15 cyber-threats. 

/ƘŀǇǘŜǊ п άThreat Agentsέ ƛǎ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘǊŜŀǘ ŀƎŜƴǘǎ ǿƛǘƘ ǎƘƻǊǘ ǇǊƻŦƛƭŜǎ ŀƴŘ ǊŜŦŜǊŜƴŎŜǎ ǘƻ 
developments that have been observed for every threat agent group in the reporting period. 

/ƘŀǇǘŜǊ р άAttack Vectorsέ provides an overview of important attack vectors that have led to the most 
important incidents in 2016. 

/ƘŀǇǘŜǊ с άConclusionsέ concludes tƘƛǎ ȅŜŀǊΩǎ 9¢[Φ .ȅ ǎȅƴǘƘŜǎƛȊƛƴƎ ŀ ƎŜƴŜǊƛŎ ǾƛŜǿ ŦǊƻƳ ǘƘŜ ŀǎǎŜǎǎŜŘ ŎȅōŜǊ-
threats, it provides some policy, business and research recommendations. 

                                                             

11 https://www.enisa.europa.eu/publications/m2m-communications-threat-landscape/  
12 https://www.enisa.europa.eu/publications/hardware-threat-landscape/  

https://www.enisa.europa.eu/publications/m2m-communications-threat-landscape/
https://www.enisa.europa.eu/publications/hardware-threat-landscape/
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2. Cyber Threat Intelligence and ETL 

 Cyber Threat Intelligence: State-of-play 
Continuing the trend of the previous years, in 2016 cyber threat intelligence (CTI) and threat analysis have 
gone through significant developments regarding improvement of methods, further elaboration of good 
practices and adoption/implementation paths. An expansion of the available tool landscape and an 
enlargement of functions for managing CTI has also taken place13. By mainly focussing on strategic and 
partially on tactical threat intelligence, we have observed main trends and developments in the evolution 
of methods and good practices. In particular: 

¶ Enrichment of cyber threat intelligence with guidance from the area of public health: This has been 

materialised by comparing threats with epidemics and by considering methods to achieve public 

health with cyber threat and risk mitigation techniques14. Though not new15, comparing cyber threats 

and public health has achieved some increased attention, in particular with regard to CTI sharing and 

focus on victims16. 

¶ Adoption of good practices from military and intelligence services: The need to introduce new 

elements in the CTI life cycle17 is evident, especially due to its adoption in various sectors (i.e. military 

and national security). This is also not a new development18. However, in 2016 this trend has reached 

such a maturity as to become integral part in various trainings in the area of CTI19,20. Moreover as CTI 

becomes important in cyber warfare, we see a strong cross-fertilization of ideas between these 

disciplines21. 

¶ Bridging CTI and risk management, considering business requirements for threat assessment and 

ensuring better risk mitigation through cyber threat information: This is quite an emerging trend, as 

the need to coordinate operational security and business activities is continuously growing. Business 

people and in particular decision makers, need to understand how threat intelligence will help them to 

mitigate business risks. Similarly, it needs to be clear how business requirements are reflected towards 

security operational activities (i.e. Security Operations Centre - SOC). It is indicative that in ǘƘƛǎ ȅŜŀǊΩs 

                                                             

13 https://github.com/hslatman/awesome-threat-intelligence, accessed November 2016. 
14 https://www.iiss.org/-/media//silos/survival/2016/survival/58-1-03-buchanan/58-1-03-buchanan.pdf, accessed 
July 2016. 
15 http://www.secure.edu.pl/pdf/2014/D2_1130_P_Armin.pdf, accessed July 2016. 
16 https://www.irgc.org/wp-content/uploads/2016/04/IRGC-Public-Cybersecurity-OP-2016.pdf, accessed July 2016. 
17 https://www.sans.org/reading-room/whitepapers/threats/threat-intelligence-planning-direction-36857, accessed 
July 2016. 
18 http://www.sei.cmu.edu/library/assets/whitepapers/citp-summary-key-findings.pdf, accessed September 2016. 
19 https://www.theintelligenceacademy.net/courses/openacademy/open-intellacademy-faculty/, accessed 
September 2016. 
20 https://www.mcafeeinstitute.com/courses/certified-counter-intelligence-threat-analyst, accessed September 
2016. 
21http://www.insaonline.org/i/d/a/b/TacticalCyber.aspx, accessed August 2016. 

https://github.com/hslatman/awesome-threat-intelligence
https://www.iiss.org/-/media/silos/survival/2016/survival/58-1-03-buchanan/58-1-03-buchanan.pdf
http://www.secure.edu.pl/pdf/2014/D2_1130_P_Armin.pdf
https://www.irgc.org/wp-content/uploads/2016/04/IRGC-Public-Cybersecurity-OP-2016.pdf
https://www.sans.org/reading-room/whitepapers/threats/threat-intelligence-planning-direction-36857
http://www.sei.cmu.edu/library/assets/whitepapers/citp-summary-key-findings.pdf
https://www.theintelligenceacademy.net/courses/openacademy/open-intellacademy-faculty/
https://www.mcafeeinstitute.com/courses/certified-counter-intelligence-threat-analyst
http://www.insaonline.org/i/d/a/b/TacticalCyber.aspx
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RSA Conference (RSA Conference 2016) CTI has been discussed intensively, and in particular its 

interplay with Risk Management22,23,24. 

¶ Increase in number of identified CTI use cases: Through numerous interactions in the CTI community, 

the issue of CTI usage has reached a high degree of detail, that is, many use cases of CTI have been 

identified25,26. Combined with the increasing number of CTI tools (see point below), advancements in 

the definition of use cases increase adoption of CTI methods in a variety of IT and business 

environments. 

¶ Wider adoption of good practices: Various tools and good practices come to support CTI adoption, in 

particular at the operational level. Together with CTI good practices, such tools are in support of threat 

intelligence activities, covering detection of attack patterns, co-relation of intelligence information on 

bad URLs/IPs and correlation of security logs from different platforms. In the law enforcement sector, 

for example, we have seen very efficient practices in identifying, locating and attributing cyber-crime, 

while performing comprehensive reporting addressed both to experts and non-experts181. 

¶ Increase of CTI importance in professional skill-set: CTI achieved first rank of the top 5 cyber security 

skills in 201627. This trend is indicative of two things: the increasing role of CTI in cyber security 

business on the one hand and the relatively low maturity of CTI in terms of existence of (trainable) 

good practices on the other. Organisations in need of CTI professionals are already looking for options 

to overcome this skill shortage. 

¶ Available standards in the area are gaining importance: Various professional services are based on 

such standards and are also supported by various tools. It is expected that the role of such standards 

will increase, while at the same time standardisation bodies will take care of integrating them more 

systematically into security management practices. 

¶ Significant increase of investments: Last but not least, nation states are going to significantly increase 

investments in cyber-defence. This will boost CTI as one of the main areas to be developed. In 

combination with military intelligence, CTI will become a powerful tool in cyber-defence. Moreover, 

these investments will generate new services and functions that will also be made available in the civil 

market and in education. Cyber-defence is going to engage/attract available CTI capabilities and 

resources. This however might further worsen CTI know-how availability. 

Generally speaking, the availability of authoritative CTI resources has become better in 2016. Various CTI 
professionals have digested existing sources and provide comprehensive information on CTI 
developments. Some digested collection of existing CTI sources can be found here28,29.  

                                                             

22 https://www.rsaconference.com/blogs/threat-modeling-peers-discuss-risk-based-application-security-design-at-
rsac-2016, accessed July 2016. 
23 https://www.rsaconference.com/events/us16/agenda/sessions/2364/bridging-the-gap-between-threat-
intelligence-and, accessed July 2016. 
24 http://www.csoonline.com/article/3038833/security/threat-intelligence-programs-lack-context-experts-say.html, 
accessed July 2016. 
25 http://blogs.gartner.com/anton-chuvakin/2016/05/16/how-a-lower-maturity-security-organization-can-use-threat-
intel/ , accessed July 2016. 
26 http://blogs.gartner.com/anton-chuvakin/2016/06/28/babys-first-threat-intel-usage-questions/, accessed July 
2016. 
27 http://www.darkreading.com/careers-and-people/5-hot-security-job-skills-/d/d -id/1324678, accessed July 2015. 
28 http://reads.threatintel.eu/, accessed July 2016. 
29 https://github.com/hslatman/awesome-threat-intelligence, accessed July 2016. 

https://www.rsaconference.com/blogs/threat-modeling-peers-discuss-risk-based-application-security-design-at-rsac-2016
https://www.rsaconference.com/blogs/threat-modeling-peers-discuss-risk-based-application-security-design-at-rsac-2016
https://www.rsaconference.com/events/us16/agenda/sessions/2364/bridging-the-gap-between-threat-intelligence-and
https://www.rsaconference.com/events/us16/agenda/sessions/2364/bridging-the-gap-between-threat-intelligence-and
http://www.csoonline.com/article/3038833/security/threat-intelligence-programs-lack-context-experts-say.html
http://blogs.gartner.com/anton-chuvakin/2016/05/16/how-a-lower-maturity-security-organization-can-use-threat-intel/
http://blogs.gartner.com/anton-chuvakin/2016/05/16/how-a-lower-maturity-security-organization-can-use-threat-intel/
http://blogs.gartner.com/anton-chuvakin/2016/06/28/babys-first-threat-intel-usage-questions/
http://www.darkreading.com/careers-and-people/5-hot-security-job-skills-/d/d-id/1324678
http://reads.threatintel.eu/
https://github.com/hslatman/awesome-threat-intelligence
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 CTI Big Picture: An Overview 
A deficit in available context for CTI content has been identified in various expert fora, articles30 and events 
this year31. During discussions with the ETL expert group, the need for summarizing CTI concepts has been 
identified. The aim of this task is to highlight the context of CTI by showing the interplay between its 
various related components. Moreover, one may spot areas that are under-developed and as such not well 
utilized in the acquisition and use of CTI.  

! ά/¢L ōƛƎ ǇƛŎǘǳǊŜέ Ƙŀǎ ōŜŜƴ ŘŜǾŜƭƻǇŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎ ŀƴŘ 
illustrate context to various CTI components. This overview contributes to the identification and 
illustration of co-relations, the main task to pass from CTI information to knowledge. Clarification of 
relationships among various CTI-relevant parts will help getting non-IT-Security people, business fraud 
analysts and business process owners on the same pace with regard to the analysis/assessment of threat 
exposure to an organisation. Finally, the presented overview positions the content of the ENISA Threat 
Landscape with regard to the CTI big picture. 

The CTI overview is shown in Figure 2 . It demonstrates all elements covered within an attack to a business 
process and shows with which artefacts the assets involved in the process are targeted. It is worth 
mentioning, that not all artefacts/components used are IT related (see grey area in figure below); there are 
steps/procedures used within an attack, that are performed by just having knowledge or information 
about the details of the business process at stake. In other words a Modus Operandi (MO) of an attack is 
not completely IT-based. Moreover, business related issues (i.e. detailed knowledge of the business 
process) are key, both in planning an attack and in analysing an incident. This is represented in the figure 
below by means for the business process as entry point to the execution of the fraud case/attack scenario. 

Business Process

Business Process Assault Plan/ScenarioFraud Case

Cyber Attack Vector (Campaign)Pre-attack phase Post-attack phase

TTP 1 TTP n

Modus Operandi

Cyber threat 1 Cyber threat 2 Cyber threat 3 Cyber threat 4

Tactics, Techniques 
and Procedures 

Cyber-Threats

Reconnaissance Weaponization Delivery Exploitation Installation
Command & 

Control
Actions on 
ObjectivesKill Chain

Weakness led to fraud

Implemented by

Uses techniques

Threats eventually used in KC phases

Based on cyber threats

Affected Assets

E.g. recon based on 
human engineering

E.g. monetization 
based on money mules

Targeting assets

IT/Cyber related content

Legend:

 

Figure 2: Big picture CTI elements from Modus Operandi to affected assets 

                                                             

30 http://raffy.ch/blog/2016/08/13/threat-intelligence-useful-whats-the-future/, accessed September 2016. 
31 https://www.rsaconference.com/events/us16, accessed September 2016. 

http://raffy.ch/blog/2016/08/13/threat-intelligence-useful-whats-the-future/
https://www.rsaconference.com/events/us16
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But the big picture of Figure 2 shows also the main challenges related to CTI. In particular32: 

¶ CTI needs to encompass knowledge of the business processes and business assets at stake. This can be 

done by co-relating technical incidents over IT assets to compound business assets. Additional 

elements will need to be considered, such as business requirements, business process owner, risk 

owner/asset owner, etc. As an example, such information could be used in the business impact 

assessment of data breached incidents like xDedic33, where hacked business servers are offered to 

malicious users. 

¶ It is interesting to analyse attacks and convert them to business oriented modus operandi (MO). This 

kind of information (context) is necessary in order to extrapolate an incident at the level of business 

processes with the aim to detect and mitigate the business risk/fraud. 

¶ By collecting information about known modus operandi, one may calculate the business impact that 

could be caused by the relevant attack. As a matter of fact, business impact can be better 

communicated to the asset owners and decision makers, who in most cases are not cyber-security 

fluent. To this extent, MO are valuable pieces of information that should be shared among 

ƻǊƎŀƴƛǎŀǘƛƻƴǎ ǘƘŀǘ ŀǊŜ ŀŎǘƛƴƎ ƛƴ ǎƛƳƛƭŀǊ ōǳǎƛƴŜǎǎ ǎŜŎǘƻǊǎΦ ¢ƘŜȅ ŎƻƳǇǊƛǎŜ άǊŜŀŘȅ ǘƻ ǳǎŜέ /¢L ƪƴƻǿƭŜŘƎŜ 

pieces that are directly applicable to organisation types. 

¶ It should be clear that cyber-related content may constitute just one part of an attack. Important 

attack steps may be initiated or executed through techniques that are based solely on the 

organisational/human engineering channel34. These are very important parts of a MO and should not 

be left out CTI, solely because they do not happen in the cyber-space.  

¶ The role of asset based modelling of business processes and security controls is quite important in the 

establishment of CTI context and necessary for the successful analysis of incidents. When assets are 

not used in security and business processes, this co-ǊŜƭŀǘƛƻƴ ƴŜŜŘǎ ǘƻ ōŜ ŘƻƴŜ άƳŀƴǳŀƭƭȅέ during the 

analysis phase. As such will be rather resource intensive and costly and will only be encountered ex-

post (i.e. after the hack). Hence, assets may be assigned a central role in CTI, as they are targets for 

both offensive and defensive activities. The role of assets in CTI is subject of chapter 2.3 below. 

¶ Kill-chain35 may be utilized in order to associate an incident to group(s) of assets given the phase an 

incident has been detected (e.g. deliver, installation, command and control). This matter is further 

elaborated in the coming discussion (see section 2.1). 

¶ Given that the big picture of CTI contains both cyber-security/technical and business related 

information, it is still open what can be the roles that possess the skills required to consolidate and 

maintain this knowledge within an organisation. Discussion with various experts in the filed show that 

currently organisations use ad-hoc solutions to this, while no good practices do exist for this matter. 

Interestingly, some analyses use charts with similar content to depict the course of attacks, both related to 
a specific36 and to generic ones37. They seem to constitute a very comprehensive and clear representation 

                                                             

32 List is not sorted according to any priorities. 
33 https://securelist.com/blog/research/75027/xdedic-the-shady-world-of-hacked-servers-for-sale/, accessed 
September 2016. 
34 http://www.mediapro.com/blog/human-factor-report/, accessed September 2016. 
35 https://en.wikipedia.org/wiki/Kill_chain, accessed September 2016. 
36 http://www.thedarkvisitor.com/2008/05/chinese-hacker-virus-industry-chain/, accessed September 2016. 
37 https://www.linkedin.com/pulse/effective-cyber-security-economics-efficiency-daniel-korstad, accessed 
September 2016. 

https://securelist.com/blog/research/75027/xdedic-the-shady-world-of-hacked-servers-for-sale/
http://www.mediapro.com/blog/human-factor-report/
https://en.wikipedia.org/wiki/Kill_chain
http://www.thedarkvisitor.com/2008/05/chinese-hacker-virus-industry-chain/
https://www.linkedin.com/pulse/effective-cyber-security-economics-efficiency-daniel-korstad


ENISA Threat Landscape Report 2016 
Final version  |  1.0  |  OPSEC | January 2017 

 
 

 

15 

of the steps of an attack and should be used in the analysis phase of incident or threat related information. 
Equally interesting are presentations that cover the entire life-cycle of CTI at a very good level of detail22,38. 

 The role of assets in CTI 
Assets are an important element both in information security management39 (ISMS) and Risk 
Assessment/Management. The merits of asset based risk assessment are obvious40,41: assets, 
vulnerabilities, threats and controls are four strongly interconnected entities that embed strong security 
context (see also diagram in chapter 2.6). Hence, in the attempt to enhance context in CTI, assets play a 
central role. They materialize the consequences of a succeeded threat (via an incident), while establishing 
a bridge to business processes, business owners, risk owners, etc. Important de-facto standards for cyber 
threat artefacts such as STIX42 foresee the inclusion of assets as part of an incident43. 

We believe that in CTI assets deserve more attention and need to be considered as THE independent 
entities for which not only the effects of an incident are interesting, but also to which many other CTI 
concepts do connect. By shifting our focus to the assets from the CTI big picture (see Figure 2), we show in 
Figure 3 below examples of how assets can assist in building useful CTI co-relations. In particular: 

¶ Based on the top 15 cyber threats, for example, one can identify which is the exposure of single assets 

and asset groups at any degree of detail (i.e. business assets and technical assets). 

¶ Through a possible grouping of assets according to kill chain steps, one can identify which security 

controls are available to mitigate reconnaissance activities that can be performed by abusing asset 

properties. Obviously the same can be done for all other kill-chain phases. 

¶ Based on the above, one can identify the efficiency of controls given an assumed threat exposure.  

¶ By considering the extensions defined in the big picture, one can identify the efficiency of existing 

security controls for a certain modus operandi. Moreover, simulation of cyber threats may provide 

exposure of assets due to known weaknesses (technical, organizational). 

¶ Based on changes in cyber-threat landscape, new vulnerabilities/weaknesses and new modus 

operandi, security controls can be revisited. 

¶ Asset exposure can be grouped based on a business process or an asset owner. 

¶ The asset inventory is a very good tool to connect technical information (i.e. Indicators of Compromise 

ς IOCs, TTPs, strategic and tactical CTI, etc.) to business assets and business processes. 

It is worth mentioning, that these are examples of possible CTI context that can be established via assets. 
Many additional examples may be derived, especially if threat agents, business owners, TTPs, fraud 
scenarios, etc. are also being taken into account. 

                                                             

38 https://www.rsaconference.com/writable/presentations/file_upload/cxo-t08r-threat-intelligence-is-like-three-day-
potty-training.pdf, accessed September 2016. 
39 http://advisera.com/27001academy/knowledgebase/how-to-handle-asset-register-asset-inventory-according-to-
iso-27001/, accessed September 2016. 
40 http://www.vigilantsoftware.co.uk/blog/conducting-an-asset-based-risk-assessment-in-iso-270012013/, accessed 
September 2016. 
41 http://advisera.com/27001academy/knowledgebase/iso-27001-risk-assessment-how-to-match-assets-threats-and-
vulnerabilities/?icn=free-knowledgebase-27001&ici=bottom-iso-27001-risk-assessment-how-to-match-assets-
threats-and-vulnerabilities-txt, accessed September 2016. 
42 https://stixproject.github.io/about/, accessed December 2016. 
43 https://stixproject.github.io/documentation/idioms/affected-assets/, accessed September 2016. 

https://www.rsaconference.com/writable/presentations/file_upload/cxo-t08r-threat-intelligence-is-like-three-day-potty-training.pdf
https://www.rsaconference.com/writable/presentations/file_upload/cxo-t08r-threat-intelligence-is-like-three-day-potty-training.pdf
http://advisera.com/27001academy/knowledgebase/how-to-handle-asset-register-asset-inventory-according-to-iso-27001/
http://advisera.com/27001academy/knowledgebase/how-to-handle-asset-register-asset-inventory-according-to-iso-27001/
http://www.vigilantsoftware.co.uk/blog/conducting-an-asset-based-risk-assessment-in-iso-270012013/
http://advisera.com/27001academy/knowledgebase/iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities/?icn=free-knowledgebase-27001&ici=bottom-iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities-txt
http://advisera.com/27001academy/knowledgebase/iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities/?icn=free-knowledgebase-27001&ici=bottom-iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities-txt
http://advisera.com/27001academy/knowledgebase/iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities/?icn=free-knowledgebase-27001&ici=bottom-iso-27001-risk-assessment-how-to-match-assets-threats-and-vulnerabilities-txt
https://stixproject.github.io/about/
https://stixproject.github.io/documentation/idioms/affected-assets/
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Figure 3: Assets grouped according to their exposure with regard to Kill Chain phases 

Though not very different from existing approaches to threat/risk management and CTI lifecycle 
approaches44,45, this proposal puts at the foreground the examination of asset protection with regard to 
currently available threats. At the same time, it provides clearer and more efficient methods for feedback 
loops among CTI, risk assessment and security management. Another advantage of this approach is, that it 
ƭŜŀŘǎ ǘƻ ŀ ōŜǘǘŜǊ άǎŜƎƳŜƴǘŀǘƛƻƴέ ƻŦ ǇǊƻǘŜŎǘƛƻƴ ƳŜŀǎǳǊŜǎ ŀƴŘ ŀǎǎŜǘǎ ǘƻǿŀǊŘǎ ǘƘǊŜŀǘǎκǘƘǊŜŀǘ ƎǊƻǳǇǎ ŀƴŘ 
modus operandi. This will support a better connection of CTI to business processes and business 
objectives, as often requested in 2016 in various occasions31. Finally, as often indicated in the ENISA Threat 
Landscape, this would further facilitate moving from vendor to user/customer driven security market. 

 Threat taxonomy 
During 2016, ENISA has launched a Threat Taxonomy46. This is a hierarchy of threats with the aim to 
establish a point of reference for various threat types and detailed threat information. The benefits of such 
ǎǘǊǳŎǘǳǊŜǎ ƘŀǾŜ ōŜŜƴ ŘŜǎŎǊƛōŜŘ ƛƴ ƭŀǎǘ ȅŜŀǊΩǎ ǘƘǊŜŀǘ ƭŀƴŘǎŎŀǇŜ47. In 2016, the applicability of this structure 
has been investigated. The achievements obtained were: 

                                                             

44 https://www.cybersecurityintelligence.com/blog/understanding-the-threat-intelligence-lifecycle-911.html, 
accessed November 2016. 
45 http://www.ey.com/Publication/vwLUAssets/EY-how-do-you-find-the-criminal-before-they-commit-the-
cybercrime/%24FILE/EY-how-do-you-find-the-criminal-before-they-commit-the-cybercrime.pdf, accessed November 
216. 
46 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-
landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information, accessed September 2016. 
47 https://www.enisa.europa.eu/publications/etl2015, accessed September 2016. 

https://www.cybersecurityintelligence.com/blog/understanding-the-threat-intelligence-lifecycle-911.html
http://www.ey.com/Publication/vwLUAssets/EY-how-do-you-find-the-criminal-before-they-commit-the-cybercrime/%24FILE/EY-how-do-you-find-the-criminal-before-they-commit-the-cybercrime.pdf
http://www.ey.com/Publication/vwLUAssets/EY-how-do-you-find-the-criminal-before-they-commit-the-cybercrime/%24FILE/EY-how-do-you-find-the-criminal-before-they-commit-the-cybercrime.pdf
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information
https://www.enisa.europa.eu/publications/etl2015
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¶ The threat taxonomy has been adopted by MISP48, the major platform for information sharing on 

malware. MISP has integrated the ENISA threat taxonomy to the vocabulary used and it has 

consolidated it with other taxonomies49. 

¶ Various players in CTI have contacted ENISA to obtain permission to use it as a threat catalogue within 

their threat assessment and risk assessment methods. 

¶ ENISA has used the threat taxonomy to communicate the contents of various threat groups to various 

co-operation partners. Based on this information, for example, CSIRTs are in the position to derive 

filtering rules. These rules are then used to dynamically deliver to ENISA dashboards with desired 

information about particular threats. This information flows in the yearly threat analysis. 

ENISA will continue maintaining the threat taxonomy as άƭƛǾƛƴƎ ŘƻŎǳƳŜƴǘέ ŀƴŘ share it with the 
community both over the ENISA web site and major other sites using this resource. 

 Assessed emerging CTI issues 
Concluding this chapter, we summarise current trends and emerging issues in the area of CTI. It is expected 
that these issues will occupy the related community in the coming months/year: 

¶ Stronger inclusion of assets in relevant CTI concepts and especially with regard to information about 

business objectives and business processes. This will lead to a better integration of CTI with enterprise 

risk management. Models to relate business Impact to technical threats might be further elaborated 

and tested. This will help organizations to implement business driven threat management. 

¶ A variety of European countries50, 51, 52 and public organisations53 perform massive investments in 

cyber-security defence capabilities. It is expected that these investments will boost CTI as one of the 

most desired resources for the years to come. 

¶ The trend observed in the area of cyber-defence, will create significant momentum for CTI methods 

and tools. By including available intelligence capabilities, CTI will be further improved and will thus 

further mature. This trend will result the creation of new niches for market products and services. 

¶ Similar trends will be the result of advancing existing CTI practices in a similar pace as it has been 

ƻōǎŜǊǾŜŘ ƛƴ ǘƘŜ ǊŜŎŜƴǘ ȅŜŀǊǎΣ ǿƘŜǊŜŀǎ άŎƻƴƴŜŎǘƛǾƛǘȅέ ǘƻ ōǳǎƛƴŜǎǎ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƛƭƭ ƭŜŀŘ ǘƘƛǎ 

development. 

¶ Just as in any emerging technology area, in CTI some de-facto standards have emerged. 

Standardisation bodies will need to speed-up reaction time and introduce timely CTI in existing 

practices. 

¶ The use of CTI in testing effectiveness of existing security controls will be an important element in the 

management of security. This will reduce expenses of certification and compliance efforts, while 

ƭŜŀŘƛƴƎ ǘƻ ŀ ƳƻǊŜ άŀƎƛƭŜέ ǎŜŎǳǊƛǘȅ ŀǇǇǊƻŀŎƘΦ aƻǊŜƻǾŜǊΣ ǘƘƛǎ ǇǊƻŎŜǎǎ ŎƻǳƭŘ ōǳƛƭŘ ǘƘŜ ōŀǎƛǎ ŦƻǊ ǊŜŘ-

                                                             

48 http://www.misp-project.org/, accessed September 2016. 
49 https://github.com/MISP/misp-taxonomies/commit/70be9e35706aa0b782ebfd5c6af6d587f760ede0, accessed 
September 2016. 
50 https://techcrunch.com/2015/11/18/uk-gov-to-invest-in-security-startups/, accessed September 2016. 
51 http://www.europeanfiles.eu/wp-content/uploads/issues/2016-january-40.pdf, accessed September 2016. 
52 http://www.janes.com/article/59861/germany-outlines-plan-to-create-bundeswehr-cyber-command, accessed 
September 2016. 
53 http://www.heise.de/tp/artikel/48/48970/1.html, accessed September 2016. 
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http://www.europeanfiles.eu/wp-content/uploads/issues/2016-january-40.pdf
http://www.janes.com/article/59861/germany-outlines-plan-to-create-bundeswehr-cyber-command
http://www.heise.de/tp/artikel/48/48970/1.html
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teaming activities within an organisation. Last but not least, CTI could be used in assessing control 

costs against threat exposure level of business processes. 

 Scope and used definitions 
The method used for the development of ETL has been documented in previous landscapes. Indicatively 
we would like to mention chapter 2.1 of ETL нлмр όǎŜŜ ŎƘŀǇǘŜǊ άData structures used in the threat analysis 
process and threat landscapingέύ47, as well as chapter 2.4 of ETL 201454 όǎŜŜ άContenǘ ƻŦ ǘƘƛǎ ȅŜŀǊΩǎ 9¢[ ŀƴŘ 
TerminologyέύΦ CƻǊ ǘƘƛǎ ǊŜŀǎƻƴΣ ƛƴ 9¢[ нлмс ǿŜ Řƻ ƴƻǘ ǊŜŦŜǊ ǘƻ ǘƘŜ ƳŜǘƘƻŘ ŀƴŘ ƳƻŘŜƭ ǳƴŘŜǊƭȅƛƴƎ ǘƘŜ 
creation of the present report. Interested readers will need to consider the material mentioned above. 

The definitions used in this study are identical to the ones of ETL 201547. In order to visualize the 
relationships among all elements of risks, we use a figure taken from ISO 15408:2005 (see Figure 4). This 
figure has a level of granularity that is sufficient to illustrate the main elements of threat and risk 
mentioned in this report. The ŜƴǘƛǘƛŜǎ άhǿƴŜǊέΣ ά/ƻǳƴǘŜǊƳŜŀǎǳǊŜǎέΣ ά±ǳƭƴŜǊŀōƛƭƛǘƛŜǎέΣ άwƛǎƪǎέ ŀƴŘ ǇŀǊǘƛŀƭƭȅ 
ά!ǎǎŜǘǎέ ŀǊŜ ƴƻǘ ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ƛƴ ǘƘŜ 9¢[Φ ¢ƘŜȅ ŀǇǇŜŀǊ ƛƴ ǘƘŜ ŦƛƎǳǊŜ ƛƴ ƻǊŘŜǊ ǘƻ ǎƘƻǿ ǘƘŜƛǊ ŎƻƴǘŜȄǘ 
with regard to threats. The notion of attack vector is being displayed in this figure and is covered in the 
present report (see chapter 5). 

One should note that the entities threat agent and threat presented in Figure 4 are part of the ETL data 
model. This is quite natural as these entities make up the kernel of ETL. 

As regards risks, we adopt the definition according to the widely accepted standard L{h нтллрΥ άThreats 
abuse vulnerabilities of assets to generate harm for the organisationέΦ Lƴ ƳƻǊŜ ŘŜǘŀƛƭŜŘ ǘŜǊƳǎΣ ǿŜ ŎƻƴǎƛŘŜǊ 
risk as being composed of the following elements: 

Asset (Vulnerabilities, Controls), Threat (Threat Agent Profile, Likelihood) and Impact. 

 

Figure 4: The elements of risk and their relationships according to ISO 15408:2005 

                                                             

54 https://www.enisa.europa.eu/publications/enisa-threat-landscape-2014/at_download/fullReport, accessed 
December 2016. 
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3. Top cyber-threats 

 Content and purpose of this chapter 
This chapter presents the current threat landscape 2016 as it has been assessed through analysis and 
collation of collected information. Open source intelligence (OSINT) was once again the method used to 
collect the information that served as input to our threat analysis process. The main time window for the 
collection of information is one year: November/December 2015 till the same period of 2016. We refer to 
ǘƘƛǎ ǇŜǊƛƻŘ ŀǎ άǘƘŜ ǊŜǇƻǊǘƛƴƎ ǇŜǊƛƻŘέΦ ¢ƘŜ ŎƻƭƭŜŎǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜǇǊŜǎŜƴǘǎ ŀ ǎƛƎƴƛŦƛŎŀƴǘ ǇŀǊǘ ƻŦ 
news/articles/discussions that took place in this period. Though non-exhaustive55, they considered as 
representative for the cyber-threat landscape. 

While the available material on cyber threats and threat intelligence continued growing, in this year some 
events with particular media impact have dominated the headlines. Examples are IoT security events, big 
DDoS attacks, data breaches and extortion/ransom activities. Thought making up a significant amount of 
нлмсΩǎ incidents, these events are not the only ones that are remarkable. A series of other cyber-threats 
have been developed that have caused severe impact on assets, such as the development of underground 
market of cyber-crime-as-a-service, the increased speed of compromises and the lower rates of incident 
detection, just to mention the most important ones. These are supposed to be the main matters of 
concern, as they have a long-term impact in the cyber-space. 

The information collection exercise conducted in 2016 involved tight cooperation with CERT-EU, the ENISA 
stakeholder group and provided pro-bono access to a threat intelligence portal of CYjAX56 (CYjAX Security 
Portal). Moreover, malware information has been taken into account through the malware information 
sharing platform MISP. Though the information taken into account contained some classified information, 
this material has not been disclosed. It has just been taken into account during the analysis process, e.g. in 
the validation of performed assessments. 

The total number of resources referenced in this chapter are ca. 200, comprising main resources that are 
considered to reflect the developments of the cyber-threat landscape in an authentic manner. Additional 
overlapping information sources collected (ca. another 200) are not part of the document. 

The fifteen top threats assessed and presented in this chapter are the ones that prevailed in the reporting 
period. There are some noticeable facts about the cyber-threat information presented in the individual 
threat descriptions/assessment below: 

¶ The structure of each cyber-threat contains its position in the kill-chain, a generic 7-step model 
depicting the phases of an attack57. This presentation has been readopted in the ETL 2016 after 
received stakeholder feedback. 

¶ It is considered that data breaches and identity theft are not typical cyber-threats. Rather, they are 
consequences of successful threats (i.e. actions on objectives, if formulated according to the kill-chain). 

                                                             

55 Due to the surging number of information on cyber-security incidents and threats and the limited available 
resources, it is likely that many articles, reports, white papers, etc. have escaped our attention. It may also be the 
case that missing reports have been intentionally left out from our references because they had significant overlaps 
with used references. 
56 https://www.cyjax.com/, accessed November 2016. 
57 http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-
Driven-Defense.pdf, accessed November 2016. 

https://www.cyjax.com/
http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf
http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf
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In other words, in order to breach information, one has to successfully launch one or some of the 
other cyber-threats addressed in this chapter. As such, data breach and identity theft are maintained 
in our top list because they are found throughout the analysed material. 

¶ The presented 15 cyber-threats do not all belong to different threat categories. Hence, they represent 
instance from 12 threat types, according to the threat taxonomy used58. This means that they share 
common characteristics, such as protection measures, dependencies and initiating threat actors. 
Ransomware, for example, is a specialization of the threat type malware. Hence, for this threat all 
malware protection measures apply, plus some that are special for the specialized threat, i.e. in this 
case ransomware. 

¶ Cyber espionage is merely a motive than a cyber-threat. This cyber-threat is maintained because it 
unites almost all of the other cyber-threats in addition to some high-capability threats that are 
specially crafted by state-sponsored organisations, such as advanced hacking tools, vulnerability 
discovery and combination of military/law enforcement intelligence methods. 

As a final note in this context, one should mention that in the near future, ENISA will put some emphasis 
on a more dynamic development of cyber-threat assessments and a more immediate communication of 
assessments via targeted communication. For this purpose, an interactive model will be developed, 
supported by automated tools. This infrastructure aims at facilitation of information presentation, 
integration of various information types and enabling stakeholder feedback. It will support a more 
interactive, omnidirectional communication of threat information and related issues to relevant 
stakeholders. 

  

                                                             

58 https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-
taxonomy, accessed November 2016. 

https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-taxonomy
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-taxonomy
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 Malware 
Malware clearly tops cyber-threats for yet another year. Malware samples have reached ca. 600 million 
per quarter182. It is interesting to see that in 2016 mobile malware reaches a growth of ca. 150%. Malware 
Ƙŀǎ ǘǿƻ ƛƳǇƻǊǘŀƴǘ ŦƻŎƛ ƛƴ ǘƘƛǎ ȅŜŀǊΥ ǊŀƴǎƻƳǿŀǊŜ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ǎǘŜŀƭƛƴƎΦ {ƻƳŜ ƳŀƭǿŀǊŜ άƘŜŀŘƭƛƴŜǎέ 
related to IoT are rather a qualitative than a quantitative concern59, although experts believe that IoT will 
be the new avenue for malware misuse60. Mobile malware, ransomware and information stealers are the 
Ƴŀƛƴ ŀǊŜŀǎ ƻŦ άƳŀƭǿŀǊŜ ƛƴƴƻǾŀǘƛƻƴέΦ IƛƎƘƭƛƎƘǘǎ ƻf new functions encountered are: use of anonymization 
strategies, strong encryption (including https), flexible key management schemes, as well as obfuscation 
methods for detection of payload, detection of installation, etc.61. The massive proliferation of 
ransomware in 2016 has drawn the attention of threat intelligence vendors175,176,72 and organisations62, 
who have issued corresponding information notes and alerts. Equally impressive was the fact that state-
sponsored threat actors have launched malware that has had high efficiency by exploiting quite a few zero-
day vulnerabilities. Useful (i.e. comprehensive and well visualised) online malware activity resources can 
be found here63,64,65. 

In the reporting period we have assessed that: 

¶ Trojans, PUPs (Potentially Unwanted Programs), Droppers, Ransomware, Command and Control (C&C), 

key-logger/phishing based key-loggers, backdoor, information exfiltration, DDoS malware, and RAT are 

the main categories of malware that have prevailed the internet in the reporting period216,66. The trend 

was again increasing. Particular high increase rates have been encountered in mobile malware with 9 

to 10 million malware samples. This is an increase of ca. 150% over 2015182. 

¶ The average lifespan of malware hashes (i.e. unique identification of a malware variant used by 

malware detection tools) has been reduced to less than an hour. This means that a specific malware 

variant exists for ca. one hour and is been encountered only once. This is indicative of the speed of 

malware mutation in order to evade detection216 on the one hand, and one of the reasons for gaps in 

end-point protection measures (i.e. anti-virus software). 

¶ Malware infection channels - also reflecting the means of malware transportation - are topped by 1. 

Malware as e-mail attachment, 2. Web drive-by and 3. E-mail with malicious URL216. Knowing this, it 

becomes evident that user training and awareness can lead to significant reduction of malware 

infections. 

¶ Detection evasion techniques found in this yeŀǊΩǎ ƳŀƭǿŀǊŜ ƛƴŎƭǳŘŜΥ ŎƘŜŎƪƛƴƎ ŦƻǊ ǊǳƴƴƛƴƎ ŀƴǘƛǾƛǊǳǎ 

process (and eventually trying to terminate it), checks for existence of a test environment67 / virtual 

                                                             

59 http://motherboard.vice.com/read/internet-of-things-malware-mirai-ddos, accessed October 2016. 
60 http://www.iottechnews.com/news/2016/sep/28/iot-malware-attacks-being-more-sophisticated-china-and-us-
source/, accessed October 2016. 
61 https://www.sans.org/reading-room/whitepapers/forensics/detecting-malware-sandbox-evasion-techniques-
36667, accessed October 2016. 
62 https://www.fbi.gov/news/stories/incidents-of-ransomware-on-the-rise, accessed October 2016. 
63 https://threatmap.checkpoint.com/ThreatPortal/livemap.html, accessed October 2016. 
64 http://map.norsecorp.com/#/, accessed October 2016. 
65 https://cybermap.kaspersky.com/, accessed October 2016. 
66 https://securelist.com/analysis/quarterly-malware-reports/75640/it-threat-evolution-in-q2-2016-statistics/, 
accessed October 2016. 
67 http://news.softpedia.com/news/clever-malware-is-clever-adds-new-anti-detection-tricks-508596.shtml, accessed 
October 2016. 

http://motherboard.vice.com/read/internet-of-things-malware-mirai-ddos
http://www.iottechnews.com/news/2016/sep/28/iot-malware-attacks-being-more-sophisticated-china-and-us-source/
http://www.iottechnews.com/news/2016/sep/28/iot-malware-attacks-being-more-sophisticated-china-and-us-source/
https://www.sans.org/reading-room/whitepapers/forensics/detecting-malware-sandbox-evasion-techniques-36667
https://www.sans.org/reading-room/whitepapers/forensics/detecting-malware-sandbox-evasion-techniques-36667
https://www.fbi.gov/news/stories/incidents-of-ransomware-on-the-rise
https://threatmap.checkpoint.com/ThreatPortal/livemap.html
http://map.norsecorp.com/#/
https://cybermap.kaspersky.com/
https://securelist.com/analysis/quarterly-malware-reports/75640/it-threat-evolution-in-q2-2016-statistics/
http://news.softpedia.com/news/clever-malware-is-clever-adds-new-anti-detection-tricks-508596.shtml
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machine by evaluating the performance of API calls, checks for existence of various analyst tools68, 

checks of localization information to detect nationality of user, encryption of configuration files, 

selective memory loading of malware modules. It is worth mentioning that state-sponsored malware 

Ƴŀȅ ƛƴŎƭǳŘŜ ŀŘŘƛǘƛƻƴŀƭ ǳƴƪƴƻǿƴ άŦŜŀǘǳǊŜǎέ ǘƘŀǘ ŀƴŘ Ƴŀȅ ŜȄǇloit zero-day vulnerabilities69. 

¶ The mobile malware scene has shown further progress towards maturity70. Sophisticated malware on 

mobiles covers a wide range of purposes, ranging from monetization via ransomware to targeted 

state-sponsored attacks to individual user groups71. Just as on other platforms, ransomware on mobile 

has been quadrupled in 201672. iOS infections grew too. In general, however, owning an Android 

phone means that it is ca. three times riskier to get infected73. It seems that Android malware is easier 

to distribute than iOS malware, possibly through a more rigid vetting process in the app store but also 

weaker operating system update processes. 

¶ One question that puzzles end-users and defenders in general is the efficiency of available anti-virus 

software. There are some organisations who test efficiency of AV-tools regularly74,75. It is suggested 

that interested users visit such web-sites before purchasing anti-virus protection. Nonetheless, given 

the existing malware protection both at end-devices and servers, there is evidence that infection rate 

in residential networks is about 12%, while in mobile networks is twenty times less, i.e. about 0,6%70. 

¶ One of the important tools for continuously increasing malware proliferation is the availability of 

Malware-as-a-service offerings76. The existence of such infrastructures - consisting often of various 

massive components like botnets, exploit kits, malware configurators and source code ς reveal 

complexity from end users who can rent them for a few thousand dollars per month to launch for 

example ransomware attacks with ca. 100.000 US $ monthly revenues76,77. This will be a booming 

business for the years to come78 but also a target for law enforcement agencies187. 

¶ As regards the population of malware in circulation, it consists of ca. 60% Trojans, ca. 16% Viruses, ca. 

11% Worms, ca. 4% PUPs and ca. 2% Adware/Spyware79. As regards the cause of infections, it has been 

reported that ca. 66% are caused by Trojans, ca. 2% by Viruses, ca. 3% by worms, ca. 4% by 

Adware/Spyware and ca. 25% by PUPs79. These numbers make clear that Trojans, Adware/Spyware 

and PUPs are very efficient, while Viruses and Worms much less. This may explain declining numbers 

for these two latter types of malware. The top five countries regarding infection rates are China, 

Turkey, Taiwan, Ecuador and Guatemala (infections rates between 50 and 40%). European countries 

                                                             

68 https://www.sans.org/reading-room/whitepapers/forensics/detecting-malware-sandbox-evasion-techniques-
36667, accessed October 2016. 
69 https://citizenlab.org/2016/08/million-dollar-dissident-iphone-zero-day-nso-group-uae/, accessed October 2016. 
70 http://resources.alcatel-lucent.com/asset/200492, accessed October 2016. 
71 https://www.middleeastmonitor.com/20160827-israeli-malware-planted-in-iphone-of-uaes-rights-activists/, 
accessed October 2016. 
72 https://securelist.com/files/2016/06/KSN_Report_Ransomware_2014-2016_final_ENG.pdf, accessed October 
2016. 
73 https://www.skycure.com/wp-content/uploads/2016/06/Skycure-Q1-2016-MobileThreatIntelligenceReport.pdf, 
accessed October 2016. 
74 https://www.av-test.org/en/, accessed October 2016. 
75 https://www.av-comparatives.org/dynamic-tests/, accessed October 2016. 
76 http://www.infosecurity-magazine.com/news/enormous-malware-as-a-service/, accessed October 2016. 
77 http://whatismyipaddress.com/maas, accessed October 2016. 
78 https://securityintelligence.com/cybercrime-as-a-service-poses-a-growing-challenge/, accessed October 2016. 
79 http://www.pandasecurity.com/mediacenter/src/uploads/2016/05/Pandalabs-2016-T1-EN-LR.pdf, accessed 
October 2016. 
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are at the bottom of infection rates: Sweden, Norway, Finland, Switzerland and Belgium (infection 

rates around 20%). 

Observed current trend for this threat: increasing 

Related threats: Malware, Spam, Exploit kits, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: άIT threat evolution in Q2 2016 ς StatisticsέΣ YŀǎǇŜǊǎƪȅ72Σ άaƻōƛƭŜ ¢ƘǊŜŀǘ 
LƴǘŜƭƭƛƎŜƴŎŜ wŜǇƻǊǘέΣ {ƪȅŎǳǊŜ73Σ άt!b5![!.{ v¦!w¢9w[¸ w9thw¢ vм нлмсέΣ tŀƴŘŀƭŀōǎ79, άaŎ!ŦŜŜ [ŀōǎΣ 
¢ƘǊŜŀǘǎ wŜǇƻǊǘΣ {ŜǇǘŜƳōŜǊ нлмсέΣ aŎ!ŦŜŜ182. 

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
Control

Actions on
Objectives

Malware

Step of Attack Workflow

Width of Purpose

Figure 5: Position of Malware in the kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements: 
 

¶ Reliance on only end-point or server malware detection and mitigation is not sufficient. Malware 
detection should be implemented for all inbound/outbound channels, including network, web and 
application systems in all used platforms (i.e. servers, network infrastructure, personal computers and 
mobile devices). 

¶ Establishment of interfaces of malware detection functions with security incident management in 
order to establish efficient response capabilities. 

¶ Use of available tools on malware analysis as well as sharing of malware information and malware 
mitigation (i.e. MISP)48. 

¶ Development of security policies that specify the processes followed in cases of infection. Involve all 
relevant roles, including executives, operations and end-users. 

¶ Understanding of capabilities of various tools and development of solutions (e.g. multi-
scanner/multichannel approaches to cover gaps. 

¶ Regular update of malware mitigation controls and adaptation to new attack methods/vectors. 

¶ Regular monitor of antivirus tests74,75. 
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 Web-based attacks 
Web based attacks are those that use web components as an attack surface. As web components we 
understand parts of the web infrastructure, such as web servers, web clients (browsers) content 
management systems (CMS) and browser extensions. In particular, under this threat category we subsume 
threats related to web server and web clients such as drive-by attacks, redirection, water-holing attacks, 
web browser and web server exploits, browser extension attacks abusing vulnerabilities and man-in-the-
browser-attacks. This threat is a discrete one to web application attacks that are merely concerned with 
the weaknesses in the attack surface offered by web applications, that is, applications that are based/run 
on web-based components. It is expected that in 2016 web attacks will continue increasing. However, for 
the first time after few years, they hold second position in the generic category of network attacks behind 
DDoS attacks182. At this point it is worth noticing that although classified as second by this very report ς
motivated by means of numbers ς another reason for the high ranking of web-based attacks is because of 
the severe impact as malware installation vector216. The latter is being considered as an equally important 
classification criterion. 

In the reporting period we have assessed that: 

¶ Improper operation (i.e. installation, configuration and maintenance) of CMSs seems to be a significant 

source of attacks to sites that have been developed with those CMSs. From the infected web pages, a 

big part seems to have been developed with WordPress (ca. 78%), Joomla! (ca. 14%) and Magento (ca. 

5%)80. One main reason for these infections are outdated plugins used within these CMSs. WordPress 

had the lowest number of outdated extensions, whereas Magento had most of them. Joomla! was 

second. Interestingly enough, it seems that the reasons for outdated extensions are due to 

customizations and own developments and the fear of backwards compatibility. Top three infections 

have been the use of (PHP) backdoors, malware installation (spyware) and Search Engine Optimization 

(SEO) compromise80. 

¶ Drive-by downloads are still very high in the list of malware installation tools, right after e-mail/spam 

attachments216. As opposed to water-holing attacks, drive-by is method for non-targeted malware 

distribution. Drive-by is the main method to distribute crimeware via manipulated web sites156. To this 

extend, one can assume that the number of active drive-by download links may be found in most of 

the 270 million currently suspicious web sites81. Being the main tool for malware distribution, drive-by 

download toolkits are already available in the underground market for prices between 100 and 700$ a 

month including 24/7 support224. 

¶ Vulnerability of browsers and plugins play a significant role in attacking end points. As regards browser 

vulnerabilities, in 2016 it has been reported that Internet Explorer had the most, followed by Chrome 

and Safari and Mozilla224. As regards plugin vulnerabilities, there has been a strong increase in Adobe 

plugins (more than tripled) Apple plugins (more than tripled), while Chrome and ActiveX plugins were 

significantly reduced (to almost half)224. According to reports from end-point protection vendors 78% 

of web sites found to have vulnerabilities, of which ca, 15% were critical224. 

¶ Watering hole (or water-holing) attacks are an infamous type of attack that belongs to the top 

concerns of security experts in an increasing fashion163,82. Watering hole attacks are quite long in the 

                                                             

80 https://sucuri.net/website-security/Reports/Sucuri-Website-Hacked-Report-2016Q1.pdf, accessed October 2016. 
81 http://www -03.ibm.com/security/xforce/, accessed October 2016. 
82 https://webroot-cms-
cdn.s3.amazonaws.com/4814/5954/2435/2016_cyberedge_group_cyberthreat_defense_report.pdf, accessed 
October 2016. 

https://sucuri.net/website-security/Reports/Sucuri-Website-Hacked-Report-2016Q1.pdf
http://www-03.ibm.com/security/xforce/
https://webroot-cms-cdn.s3.amazonaws.com/4814/5954/2435/2016_cyberedge_group_cyberthreat_defense_report.pdf
https://webroot-cms-cdn.s3.amazonaws.com/4814/5954/2435/2016_cyberedge_group_cyberthreat_defense_report.pdf
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ǿƛƭŘΤ ǘƘŜȅ ŀǊŜ ǳǎƛƴƎ ŀ ŎƻƳǇǊƻƳƛǎŜŘ ǎƛǘŜ ǘƻ ŘƻǿƴƭƻŀŘ ƳŀƭǿŀǊŜ ǘƻ ǾƛǎƛǘƻǊΩǎ ƳŀŎƘƛƴŜǎΣ ŜǾŜƴǘǳŀƭƭȅ 

through an exploit kit83. The victims are decoyed by means of spear-phishing attacks. To this extent, 

watering hole attacks are drive-by download attacks crafted for a specific victim group (i.e. developers, 

journalists, etc.) by eventually exploiting actual vulnerabilities. Watering hole attacks may possess 

remarkable sophistication by activating their injects onlȅ ǿƘŜƴ ǘƘŜ ǾƛǎƛǘƻǊΩǎ Lt ƛǎ ƛƴ ŀ ŎŜǊǘŀƛƴ ǊŀƴƎŜΦ ¢Ƙƛǎ 

behaviour makes them difficult to trace and at the same time very targeted224. 

¶ Malicious IPs / URLs are discrete addressable locations in the internet that are misused for malicious 

purposes. Such URLs may have been entirely crafted with malicious motives or may be legitimate 

IPs/URLs that have been hacked. As such, the number and nature of malicious URLs may vary 

significantly. At the time being, it is estimated that ca. 860 million bad URLs do exist175. Though the 

number is large, in the first half of 2016 there is a big reduction in bad URLs of ca. 50%175. This may be 

due to better web site protection measures and better control of domain name registration processes 

and usage. In 2016 a very useful resource for detecting malicious web sites for free has been found84. 

¶ A significant security protection used in securing interactions with web components is the SSL/TLS 

protocol. Though not directly relevant to web based attacks, web infrastructure components are the 

usual attack surface to abuse weaknesses of the encryption. To this extent, owners and users of web 

components need to be vigilant with regard to the maintenance and usage of those protocols and the 

versions of corresponding components. Despite providing secure encryption per se, the hacking is 

usually based on mismanaged and ill-maintained components with unpatched vulenrabilities224. The 

community will need to develop awareness about the importance of the trust chain in web 

infrastructure to maintain the strengths of SSL/TLS. 

Observed current trend for this threat: increasing 

Related threats: Malware, Spam, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: ά²9.{L¢9 I!/Y95 ¢w9b5 w9thw¢Σ нлмс - vмέΣ {ǳŎǳǊƛ80Σ άInternet Security 
Threat Report Internet Report VOLUME 21, APRIL 2016έΣ {ȅƳŀƴǘŜŎ224Σ άнлмс /ȅōŜǊǘƘǊŜŀǘ 5ŜŦŜƴŎŜ wŜǇƻǊǘέΣ 
Cyberedge Group82, άнлмс 5ŀǘŀ .ǊŜŀŎƘ LƴǾŜǎǘƛƎŀǘƛƻƴǎ wŜǇƻǊǘέΣ ±ŜǊƛȊƻƴ216.  

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
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Figure 6: Position of Web based attacks in kill-chain 

 

Mitigation vector: The mitigation vector for this threat contains the following elements: 

                                                             

83 https://www.symantec.com/content/en/us/about/media/pdfs/b-istr_18_watering_hole_edits.en-us.pdf, accessed 
October 2016. 
84 https://zeltser.com/lookup-malicious-websites/, accessed October 2016. 

https://www.symantec.com/content/en/us/about/media/pdfs/b-istr_18_watering_hole_edits.en-us.pdf
https://zeltser.com/lookup-malicious-websites/
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¶ Protection of end point from unpatched software containing known vulnerabilities. 

¶ Avoidance of installation of malicious programs through potentially unwanted programs (PUPs). 

¶ Monitoring of behaviour of software to detect malicious object, such as web browser plug-ins. 

¶ Filtering web browser traffic to detect obfuscated web based attacks. 

¶ Web address, web content, files and applications reputation solutions, blacklisting and filtering to 
establish risk-oriented categorization of web resources. 

¶ Check application and web-browser settings in order to avoid unwanted behaviour based on default 
settings (esp. for mobile devices). 

¶ Do not trust browser plugins unless they are from trusted source; follow relevant recommendations85. 

  

                                                             

85 https://www.enisa.europa.eu/publications/info-notes/malware-in-browser-extensions, accessed November 2016. 

https://www.enisa.europa.eu/publications/info-notes/malware-in-browser-extensions
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 Web application attacks 
Web application attacks are related to attacks against available web applications and web services. 
Certainly, such attacks have overlaps with web based attacks, as regards weaknesses and vulnerabilities of 
web infrastructure components: some web application attacks may be launched by abusing vulnerabilities 
or misconfiguration of web components, the infrastructure upon which web applications are running. It is 
worth mentioning that these attacks also include mobile apps, as they provide interfaces/APIs to web 
sources. Generally speaking, web application attacks have increased by ca. 15% in 2016 and are considered 
as the biggest threat to organisational security82,86. Given the number of available application 
vulnerabilities this is quite natural; web applications are ς in most cases ς a publicly available asset that 
also constitutes an attack surface that can be easily challenged by threat agents. This explains why web 
applications have the biggest share in the causes for data breaches216,86, while they play a lower role in the 
total number of incidents216,87. Though not fully up to date, information about web application security can 
be found here88. Some interesting web hacking methods can be found here89. 

In the reporting period we have assessed that: 

¶ Few of the analysed reports indicate main web application attack methods. We consider this as very 

useful information by means of potential protection measures to consider for their mitigation. In the 

following list, assessed web application attack methods are mentioned in terms of frequency of 

appearance: Local File Inclusion90 (LFI), SQL injection (SQLi), Cross Site Scripting (XSS), Remote File 

Inclusion91 and PHP injection92. These attack methods come in addition to improper input, prediction 

of resource allocation, directory indexing and session manipulation86. Finally, useful technical 

information on web hacking has been also found, explaining techniques related to particular technical 

environments93. 

¶ Obviously, attackers of web applications prefer to run their campaigns anonymously. In this way, 

attackers would like to erase their trails and impede attribution. In the reporting period, we have seen 

an increase in the use of anonymity mechanisms for web application attacks103 (just as it is the case 

with other types of attacks, e.g. DDoS). It has been reported that approx. one third of web application 

attacks have been performed by VPN or proxy103. Such attacks have been performed by ca. 20% of the 

IPs used for web application attacks. This indicates a clear trend towards efficient usage of 

anonymization services to attack web applications. It is very interesting to note that ca. 70% of 

anonymized web application attacks have the US as origin103. 

¶ It has been reported that the top five most vulnerabilities for web application components are: 

transport layer weaknesses94, information leakage through insufficient information protection in 

runtime and transfer, Cross Site Scripting (XSS), weaknesses leading to content spoofing and 

weaknesses of credentials leading to successful brute force attacks86. It is interesting to observe that 

                                                             

86 https://www.whitehatsec.com/info/website-stats-report-2016-wp/, accessed October 2016. 
87 http://www -01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEJ03320USEN, accessed October 2016. 
88 http://www.webappsec.org/, accessed October 2016. 
89 http://null -byte.wonderhowto.com/how-to/hack-like-pro-hack-web-apps-part-6-using-owasp-zap-find-
vulnerabilities-0168129/, accessed October 2016. 
90 http://hakipedia.com/index.php/Local_File_Inclusion, accessed October 2016. 
91 http://projects.webappsec.org/w/page/13246955/Remote%20File%20Inclusion, accessed October 2016. 
92 https://www.owasp.org/index.php/PHP_Object_Injection, accessed October 2016. 
93 https://www.whitehatsec.com/blog/top-10-web-hacking-techniques-of-2015/, accessed October 2016. 
94 http:/ /www.sueddeutsche.de/digital/drown-angriff-it-forscher-knacken-ein-fuenftel-aller-sicheren-webseiten-
1.2886536, accessed October 2016. 

https://www.whitehatsec.com/info/website-stats-report-2016-wp/
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEJ03320USEN
http://www.webappsec.org/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-hack-web-apps-part-6-using-owasp-zap-find-vulnerabilities-0168129/
http://null-byte.wonderhowto.com/how-to/hack-like-pro-hack-web-apps-part-6-using-owasp-zap-find-vulnerabilities-0168129/
http://hakipedia.com/index.php/Local_File_Inclusion
http://projects.webappsec.org/w/page/13246955/Remote%20File%20Inclusion
https://www.owasp.org/index.php/PHP_Object_Injection
https://www.whitehatsec.com/blog/top-10-web-hacking-techniques-of-2015/
http://www.sueddeutsche.de/digital/drown-angriff-it-forscher-knacken-ein-fuenftel-aller-sicheren-webseiten-1.2886536
http://www.sueddeutsche.de/digital/drown-angriff-it-forscher-knacken-ein-fuenftel-aller-sicheren-webseiten-1.2886536
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brute force and transport layer attacks (in particular SSL/TLS) seem to be omnipresent also outside 

web application attack182 (i.e. via web based attacks and denial of service attacks respectively). 

Especially with combination of weak password, brute force seems to be an important role in data 

breaches. 

¶ It is interesting to have a look at the remediation level achieved by web application operators for 

various vulnerabilies86. This information provides valuable insight into the level of protection 

implemented and makes clear which is attack surface is more likely to be subject of attacks. In the time 

period between 2013 and 2015, top five highest remediation levels have been achieved for: transport 

layer protection (ca. 60%), input validation/handling (ca. 60%), Cross Site Scripting (XSS) (ca. 55%), 

Predictable Resource Allocation (ca. 55%) and Directory Indexing (ca. 53%). Five lowest remediation 

rates have been reported for: Insufficient Password Protection, Brute Force, Cross Site Request 

Forgery, Session Management and Abuse of Functions (mitigation levels ca. 20-30%). Summarizing, this 

means that the exposure through existing web application remediation levels is quite high and has 

remained more or less unchanged in the last 3-4 years. This will remain an area where we will see a lot 

of successful attacks with all possible consequences. 

¶ Industry sector assessed exposure rates of web applications are very interesting. They are a very good 

generic means of assessing the risk level of web applications for various sectors. Going from the less 

vulnerable to the most vulnerable sectors per web application exposure, we find Media/Entertainment 

(ca. 44%), Insurances (ca. 44%), Energy (ca. 47%) and Banking (ca. 50%). At the low end one finds IT-

Sector (ca. 66%), Food (ca. 60%) and Manufacturing (ca. 60%). These levels show clearly that the 

exposure level, especially for sectors of high monetization (i.e. banking) are still quite high. Moreover, 

given IoT and Industry 4.0 initiatives in manufacturing95, one can characterize available web application 

security levels as unacceptable (in particular given the criticality of those areas). 

¶ Comparing the above assessment with the registered web application incidents103 we see the following 

picture: Retail (ca. 40%), Hotel and Travel (ca. 21%), Financial Sector (ca. 11%), Media/Entertainment 

(ca. 5%) and Public Sector (ca. 5%). While the emergence of Brazil as a target may be related with the 

hosting of the Olympic Games, retail and financial sector incidents may be related to the strong motive 

of monetization surfaced in 2016. 

¶ In the reporting period, the top five countries that were sources of web application attacks were103: 

Brazil (ca. 25%), US (ca. 23%), Germany (ca. 9%), Russia (ca. 7%) and China (ca. 4%). Looking at the 

target of web application attacks we find at the top five positions: US (ca. 64%), Brazil (ca. 10%), UK 

(ca. 6%), India (ca. 4%) and Canada (ca. 4%).  

Observed current trend for this threat: increasing 

Related threats: Malware, Spam, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: άWeb Applications Security Statistics Report 201сέΣ ²ƘƛǘŜIŀǘ {ŜŎǳŎǊƛǘȅ86, 
άState of the Internet / Security: Q2 2016 Report on DDoS & Web App Attack TrendsέΣ !ƪŀƳŀƛ103. 

Kill Chain: 

                                                             

95 http://www.ibm.com/internet-of-things/iot-news/announcements/industry-4.0/, accessed October 2016. 

http://www.ibm.com/internet-of-things/iot-news/announcements/industry-4.0/
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Figure 7: Position of Web application attacks in kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements: 

¶ Formulation of security policies for the development and operation of applications. 

¶ Use of authentication and authorization mechanisms with a strength corresponding to the state-of-
the-art. 

¶ Installation of Web application firewalling (WAF)96. 

¶ Performance of traffic filtering to all relevant channels (web, network, mail). 

¶ Performance of input verification. 

¶ Deployment of bandwidth management. 

¶ Performance of regular web application vulnerability scanning and intrusion detection. 

  

                                                             

96 http://www.darknet.org.uk/2015/11/modsecurity-open-source-web-application-firewall/, accessed November 
2015. 

http://www.darknet.org.uk/2015/11/modsecurity-open-source-web-application-firewall/
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 Denial of Service 
In the reporting period denial of service (DoS) has delivered an impressive presence: it is the threat right 
on the intersection point of two main aims in cyber-space: monetizing malicious activities and cyber-crime-
as-a-service. Together with botnets, DoS has been the main instrument that led to extortion, service and 
infrastructure tango-downs97 and finally data breaches. An attack with bandwidth of ca. 1 TB has come in 
September98 ǘƻ ƳŀǘŜǊƛŀƭƛȊŜ ǘƘŜ ŜȄǇŜŎǘŀǘƛƻƴǎ ƻŦ ƭŀǎǘ ȅŜŀǊΩǎ ǇǊŜŘƛŎǘƛƻƴǎ about the feasibility of this size of 
attacks. An alarming point regarding this attack was the efficiency in infection of huge network of simple 
IoT devices with the corresponding DDoS Trojan99 and orchestrating the attack100. A repeated massive 
attack of this kind has been executed shortly after, impacting big web sites worldwide101. Moreover, of 
great concern is the fact that an attack of this magnitude may become a serious threat for the entire 
internet102. Albeit these events of symbolic nature, during 2016 cyber-criminals have used DDoS as a main 
channel to launch attacks in a repeated manner. Through optimization of packet-per-bandwidth ratio, 
reflection and obfuscation, the effects of DDoS have been one of main security challenges. In all kinds of 
systems and sectors we have seen in 2016 increased number of DDoS attacks103. 

In the reporting period we have assessed that: 

¶ Web browser impersonators have been the most frequent DDoS bots (45%)104. It is worth noting the 

level of advancement in obfuscation capabilities of attacks to (web) applications: 36 % of application 

attacks pass existing protection on standard security challenges such as cookies and JS footprint105. 

This is a significant increase from ca. 6% that has been assessed last year104. 

¶ Single vector attacks continue to prevail with ca. 50% of all attacks. This was due to the increase of NTP 

reflection106 that had created single vector attacks. Moreover, in the largest attack this year single 

vector direct traffic (generic routing encapsulation (GRE) data packets, a communication protocol used 

to establish a direct, point-to-point connection between network nodes), was rather the method of big 

attack to YǊŜōǎΩ ǿŜō ǎƛǘŜ99. 

¶ Network traffic created by large scale DDoS attacks107 may cause connectivity problems in internet 

and/or lead to unavailability of important services, both of DDoS security providers102 and ISPs. Albeit 

DDoS protection service providers are an effective solution, a cascade of security measures including 

ISPs is considered as more effective. Through implementation of relevant controls at the level of ISPs, a 

significant mitigation of DDoS can be achieved108 (see also mitigation measures below). 

                                                             

97 http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter, accessed November 2016. 
98 http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-
ever-1329480, accessed October 2016. 
99 http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-
508864.shtml, accessed October 2016. 
100 http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-
ever-1329480, accessed October 2016. 
101 https://www.rt.com/news/363642-websites-outage-ddos-attack/, accessed October 2016. 
102 http://arstechnica.com/security/2016/09/why-the-silencing-of-krebsonsecurity-opens-a-troubling-chapter-for-
the-net/, accessed October 2016. 
103 https://content.akamai.com/PG6852-q2-2016-soti-security.html, accessed October 2016. 
104 https://www.incapsula.com/ddos-report/ddos-report-q1-2016.html, accessed October 2016. 
105 https://www.incapsula.com/blog/banishing-bad-bots.html, accessed October 2016. 
106 https://www.incapsula.com/ddos/attack-glossary/ntp-amplification.html, accessed November 2016. 
107 http://www.scmagazineuk.com/ovh-suffers-11tbps-ddos-attack/article/524826/, accessed October 2016. 
108 http://security.stackexchange.com/questions/134767/how-can-isps-handle-ddos-attacks, accessed October 2016. 

http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
http://www.techradar.com/news/internet/here-s-how-security-cameras-drove-the-world-s-biggest-ddos-attack-ever-1329480
https://www.rt.com/news/363642-websites-outage-ddos-attack/
http://arstechnica.com/security/2016/09/why-the-silencing-of-krebsonsecurity-opens-a-troubling-chapter-for-the-net/
http://arstechnica.com/security/2016/09/why-the-silencing-of-krebsonsecurity-opens-a-troubling-chapter-for-the-net/
https://content.akamai.com/PG6852-q2-2016-soti-security.html
https://www.incapsula.com/ddos-report/ddos-report-q1-2016.html
https://www.incapsula.com/blog/banishing-bad-bots.html
https://www.incapsula.com/ddos/attack-glossary/ntp-amplification.html
http://www.scmagazineuk.com/ovh-suffers-11tbps-ddos-attack/article/524826/
http://security.stackexchange.com/questions/134767/how-can-isps-handle-ddos-attacks
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¶ In 2016, the trend of increased number of multi-vector attacks continues104. Depending on the 

reported sample and sectors covered, multi-vector attacks account for ca. 35-50% of all attacks. This is 

an increase of ca. 10% in this year. This trend is an indication for more efficient botnets (called hybrid) 

that are in the position to create attacks ranging from single to multiple vectors103, in particular for 

large scale attacks (i.e. over 300Gbps). 

¶ At the beginning of 2016, we have seen DDoS attacks being used as an extortion attempts, that is, a 

pressure medium for monetization109,110. This is a shift in DDoS motive, moving from activist 

disruptions to direct monetization. As such, this trends follows contemporary shift of motives noticed 

in 2016 with monetization ranking at first position216. 

¶ /ƻƴǘƛƴǳƛƴƎ ƭŀǎǘ ȅŜŀǊΩǎ ǘǊŜƴŘΣ ƛƴ нлмс 55ƻ{ ƛǎ ŀ Ƴŀƛƴ ƛǘŜƳ ƛƴ ǳƴŘŜǊƎǊƻǳƴŘ ƳŀǊƪŜǘǎΦ Lƴ ǘƘƛǎ ȅŜŀǊΩ ǇǊƛŎŜǎ 

have gone from ca. 25-30$ an hour down to 5$, turning thus DDoS to a commodity that is affordable 

for virtually everyone111. 

¶ A remarkable event in DDoS business is considered to be the publication of source code of Mirai DDoS 

Trojan, the malware that has been used to attack the web site Krebs on Security. It has been assessed 

that, while this movement might aim at hampering the work of law enforcement, it opens new 

avenues for the creation of DDoS bots based on simple devices112,113. 

¶ Another remarkable trend in DDoS attacks is the continuous increase of Mpps (Mega packets per 

second) within relatively low-bandwidth network layer attacks104. Albeit using low-bandwidth, such 

attacks are performed at an extremely high speed, thus challenging the forwarding capabilities of 

network devices (i.e. switches). This equals a denial of service for legitimate users of those devices. 

¶ Following the network layer attack trend, application attacks increased approx. 30%103. The most 

popular attack vectors are Local File Inclusion (LFI) and SQL-injection (SQLi), as they account for ca. 

88% of the entire traffic. From the registered application attacks, ca. one third goes through 

anonymization service (Proxy/VPN) 103. Moreover, an increase in frequency of repeated attacks to 

targets has been assessed104 (from ca. 25% of targets last year to ca. 30% in 1Q 20160). Similarly, the 

duration of the attacks also increase from last year. 

¶ The geography of DDoS is interesting. Firstly it varies for network layer and application attacks: while 

China (ca. 50%), US (ca. 17%) and Taiwan (ca. 5%) top network layer attacks, Brazil (ca. 25%), US (ca. 

23%) and Germany (ca. 9%) are top three application attack sources. Respectively, victims of network 

attacks are Gaming Industry (ca. 55%), Software & Technology (ca. 25%) and Financial Services (ca. 

5%); application attacks target Retail (ca. 43%), Hotel & Travel (ranging from ca. 10-20%) and Financial 

Services (ca. 12%)103. In general it has been assessed114 that 73% of all organisations have suffered a 

DDoS attack, of which 85% have surfaced multiple attacks. 

                                                             

109 http://www.databreachtoday.com/cyber-extortion-fighting-ddos-attacks-a-8828, accessed October 2016. 
110 https://hacked.com/report-ddos-attacks-are-becoming-extortion-attempts-rather-than-activist-disruptions/, 
accessed October 2016. 
111 http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-
discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Tr
ansmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-
reports@techtarget.com&utm_source=ERU&src=5514617, accessed October 2016. 
112 http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-
508864.shtml, accessed October 2016. 
113 http://securityaffairs.co/wordpress/51868/malware/mirai-botnet-source-code.html, accessed October 2016. 
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https://hacked.com/report-ddos-attacks-are-becoming-extortion-attempts-rather-than-activist-disruptions/
http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Transmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-reports@techtarget.com&utm_source=ERU&src=5514617
http://www.computerweekly.com/news/450296906/DDoS-attacks-openly-on-offer-for-5-an-hour-researchers-discover?utm_content=recipe7&utm_medium=EM&asrc=EM_ERU_57944770&utm_campaign=20160527_ERU%20Transmission%20for%2005/27/2016%20(UserUniverse:%202080202)_myka-reports@techtarget.com&utm_source=ERU&src=5514617
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http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://news.softpedia.com/news/source-code-of-ddos-botnet-that-attacked-krebs-released-by-its-author-508864.shtml
http://securityaffairs.co/wordpress/51868/malware/mirai-botnet-source-code.html
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¶ Lƴ Ƴŀƴȅ ŎŀǎŜǎΣ 55ƻ{ ŀǘǘŀŎƪǎ ŀǊŜ άǎƳƻƪŜǎŎǊŜŜƴǎέ ŦƻǊ ƻǘƘŜǊ ǘȅǇŜǎ ƻŦ ŀǘǘŀŎƪǎΦ ! ǎǘǳŘȅ114 has indicated 

that virus infection (ca. 46%), malware activation (ca. 37%), network compromise (ca. 25%), loss of 

customer trust (ca. 23%) and customer data theft (ca. 21%) are the top five actual objectives behind 

the DDoS attack. 

¶ Given the level of attention DDoS attacks have reached in autumn 2016, both the US government115 

and the EU116 have announced/channelled activities regarding minimum security levels for IoT devices 

/ devices that may be connected to the internet. Given the impact of these DDoS attacks, it is expected 

that the issue will attract the attention of more governmental / public actors. 

Observed current trend for this threat: increasing 

Related threats: Botnets, Malware, Web Application Attacks, Web Based Attacks, Phishing, Spam, 
Information Leakage. 

Authoritative Resources 2016: άState of the Internet / Security: Q2 2016 Report on DDoS & Web App 
Attack TrendsέΣ !ƪŀƳŀƛ103Σ άGlobal DDoS Threat Landscape Q1 2016έΣ IMPERVA INCAPSULA104Σ άArbor 
Networks 11th Annual Worldwide Infrastructure Security ReportέΣ !ǊōƻǊ bŜǘƻǊƪǎ119, ά²ƻǊƭŘǿƛŘŜ 55ƻ{ 
!ǘǘŀŎƪǎ ϧ tǊƻǘŜŎǘƛƻƴ wŜǇƻǊǘέΣ bŜǳǎǘŀǊ114. 

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
Control

Actions on
Objectives

Denial of Service

Step of Attack Workflow

Width of Purpose
 

Figure 8: Position of Denial of Service in the kill-chain 

 

Mitigation vector: The mitigation vector for this threat contains the following elements (e.g. see also117): 

¶ Creation of a DoS/DDoS security policy including a reaction plan to detected incidents. 

¶ Use of ISPs who implement DDoS protection measures118. 

¶ Consideration of using a managed solution for DDoS protection. 

                                                             

114 https://hello.neustar.biz/2016_2h_ddos_report_security_lp.html, accessed October 2016. 
115 http://uk.reuters.com/article/us-usa-cyber-devices-idUKKCN12P047, accessed October 2016. 
116 https://www.euractiv.com/section/innovation-industry/news/commission-plans-cybersecurity-rules-for-internet-
connected-machines/, accessed October 2016. 
117 https://securityintelligence.com/hacktivism-fearmongering-or-real-threat/, accessed November 2016. 
118 http://security.stackexchange.com/questions/134767/how-can-isps-handle-ddos-attacks, accessed November 
2016. 

https://hello.neustar.biz/2016_2h_ddos_report_security_lp.html
http://uk.reuters.com/article/us-usa-cyber-devices-idUKKCN12P047
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https://www.euractiv.com/section/innovation-industry/news/commission-plans-cybersecurity-rules-for-internet-connected-machines/
https://securityintelligence.com/hacktivism-fearmongering-or-real-threat/
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¶ Selection of a technical DoS/DDoS protection approach (e.g. Firewall based, Access Control Lists (ACLs), 
Load-balancer, IPS/WAF, Intelligent DDoS mitigation systems (IDMS) at network perimeter, Cloud-
based DDoS mitigation service216, etc.)119. 

¶ Assessment and documentation of roles of all third parties involved in the implemented protection 
DoS/DDoS approach. Regular test of reaction time and efficiency of involved roles. 

¶ Establishment of interfaces of implemented solution with company operations to collect and process 
information from DoS/DDoS protection and incidents. 

¶ Regular reassessment needs and checking of effectiveness of implemented controls, as well as new 
developments. 

¶ Development of preparedness for identifying attacks that happen under the cover of DDoS. An 
intrusion prevention system (IPS) is the basis for the identification of other intrusion attempts. 

  

                                                             

119 https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf, accessed November 2015. 

https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf
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 Botnets 
Being the work-horse of adversaries, botnets continued being a major tool for manifold attacks in 2016. 
Their role is enforced and their use increased, yet with an even higher maturity, complexity - by means of 
obfuscation techniques used - ŀƴŘ ŜŦŦƛŎƛŜƴŎȅΦ ! ƴƻǘŀōƭŜ ŦŀŎǘ ŀōƻǳǘ ōƻǘƴŜǘǎ ƛǎ ǘƘŜƛǊ άǊŜǎƛƭƛŜƴŎŜέΥ ƛƴ 2016, 
Necrus a botnet that has been taken down in October 2015 has been revived by demonstrating impressive 
activity in high-volume spam campaigns120. Unfortunately, this fact comes to turn true predictions about 
the effectiveness of botnet take-downs121. Nonetheless, the high level of cooperation that led to these 
successful takedowns is certainly the right direction on order to surface cyber-crime122, while it can also 
lead to durable extinction of botnets from the threat landscape123. Moreover, such cooperation will lead to 
activities that may cause to attributions regarding other cyber-threats. Seen in relation to relevant US 
regulation act124, this might be a successful/viable mitigation option. All in all, the trend of the year 2016 in 
the area of botnets was the rise of IoT botnets125, in particular for DDoS attacks. Just as it was the case with 
mobile platforms some years ago, it seems that IoT will be the next platform to which cyber threats will be 
migrated to. As it is the case for most of cyber-threats, botnet activity in 2016 had monetization as main 
driver (see assessment below). 

In the reporting period we have assessed that: 

¶ Main botnet tȅǇŜǎ ƻōǎŜǊǾŜŘ ǘƘŀǘ ŀƭǎƻ ƘŀǾŜ ŀ ƭƛƻƴΩǎ ǎƘŀǊŜ ƛƴ /ϧ/ ŀŎǘƛǾƛǘƛŜǎ ŀǊŜ ōƻǘƴŜǘǎ ŦƻǊ ǎǇŀƳ ŀƴŘ 

malware distribution126, botnets for DDoS campaigns127, ad-fraud botnets128,129, and, though in the 

minority, some dedicated, allegedly high capability botnets130. It is interesting that botnets are 

flexible/multiuse tools hence allowing for interchangeable roles, i.e. malware bots may create DDoS 

bots, other spam bots or other dedicated bots131, and so on. And some support multitenant 

functions132 that allow them to be used within cyber-crime-as-a-service platforms. 

¶ It is impressive to see the techniques used by botnets to fool security controls such as spam filtering. 

High-speed spam volumes have achieved passing spam filters, achieving thus a significant increase in 

spams passing updated filters133. As another detection relevant item, advances have been observed in 

C&C communication: in order to evade detection, zombies communicated via twitter or internet Relay 

                                                             

120 http://securityaffairs.co/wordpress/51759/cyber-crime/necurs-botnet-resurrection.html, accessed October 2016. 
121 http://www.scmagazineuk.com/botnet-takedowns-are-they-worth-it/article/428021/, accessed October 2016. 
122 https://www.botconf.eu/wp-content/uploads/2015/12/OK-K01-Margarita-Louca-Botnet-takedowns-
cooperation.pdf, accessed October 2016. 
123 http://arstechnica.com/security/2016/04/researchers-help-shut-down-spam-botnet-that-enslaved-4000-linux-
machines/, accessed October 2016. 
124 https://cdt.org/blog/all-bots-must-die-how-a-new-senate-bill-to-combat-botnets-could-put-privacy-at-risk/, 
accessed October 2016. 
125 https://threatpost.com/iot-botnets-are-the-new-normal-of-ddos-attacks/121093/, accessed October 2016. 
126 https://www.fireeye.com/blog/threat-research/2016/01/dridex_botnet_resume.html, accessed October 2016. 
127 http://www.darkreading.com/endpoint/another-iot-dominated-botnet-rises-with-almost-1m-infected-
devices/d/d-id/1326776, accessed October 2016. 
128 http://adage.com/article/digital/ana-report-7-2-billion-lost-ad-fraud-
2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Social, accessed October 2016. 
129 https://labs.bitdefender.com/2016/05/inside-the-million-machine-clickfraud-botnet/, accessed October 2016. 
130https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of_botnet_campaign_en_0.p
df, accessed October 2016. 
131 https://www.arbornetworks.com/blog/asert/lizard-brain-lizardstresser/, accessed October 2016. 
132 https://www.incapsula.com/blog/botnet-landscape-social-graph-analysis.html, accessed October 2016. 
133 http://blog.talosintel.com/2016/09/the-rising-tides-of-spam.html, accessed October 2016. 

http://securityaffairs.co/wordpress/51759/cyber-crime/necurs-botnet-resurrection.html
http://www.scmagazineuk.com/botnet-takedowns-are-they-worth-it/article/428021/
https://www.botconf.eu/wp-content/uploads/2015/12/OK-K01-Margarita-Louca-Botnet-takedowns-cooperation.pdf
https://www.botconf.eu/wp-content/uploads/2015/12/OK-K01-Margarita-Louca-Botnet-takedowns-cooperation.pdf
http://arstechnica.com/security/2016/04/researchers-help-shut-down-spam-botnet-that-enslaved-4000-linux-machines/
http://arstechnica.com/security/2016/04/researchers-help-shut-down-spam-botnet-that-enslaved-4000-linux-machines/
https://cdt.org/blog/all-bots-must-die-how-a-new-senate-bill-to-combat-botnets-could-put-privacy-at-risk/
https://threatpost.com/iot-botnets-are-the-new-normal-of-ddos-attacks/121093/
https://www.fireeye.com/blog/threat-research/2016/01/dridex_botnet_resume.html
http://www.darkreading.com/endpoint/another-iot-dominated-botnet-rises-with-almost-1m-infected-devices/d/d-id/1326776
http://www.darkreading.com/endpoint/another-iot-dominated-botnet-rises-with-almost-1m-infected-devices/d/d-id/1326776
http://adage.com/article/digital/ana-report-7-2-billion-lost-ad-fraud-2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Social
http://adage.com/article/digital/ana-report-7-2-billion-lost-ad-fraud-2015/302201/?utm_campaign=SocialFlow&utm_source=Twitter&utm_medium=Social
https://labs.bitdefender.com/2016/05/inside-the-million-machine-clickfraud-botnet/
https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of_botnet_campaign_en_0.pdf
https://www.forcepoint.com/sites/default/files/resources/files/report_jaku_analysis_of_botnet_campaign_en_0.pdf
https://www.arbornetworks.com/blog/asert/lizard-brain-lizardstresser/
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ENISA Threat Landscape Report 2016 
Final version  |  1.0  |  OPSEC | January 2017 

 
 

 

35 

Chat (IRC) as channels134,135. Finally, almost 18% of application layer DDoS bots were in the position to 

overcome cookie and Java Script challenges, when mimicking legitimate user browsers to attack an 

ŀǇǇƭƛŎŀǘƛƻƴΦ ¢Ƙƛǎ ƛǎ ŀ ǎƘŀǊǇ ƛƴŎǊŜŀǎŜ ŦǊƻƳ ƭŀǎǘ ȅŜŀǊΩǎ т҈104. 

¶ We have seen botnets that were taken down are again re-established by their operators, or they are 

taken over by other criminals. This is a known issue that is being controversially discussed in the cyber-

defence community136,164. So we have seen again Kelihos being active in the wild, despite its 2 

takedown campaigns that have been achieved through international cooperation137,138. Similarly, in the 

reporting period the operation of Ramnit botnet has been re-established after its takedown on 

February 2015139,140. The same is holds true for the Nectus botnet141. It seems that the code base of 

recurring botnet instances has gone through various improvements, as stated below, at the example of 

a DDoS malware disclosure, it looks as if botnet source code be shared among various cooperating 

adversaries. 

¶ It is remarkable that botnets are also used by high capability threat agents to target particular profiles 

of victims. In the reporting period the botnet Jaku has been detected and analysed by researchers130. 

These target group specific botnets are a significant threat to targeted organisations. In the Jarku case, 

for example, these were international organisations, NGOs, Engineering Companies, Academics, 

Scientists and Government Employees. Given ca. 19.000 victims and the nature of the organisations 

hit, it becomes apparent how big the impact of such botnets might be. 

¶ In 2016, the botnet defence community has observed some time windows of inactivity of the largest 

botnets worldwide. This has triggered quite some discussions about the reasons of such 

phenomena142, while the question of how such a large infrastructure can be brought down has not 

been answered143. There are speculations of whether this was due to some arrests or if the operators 

have just updated their infrastructure to evade detection by law enforcement. Later, some very 

comprehensive analysis of code has shown that Dridex implements API obfuscation that hides 

interaction and concludes that a new obfuscation method with encryption has been installed144. 

¶ Besides the use case of direct monetization of botnet infrastructures, they are also increasingly offered 

by means of DDoS-as-a-Service in various underground for a. In the reporting period the prices for 

botnet rentals have dropped significantly. One hour DDoS that costed last year ca. 25-30$ is now 

                                                             

134 http://www.welivesecurity.com/2016/08/24/first-twitter -controlled-android-botnet-discovered/, accessed 
October 2016. 
135 https://www.wordfence.com/blog/2016/08/hacking-wordpress-botnet/, accessed October 2016. 
136 http://www.darkreading.com/endpoint/lessons-learned-from-the-ramnit-botnet-takedown/a/d-id/1320861, 
accessed October 2016. 
137 https://en.wikipedia.org/wiki/Kelihos_botnet, accessed October 2016. 
138 https://www.malwaretech.com/2016/08/significant-increase-in-kelihos-botnet-activity.html, accessed October 
2016. 
139 https://nakedsecurity.sophos.com/2015/02/27/europol-takedown-of-ramnit-botnet-frees-3-2-million-pcs-from-
cybercriminals-grasp/, accessed October 2016. 
140 http://www.securityweek.com/ramnit-banking-trojan-resumes-activity, accessed October 2016. 
141 http://securityaffairs.co/wordpress/51759/cyber-crime/necurs-botnet-resurrection.html, accessed October 2016. 
142 http://www.securityweek.com/dridex-locky-attacks-inactive-after-necurs-botnet-disruption, accessed October 
2016. 
143 https://motherboard.vice.com/read/one-of-the-worlds-largest-botnets-has-vanished, accessed October 2016. 
144 https://securityintelligence.com/protected-api-calls-and-string-constants-looting-dridexs-candy-box/, accessed 
October 2016. 
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available for ca. 5$. Given the DDoS botnet advances, higher bandwidths are also available. A 

comprehensive analysis of botnet rental sector can be found here145. 

¶ Although there is evidence that cyber-criminals exchange source code, in the reporting period we have 

seen a public dumping of the malware that had created an IoT botnet113. Besides having the immediate 

effect of obfuscating law enforcement, such activities may drastically affect the prospective threat 

landscape as they open the possibility of creating other bots based on this malware146. 

¶ Botnet geography indicates that China tops top 10 countries with suspicious IPs. Though China is far 

ahead (ca. 90% of IPs), it is followed by US, Vietnam, Taiwan and India147. In EMEA, the development of 

botnets reported148 indicates that Turkey, Italy and Hungary top the list, while Istanbul, Ankara and 

Rome top the cities with the highest botnet density. An interesting online tool available can be found 

here149. Interestingly, most botnet C&C servers are located in US (ca. 3%), Germany (ca. 12%), Russia 

(4%), Netherlands (4%) and France (3%)182 (top 5). 

Observed current trend for this threat: increasing 

Related threats: Malware, Web Application Attacks, Web Based Attacks, DDoS attacks, Spam, Information 
Leakage, Phishing. 

Authoritative Resources 2016: άGlobal DDoS Threat Landscape Q1 2016έΣ Lat9w±! Lb/!t{¦[!104, McAfee 
[ŀōǎΣ ¢ƘǊŜŀǘǎ wŜǇƻǊǘΣ {ŜǇǘŜƳōŜǊ нлмсέΣ aŎ!ŦŜŜ182Σ ά!ƴŀƭȅǎƛǎ ƻŦ ŀ ōƻǘƴŜǘ ŎŀƳǇŀƛƎƴέΣ CƻǊŎŜǇƻƛƴǘ130. 

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
Control

Actions on
Objectives

Botnets

Step of Attack Workflow

Width of Purpose
 

Figure 9: Position of Botnets in the kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements: 

¶ Installation and configuration of network and application firewalling. 

¶ Performance of traffic filtering to all relevant channels (web, network, mail). 

¶ Installation and maintenance of IP address blacklisting. 

¶ Performance of Botnet Sinkholing150. 

                                                             

145 https://blog.radware.com/security/2016/07/malware-and-botnet-attack-services-found-on-the-darknet/, 
accessed October 2016. 
146 http://fortune.com/2016/10/03/botnet-code-ddos-hacker/, accessed October 2016. 
147 botnet-tracker.blogspot.com/, accessed October 2016. 
148 http://securityaffairs.co/wordpress/51968/reports/botnets-geography.html, accessed October 2016. 
149 http://www.trendmicro.com/us/security-intelligence/current-threat-activity/global-botnet-map/index.html, 
accessed October 2016. 
150 http://la.trendmicro.com/media/misc/sinkholing-botnets-technical-paper-en.pdf, accessed October 2015. 
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¶ Performance of updates in a regular basis in orchestration with vulnerability management. 

¶ Orchestration of controls both at host and network level as described in this resource151. 

¶ A standard for invalid traffic detection methods has been developed152. Accredited organisations may 
support in detection and filtering of fraudulent traffic153. 

  

                                                             

151 https://www.shadowserver.org/wiki/pmwiki.php/Information/BotnetDetection, accessed November 2015. 
152 http://mediaratingcouncil.org/GI063015_IVT%20Addendum%20Draft%205.0%20(Public%20Comment).pdf, 
accessed November 2016. 
153 https://www.whiteops.com/press-releases/white-ops-mrc-accreditation, accessed November 2016. 
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 Phishing 
Phishing in a cyber-threat that is present in many attack vectors. In the reporting period, the use of 
phishing has been intensified. Yet not necessarily increased by numbers, this trend has been manifested by 
means of a better quality and better methods to target victims181. As regards human targets, phishing has 
continued abusing information found in social media154. In the reporting period phishing had a significant 
involvement within ransomware campaign. These had increased reportedly by ca. 800% in first quarter 
2016 compared to last quarter of 2015155. This rate may be explained with the increase of unique phishing 
sites by 61%, reported for the second quarter of 2016 by APWG156. Moreover, it is noticeable that phishing 
has successfully reached the executive level: phishing based CEO fraud based on has caused significant 
losses to companies157Φ {ǳŎƘ ŀǘǘŀŎƪǎ ŀǊŜ ǇŜǊŦƻǊƳŜŘ ŜƛǘƘŜǊ ōȅ ǘŀƪƛƴƎ ƻǾŜǊ ŜȄŜŎǳǘƛǾŜΩǎ Ƴŀƛƭ ŀŎŎƻǳƴǘǎ ǘƘǊƻǳƎƘ 
phishing, or by directly phishing employees with faked mails from the CEO158. 

In the reporting period we have assessed that: 

¶ hƴŜ ƻŦ ǘƘŜ Ƴŀƛƴ ŎƻƴŎŜǊƴǎ ƻŦ ǇƘƛǎƘŜǊǎ ƛǎ ǘƻ ǘǊȅ ǘƻ ōȅǇŀǎǎ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀǘ ǾƛŎǘƛƳΩǎ ŘŜǎǘƛƴŀǘƛƻƴΦ ¢Ƙƛǎ 

is mainly attempted by trying to place their campaigns on legitimate, highly reputable domains. In 

those cases the phishing content or the malware itself is uploaded on hacked legitimate web site159 

(technique also known as water-holing). By using legitimate pages, attackers avoid getting their 

phishing pages blacklisted. While these techniques are used for more targeted campaigns, phishers 

use also bulk mailings of low-sophistication phishing messages directed to massive user segments. 

¶ Another trend observed in 2016 is the combination of phishing with intelligence that has been gained 

through social media. Besides spreading phishing messages to a certain target group, attackers have 

collected information from social media regarding behaviours, for example about their jobs, habits and 

organisational structures224Φ Lǘ ƛǎ ŜȄǇŜŎǘŜŘ ǘƘŀǘ ŀǘǘŀŎƪǎ ƻƴ ƳǳƭǘƛǇƭŜ ƭŜǾŜƭǎ ƻŦ ǾƛŎǘƛƳΩǎ ƭƛŦŜ ŀǊŜ ƎƻƛƴƎ ǘƻ 

increase in the future, in particular when breached information from IoT is being taken into account. In 

addition, the security community should concentrate to potentially important incidents which, 

although they do not attract media attention, might be detrimental for users160. 

¶ Measured user behaviour in coping with phishing messages is indicative for the success rates of this 

threat. 30% of the messages have been opened by the recipients on the average. 12% of the recipients 

have clicked the attached malware/link and have thus caused an infection in their system216. It is 

interesting that both numbers seem to be bigger than in previous years, a fact that is quite worrying 

given that one would expect that users should have been more vigilant. The explanation may be the 

higher efficiency achieved by phishers given advancements in fooling people. 

¶ It has been reported that phishing is declining since 2013224. Nonetheless, targeted phishing (spear 

phishing) campaigns have increased by 55% in 2015. Together with infection rates attributed to 

                                                             

154 http://www.itproportal.com/news/social-media-still-an-important-tool-for-phishing/, accessed October 2016. 
155 http://www.infosecurity-magazine.com/news/ransomware-sends-phishing-volumes/, accessed October 2016. 
156 https://docs.apwg.org/reports/apwg_trends_report_q2_2016.pdf, accessed October 2016. 
157 https://krebsonsecurity.com/2016/04/fbi-2-3-billion-lost-to-ceo-email-scams/, accessed October 2016. 
158 https://lifars.com/2016/07/email-scammers-stealing-billions-from-american-
companies/?utm_source=Subs&utm_campaign=851e26b20d-
CyberNews_July_28&utm_medium=email&utm_term=0_a931d19921-851e26b20d-342302245, accessed October 
2016. 
159 https://kasperskycontenthub.com/securelist/files/2016/08/Spam-report_Q2-2016_final_ENG.pdf, accessed 
October 2016. 
160 http://uk.reuters.com/article/us-johnson-johnson-cyber-insulin-pumps-e-idUKKCN12411L, accessed November 
2016. 

http://www.itproportal.com/news/social-media-still-an-important-tool-for-phishing/
http://www.infosecurity-magazine.com/news/ransomware-sends-phishing-volumes/
https://docs.apwg.org/reports/apwg_trends_report_q2_2016.pdf
https://krebsonsecurity.com/2016/04/fbi-2-3-billion-lost-to-ceo-email-scams/
https://lifars.com/2016/07/email-scammers-stealing-billions-from-american-companies/?utm_source=Subs&utm_campaign=851e26b20d-CyberNews_July_28&utm_medium=email&utm_term=0_a931d19921-851e26b20d-342302245
https://lifars.com/2016/07/email-scammers-stealing-billions-from-american-companies/?utm_source=Subs&utm_campaign=851e26b20d-CyberNews_July_28&utm_medium=email&utm_term=0_a931d19921-851e26b20d-342302245
https://lifars.com/2016/07/email-scammers-stealing-billions-from-american-companies/?utm_source=Subs&utm_campaign=851e26b20d-CyberNews_July_28&utm_medium=email&utm_term=0_a931d19921-851e26b20d-342302245
https://kasperskycontenthub.com/securelist/files/2016/08/Spam-report_Q2-2016_final_ENG.pdf
http://uk.reuters.com/article/us-johnson-johnson-cyber-insulin-pumps-e-idUKKCN12411L
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phishing messages, phishing is rather a concern of increasing significance. It demonstrates that when 

intelligence about the victim group profile is taken into account, much higher impact can be achieved 

by notably less attack volumes181. Hence, while phishing has played an important role in some other 

threats, it has declined in general. As reasons for this decline one can recognise the efficiency of anti-

phishing measures and the increase of phishing quality (i.e. more targeted phishing attacks). 

¶ {ƻƳŜ ƛƴǘŜǊŜǎǘƛƴƎ ŦƛƎǳǊŜǎ ǊŜƎŀǊŘƛƴƎ ǇƘƛǎƘƛƴƎ άŘŜƳƻƎǊŀǇƘƛŎǎέ ŀǊŜΥ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǳƴƛǉǳŜ ōǊŀƴŘǎ 

attacked are around 400, for which ca. 350-400 URLs per brand have been used156. Microsoft (ca. 8%), 

Facebook (ca. 8%) and Yahoo (ca. 7%) are the top three organisations mentioned in phishing 

messages159. Expectedly, financial organisations have the lions share in phishing topics (ca. 42%, 

increased by 2%). Finally, spear phishing has targeted increasingly small companies (1-250 employees), 

while share of large and medium sized companies has been reduced224,161. It is believed that this trend 

will continue in the near future. Surveys show that phishing is at the third position of most damaging 

threats162. 

¶ Interesting numbers regarding the geography of phishing include the top 5 countries hosting phishing 

web site: US, Belize, Hong Kong, Belgium, and UK163. The geography of phishing victims include China 

(ca. 20%), Brazil (ca. 18%), Algeria (ca. 14%), UK (ca. 13%) and Australia (ca. 12,5%). It is worth 

mentioning, that the Olympic Games in Brazil have been one of the topics of phishing messages that 

has led to having Brazil at the second rank. Top five attachment types of spear phishing attacks have 

been: .doc (ca. 40%), .exe (ca. 17%), .src (ca. 14%), .xls (ca. 6%) and .bin (ca. 5%)224. 

¶ We believe that the significant ransomware activity in 2016 will affect the phishing statistics, as 

phishing was a tool also for infection with ransomware. Moreover, the irregularities observed in the 

operation of large spam botnets in June/July164 this year will also affect the phishing landscape. This is 

an indicator on how dependent are cyber-threat to each other. 

Observed current trend for this threat: stable, slightly decreasing 

Related threats: Malware, Spam, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: ά{t!a !b5 tIL{ILbD Lb vн нлмсέΣ YŀǎǇŜǊǎƪȅ159Σ άPhishing Activity Trends 
Report 2nd vǳŀǊǘŜǊ нлмсέΣ !t²D156Σ άInternet Security Threat Report Internet Report VOLUME 21, APRIL 
2016έΣ {ȅƳŀƴǘŜŎ224, άForcepoint 2016 Global Threat ReportέΣ CƻǊŎŜǇƻƛƴǘ163. 

Kill Chain: 

                                                             

161 https://www.symantec.com/content/dam/symantec/docs/infographics/istr-attackers-strike-large-business-
en.pdf, accessed October 2016. 
162 http://blogs.splunk.com/2016/06/29/detecting-and-responding-to-the-accidental-breach/, accessed October 
2016. 
163 https://www.forcepoint.com/resources/reports/forcepoint-2016-global-threat-report, accessed October 2016. 
164 https://www.malwaretech.com/2016/06/whats-happening-with-necurs-dridex-and.html, accessed October 2016. 

https://www.symantec.com/content/dam/symantec/docs/infographics/istr-attackers-strike-large-business-en.pdf
https://www.symantec.com/content/dam/symantec/docs/infographics/istr-attackers-strike-large-business-en.pdf
http://blogs.splunk.com/2016/06/29/detecting-and-responding-to-the-accidental-breach/
https://www.forcepoint.com/resources/reports/forcepoint-2016-global-threat-report
https://www.malwaretech.com/2016/06/whats-happening-with-necurs-dridex-and.html
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Figure 10: Position of phishing in the kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements: 
 

¶ Implementation of awareness training targeted to phishing. 

¶ Performance of secure gateway e-mail-filtering. 

¶ Performance of sender identity and DNS verification. 

¶ Detection and deletion of malicious attachments. 

¶ Scan received and clicked URLs upon malicious characteristics. 

¶ Implementation of fraud and anomaly detection at network level both inbound and outbound165,166. 

¶ Implementation of multiple controls (including two factor authentication) for critical financial 
transactions. 

 

  

                                                             

165 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4701335/, accessed November 2016. 
166 https://eprint.iacr.org/2016/040.pdf, accessed November 2016. 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4701335/
https://eprint.iacr.org/2016/040.pdf
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 Spam 
Spam is the main means for the transport of ƳŀƭǿŀǊŜ ŀƴŘ ƳŀƭƛŎƛƻǳǎ ¦w[ǎΦ ¢Ƙƛǎ ǇŀȅƭƻŀŘ ƛǎ άǿǊŀǇǇŜŘέ 
accordingly in the form of spam messages and phishing messages167. Spam is mainly distributed by large 
spam botnets, that is, devices that are taken over and form large network of zombies adhering to C&C 
servers. Following the trends of botnets (see also section 3.6), these networks consist of user devices of all 
kinds and servers including virtual ones. Spam reduces continuously since 2013, going down from ca. 85% 
to ca. 55% of the entire mail volume159. In June 2015, spam rates felt under 50% for the first time since 
2003224! Though continuously reducing, spam flourishes as attack vector; and this is not a contradiction: as 
phishing messages sent as spam are the most often initial steps of successful attacks. In other words, 
although reduced in numbers, spam has gained in quality by combining information to fool victims most 
efficiently, i.e. social phishing, vulnerability scanning168, better obfuscation of messages to evade spam 
filtering133, etc. Albeit spam reduction, spam messages sent per e-mail still remain to be the most 
frequently used channel by cyber-criminals to reach their victims224,176. 

In the reporting period we have assessed that: 

¶ As every year, spam campaigns piggyback with international events drawing the attention of many 

victims: in this year Euro 2016 Football Tournament, Olympic Games in Brazil and US elections. In the 

former, spammers have lured victims with face lottery prizes allowing to watch the game live. In case 

of the US elections, spammers offered potential victims tips and tricks to get rich just as Trump did159. 

¶ Besides important international events, subjects covered by spams this year were: invoices of fake 

orders/transactions, bills from utility provider, notifications from post office about shipment delivery, 

message concerning tax refund, as well as fake credit card rewards182. It is worth mentioning, that as 

regards spam payload, ransomware Trojans hold the first position of ca. 20% of the entire spam159. Ca. 

70-80% of spam messages are below 2KB, with the rest being between 2 and 50 KBs159. 

¶ In 201сΣ ǘƘŜ άǎƴƻǿǎƘƻŜέ ǎǇŀƳ ƳŜǘƘƻŘ Ƙŀǎ ōŜŜƴ ƛƴŎǊŜŀǎƛƴƎƭȅ ǳǎŜŘ224. In such a spam campaign, 

massive amounts of spam are sent out to a wide IP range. This reduces the efficiency of spam filters 

and identificatiƻƴ ƻŦ Lt ǊŜǇǳǘŀǘƛƻƴΦ Lǘ ƛǎ ǿƻǊǘƘ ƳŜƴǘƛƻƴƛƴƎ ǘƘŀǘ ǎǳŎƘ ǘŜŎƘƴƛǉǳŜǎ άƳŀǘŎƘέ ŘŜǾŜƭƻǇƳŜƴǘǎ 

assessed in botnets and denial of service attacks where large packets and requests per second (pps or 

rps) have been encountered169. In this way, security controls installed in the perimeter can be made 

void. Another obfuscation method that has been observed in 2015 and continues in 2016 is the use of 

alphanumeric symbols UTF-8 characters to encode malicious URLs and thus evade detection159. 

¶ Spam statistics indicate that no particular company type/size has been targeted more than other. All 

have a spam rate of about 50-52% spam in email messages. In 2016, a reduction in spam URLs has 

been observed. Kelihos botnet tops spam botnet activity, followed by Gamut and Necrus. Top five 

countries that are sources of spam are US (ca. 11 %), Vietnam (ca. 10%), India (ca. 10%), China (ca. 7%) 

and Mexico (ca. 4,5%). Actual spam statƛǎǘƛŎǎ Ŏŀƴ ōŜ ŦƻǳƴŘ ŦǊƻƳ {ǇŀƳƘƻǳǎŜ ǇǊƻƧŜŎǘΩǎ ǿŜō ǎƛǘŜ170, 

including top 10 countries, top 10 spammers and top 10 spam IPs. 

Observed current trend for this threat: reducing 

                                                             

167 It is worth mentioning that it is not always possible to discriminate among spam and phishing, for example wide 
phishing attacks abusing top brands. 
168 https://security.elarlang.eu/cve-2016-4803-dotcms-email-header-injection-vulnerability-full-disclosure.html, 
accessed October 2016. 
169 https://blog.cloudflare.com/a-winter-of-400gbps-weekend-ddos-attacks/, accessed October 2016. 
170 https://www.spamhaus.org/statistics/countries/, accessed October 2016. 

https://security.elarlang.eu/cve-2016-4803-dotcms-email-header-injection-vulnerability-full-disclosure.html
https://blog.cloudflare.com/a-winter-of-400gbps-weekend-ddos-attacks/
https://www.spamhaus.org/statistics/countries/
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Related threats: Malware, Spam, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: ά{t!a !b5 tIL{ILbD Lb vн нлмсέΣ YŀǎǇŜǊǎƪȅ159, άInternet Security Threat 
Report Internet Report VOLUME 21, APRIL 2016έΣ {ȅƳŀƴǘŜc224 

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
Control

Actions on
Objectives

Spam

Step of Attack Workflow

Width of Purpose
 

Figure 11: Position of Spam in the kill-chain 

Mitigation vector: The mitigation vector for this threat contains the same elements as phishing, with some 
additional controls: 
 

¶ Use of a security e-mail gateway with regular (possibly automated) maintenance of filters (anti-spam, 
anti-malware, policy-based filtering). 

¶ Block of executables (and macros) found in mail attachments. 

¶ Disable automatic execution of code, macros, rendering of graphics and preloading mailed links at the 
mail clients and update them frequently. 

¶ Educate the users, e.g. to ask themselves, e.g. if they know the sender, if they feel comfortable with 
the attachment content and type, if they recognize the subject matter of the mail, etc. 

¶ Just as in phishing, protection over multiple layers should be implemented to overcome weaknesses of 
scanners/filtering. 
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 Ransomware 
Of all the cyber-threats in 2016, ransomware has delivered the most impressive growth in all categories: 
number of campaigns, number of victims, average ransom paid, advanced of infection methods used, 
άŘŜǇǘƘέ ƻŦ ŘŀƳŀƎŜ ŀƴŘ ǘǳǊƴƻǾŜǊ ŦƻǊ ŎȅōŜǊ-criminals. In 2016, ransomware was the main element for the 
manifestation of monetization as the main motive of cyber-criminals. Among others, this has been 
achieved by better targeting victim groups such as professional users and companies with the aim of 
maximizing profits. In doing so, ransomware authors / operators have been using techniques that have 
been observed in the past within high capability threat agents, such as spear phishing, encryption, 
obfuscation, etc. Given the revenues from this malicious activities, it can be expected that ransomware 
operators will further advance their tactics and maximize revenues. In the reporting year the turnover 
from extortion / ransom is expected to reach 1 billion $171, thus approximately doubled within one year172. 
As within many cyber-crime activities, cryptocurrencies have facilitate this development by providing an 
almost anonymous means for the monetization of ransom173. It is notable that in Europe a cooperation 
between law enforcement and private sector has been created to inform the public about ransomware174. 
In this site, detailed information about ransomware can be found, together with useful protection advice. 
The impression ransomware left to the cyber-security and user-community in 2016 is reflected by the 
number of dedicated reports by many of the major CTI vendors (see list of authoritative resources). 

In the reporting period we have assessed that: 

¶ In comparison to previous years, ransomware has advanced by means of spread and infection 

techniques. It now uses the full range of malware spread infrastructures such as spam-botnets, exploit 

kits, drive-by downloads and infected USBs175. Infection rates have been increased by using specialized 

campaigns for different victim profiles. Company infrastructures have been much stronger targeted, as 

their IT-assets obtain much higher ransoms than those of private users. Techniques used resemble 

those used by high capability adversaries, such as spear-phishing and APs176. 

¶ There have been many significant improvements in ransomware variety and functionality. Firstly, the 

number of ransomware families increased over 172%, reaching in 2016 75 versus 29 of last year175. 

aŀƛƴ ƛƳǇƭŜƳŜƴǘŜŘ ŦǳƴŎǘƛƻƴŀƭ ƛƳǇǊƻǾŜƳŜƴǘǎ ǊŜƭŀǘŜ ǘƻ ŀ ƳƻǊŜ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀƴŘ άŘŜŜǇŜǊέ ŘŀƳŀƎŜ ƻŦ 

files including backups175,176; more targeted damage of specific types of files (i.e. database files, tax 

related files, web pages); vulnerability based exploitation of targets to increase infection rates; 

methods to increase ransom in case users delay payment deadline; change of communication methods 

to victims to better negotiate ransom amount (e.g. via emails instead of fixed banners); more 

                                                             

171 https://www.echoworx.com/protect-sensitive-information/ransomware-2016-billion-dollar-business-nightmare/, 
accessed October 2016. 
172 http://www.washingtontimes.com/news/2015/nov/2/cybercriminals-rake-in-325m-cryptowall-ransomware/, 
accessed October 2016. 
173 http://www.theatlantic.com/business/archive/2016/06/ransomware-new-economics-cybercrime/485888/, 
accessed October 2016. 
174 https://www.nomoreransom.org, accessed October 2016. 
175 http://www.t rendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-the-reign-of-
ransomware.pdf, accessed October 2018. 
176http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ISTR2016_Ransomw
are_and_Businesses.pdf, accessed October 2016. 

https://www.echoworx.com/protect-sensitive-information/ransomware-2016-billion-dollar-business-nightmare/
http://www.washingtontimes.com/news/2015/nov/2/cybercriminals-rake-in-325m-cryptowall-ransomware/
http://www.theatlantic.com/business/archive/2016/06/ransomware-new-economics-cybercrime/485888/
https://www.nomoreransom.org/
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-the-reign-of-ransomware.pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-the-reign-of-ransomware.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ISTR2016_Ransomware_and_Businesses.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ISTR2016_Ransomware_and_Businesses.pdf
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stealthy/creepy encryption of infected computers; more advanced management of encryption keys; 

evaluation of run-time environment details to evade detection177. 

¶ Regarding affected victim platform families, in 2016 there is a clear trend towards professional IT-

environments178. Through selection of operating system and vulnerability scanning (e.g. Shellshock), 

adversaries have opted for the identification enterprise servers (i.e. Linux and other Linux derivatives). 

Once hacked, these systems have been used to perform reconnaissance in the entire company 

network with the objective to identify valuable company files, backup systems and routines and 

desktop computers. Besides seǊǾŜǊǎΣ ǘƘŜ άǘǊŀŘƛǘƛƻƴŀƭέ ŦƻŎǳǎ ƻƴ ŎƻƴǎǳƳŜǊ ǎȅǎǘŜƳǎ ŎƻƴǘƛƴǳŜŘΦ aƻōƛƭŜ 

Android platforms are also on the list of ransomware72. Going beyond demo takeovers179, it is expected 

that IoT devices will also be targeted in the future176 by specific ransomware variants180,181. 

¶ Ransomware has targeted organisations and consumers at rates of ca. 40% and 60 % respectively. In 

the reporting period, the ransom requested on the average is ca. 600-700$, an increase of ca. 100% in 

comparison to the previous year. In the US, the total loss reported exceeds 24$ million by the middle 

of 2016176, while it has been reported that a single ransomware operator was in the position to achieve 

a turnover of 121 million $ in half a year182. More recent estimations about ca. 210 million US$ for the 

first three months of 2016 have been found183. For the entire year 2016, loss of one billion US $ has 

been estimated184. 

¶ Cryptocurrencies have significantly facilitated the required anonymity to cash the ransom. By using 

Bitcoins as the main payment methods, cyber-criminals capitalize on the preparedness of victims to 

increasingly use this method. Being almost anonymous, Bitcoins have come to replace gift vouchers 

that are more difficult to monetize176. In the future, state sponsored actions against cryptocurrencies 

may be intensified/initiated185. 

¶ A trend in ransomware that may bear significant risks is the emergence of ransomware-as-a-service 

offerings (RaaS)271. Such offerings attract potential users, especially by offering prices below 40$ for a 

licence of the malware186. Performed operations of law enforcement to shut down such services are 

indicative about the risk level caused by such offerings187. 

¶ Regarding victim geography, top five countries are US (ca. 28%), other (ca. 20%), Canada (ca. 16%) 

Australia (ca. 11%) and India (ca. 9%). Looking at sectors of victims, top five are: consumers (ca. 57%), 

Services (ca. 38%), Manufacturing (ca. 17%), Public Administration (ca. 10%) and financial sector / 

                                                             

177 https://threatpost.com/necurs-botnet-is-back-updated-with-smarter-locky-variant/118883/, accessed October 
2016. 
178 https://www.fireeye.com/current-threats/what-is-cyber-security/ransomware.html, accessed October 2016. 
179 http://www.computerworld.com/article/3105001/security/hackers-demonstrated-first-ransomware-for-iot-
thermostats-at-def-con.html, accessed October 2016. 
180 https://iotsecurityfoundation.org/the-iot-ransomware-threat-is-more-serious-than-you-think/, accessed October 
2016. 
181 https://www.europol.europa.eu/content/internet-organised-crime-threat-assessment-iocta-2016, accessed 
October 2015. 
182 http://www.mcafee.com/us/resources/reports/rp-quarterly-threats-sep-2016.pdf, accessed October 2016. 
183 http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/, accessed October 2016.F210 
184 https://blog.360totalsecurity.com/en/attack-loss-ransomware-2016/, accessed December 2016. 
185 http://www.businessinsider.com/preventing-ransomware-attacks-by-targeting-bitcoin-and-cryptocurrency-2016-
9, accessed 2016. 
186 http://securityaffairs.co/wordpress/49362/breaking-news/stampado-ransomware.html, accessed October 2016. 
187 http://securityaffairs.co/wordpress/52061/malware/encryptor-raas-fall.html, accessed October 2016. 

https://threatpost.com/necurs-botnet-is-back-updated-with-smarter-locky-variant/118883/
https://www.fireeye.com/current-threats/what-is-cyber-security/ransomware.html
http://www.computerworld.com/article/3105001/security/hackers-demonstrated-first-ransomware-for-iot-thermostats-at-def-con.html
http://www.computerworld.com/article/3105001/security/hackers-demonstrated-first-ransomware-for-iot-thermostats-at-def-con.html
https://iotsecurityfoundation.org/the-iot-ransomware-threat-is-more-serious-than-you-think/
https://www.europol.europa.eu/content/internet-organised-crime-threat-assessment-iocta-2016
http://www.mcafee.com/us/resources/reports/rp-quarterly-threats-sep-2016.pdf
http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/
https://blog.360totalsecurity.com/en/attack-loss-ransomware-2016/
http://www.businessinsider.com/preventing-ransomware-attacks-by-targeting-bitcoin-and-cryptocurrency-2016-9
http://www.businessinsider.com/preventing-ransomware-attacks-by-targeting-bitcoin-and-cryptocurrency-2016-9
http://securityaffairs.co/wordpress/49362/breaking-news/stampado-ransomware.html
http://securityaffairs.co/wordpress/52061/malware/encryptor-raas-fall.html
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Insurance (ca. 10%). Noticeably a resource 176 mentions that although healthcare had made the 

headlines, it does not seem to play a significant role in the statistics of ransomware victims. 

Observed current trend for this threat: increasing 

Related threats: Malware, Web Application Attacks, Web Based Attacks, DDoS attacks, Spam, Information 
Leakage, Phishing. 

Authoritative Resources 2016: ά¢ƘŜ wŜƛƎƴ ƻŦ wŀƴǎƻƳǿŀǊŜέΣ ¢ǊŜƴŘ aƛŎǊƻ175Σ άRansomware and Businesses 
2016έΣ {ȅƳŀƴǘŜŎ176, άKSN REPORT: RANSOMWARE IN 2014-2016 June 2016έΣ YŀǎǇŜǊǎƪȅ72Σ άInside an 
Organized Russian Ransomware CampaignέΣ CƭŀǎƘǇƻƛƴǘ271. 

Kill Chain: 
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Figure 12: Position of Ransomware in the kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements, again not overlap 
free with measures mentioned in other cyber-threats and in particular in malware: 

¶ Exact definition and implementation of minimum user data access rights in order to minimize the 
impact of attacks (i.e. less rights, less data encrypted). 

¶ Availability of reliable back-up off-line schemes that are tested and are in the position to quickly 
recover user data. 

¶ Implementation of robust vulnerability and patch management. 

¶ Implementation of content filtering to filter out unwanted attachments, mails with malicious content, 
spam and unwanted network traffic. 

¶ Installation of end-point protection by means of anti-virus programs but also blocking execution of 
files (e.g. block execution in Temp folder). 

¶ Use of policies for the control external devices and port-accessibility for all kinds of devices. 

¶ Use of whitelisting to prevent unknown executables from being executed at the end-points. 

¶ Invest in user awareness esp. with regard to secure browsing behaviour188. 

¶ Follow recent ransomware developments and prevention proposals in this189 resource. 

  

                                                             

188 http://theconversation.com/its-easier-to-defend-against-ransomware-than-you-might-think-57258, accessed 
November 2016. 
189 https://www.nomoreransom.org/prevention-advice.html, accessed November 2016. 

http://theconversation.com/its-easier-to-defend-against-ransomware-than-you-might-think-57258
https://www.nomoreransom.org/prevention-advice.html
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 Insider threat 
Insider threat continues playing an important role in the threat landscape. As the assessment and analysis 
of incidents matures, we are in the position to better understand the role of this threat. This, among 
others, lies in the fact that protection systems are being used that allow for an identification of insider 
actions and different causes of insider misuse. Moreover, studies have been performed based on a wide 
basis of participants and experts. They have allowed for the illumination of all possible nuances of insider 
threat, by including experiences from various areas of expertise and sectors190,191. So it is known, for 
example, that the inadvertently caused part of insider threat coves a significant part of all registered 
incidents (i.e. between 50% and 60%)163,190,191. Negligence is another cause for incidents caused by insiders 
that may lead to breaches of credentials through external attacks192. Though not intentionally caused, such 
attacks ς also referred to as accidental insider incidents163 - succeed because of lax security policy 
implementation. Breaches caused by such incidents are difficult to detect. Over 70% of surveyed191 
individuals expressed their concern about protection and identification inadvertent insider data breaches. 

In the reporting period we have assessed that: 

¶ The activities of insiders have been classified in some detail216. In particular, the top five identified 

insider incidents / actions are: privilege abuse (ca. 60%), data mishandling (ca. 13%), use of non-

approved hardware (ca. 10%), use of inappropriate software (ca. 10%)and abuse of privilege 

possession (ca. 10%). Interestingly, financial benefit is still top motive (declining) in 50% of confirmed 

insider cases, while espionage seems to pick up as second one216,192 with ca. 30% in 2015. In general, 

monetization, fraud, sabotage, intellectual property (IP) theft and espionage seem to be the concerns 

of individuals participated in a mass survey192. 

¶ Identification of insider breaches is top concern of defenders. And this concern is justified: insider 

breaches belong to the most difficult to detect and protect from. The timeline of discovery of insider 

breaches shows that the vast majority of incidents (ca. 70%) are detected after months and years216. 

This rate is more or less similar in the last 3 years, indicating that the management of this threat has 

not demonstrated any progress in recent years. This is an interesting yet disappointing fact, as this 

threat can be significantly reduced with a mix of training and technical controls, whereas training 

seems to be the most important mitigation measure192. 

¶ Various groups and connected profiles of insiders have been identified. A classification of (user) insider 

groups according to the potential impact caused by incidents is as follows192: Privileged IT users / 

Admins (ca. 60%), Contractors / Consultants / Temporary Workers (ca. 57%), Employees (ca. 50%), 

Privileged Business users (ca. 50%), Executive Managers (ca. 30%), Business Partners and Other IT Staff 

(ca. 20%). All in all, it has been reported that insider threat was responsible for ca. 15% of confirmed 

data breaches in 2015163,193, while insiders were behind ca. 60% of the total incidents194. 

¶ Regarding the frequency of insider threats in various organisations, one may identify public sector, 

healthcare and finance as the sectors with most incidents216. Surveyed information shows that 

majority of organisations think that insider attacks have increased frequency (ca. 56%). As regards 

                                                             

190 http://www.crowdresearchpartners.com/wp-content/uploads/2016/09/Insider-Threat-Report-2016.pdf, accessed 
October 2016. 
191 http://www.veriato.com/docs/default-source/infographics/insider-threat-spotlight-report.pdf?sfvrsn=10, 
accessed October 2016. 
192 https://www.virtru.com/blog/insider-threat-detection/, accessed October 2016. 
193 http://www.idtheftcenter.org/Data-Breaches/2015databreaches.html, accessed October 2016. 
194 http://www -03.ibm.com/security/data-breach/cyber-security-index.html, accessed October 2016. 

http://www.crowdresearchpartners.com/wp-content/uploads/2016/09/Insider-Threat-Report-2016.pdf
http://www.veriato.com/docs/default-source/infographics/insider-threat-spotlight-report.pdf?sfvrsn=10
https://www.virtru.com/blog/insider-threat-detection/
http://www.idtheftcenter.org/Data-Breaches/2015databreaches.html
http://www-03.ibm.com/security/data-breach/cyber-security-index.html
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number of experienced insider attacks, some 30% have experienced one to many attacks, while ca. 

50% are not sure about the number of experienced insider attacks162,192. This shows the increased need 

for action in this area: more than half of organisations do not monitor insider threat, while they believe 

that the frequency of this threat will increase. Here we see a high necessity and high potential for 

improvements. 

¶ Looking at the barriers to insider threat protection shows192 that lack of skills (i.e. lack of training) is the 

main reason for exposure to this threat (reported in ca. 60% of surveyed organisations). Lack of budget 

is the second reason for inefficiencies in insider threat management (by ca. 50% of the cases). 

Interestingly, lack of collaboration and lack of silo-breaking is the third barrier assessed (ca. 48%). In 

other words: with regard to insider threat, training and communication ς ǘǿƻ ǊŀǘƘŜǊ άƭƻǿ ǘŜŎƘέ 

controls ς seem to be the ones that can be further advanced in most of the organisations. Ca. 40% of 

the organisations believe that the current state-of-play in insider threat management is at a sufficient 

level. 

Observed current trend for this threat: stable, flat increase 

Related threats: Malware, Spam, Botnets, Information Leakage, Data Breaches. 

Authoritative Resources 2016: άINSIDER THREATΣ {ǇƻǘƭƛƎƘǘ wŜǇƻǊǘέΣ /ǊƻǿŘ wŜǎŜŀǊŎƘ tŀǊǘƴŜǊǎ190Σ άLƴǎƛŘŜǊ 
¢ƘǊŜŀǘ {ǇƻǘƭƛƎƘǘ wŜǇƻǊǘ LƴŦƻƎǊŀǇƘƛŎǎέΣ ±ŜǊƛŀǘƻ191, ά2016 Cyber Security Intelligence IndexέΣ L.a194Σ άнлмс 
Data Breach Investigatioƴǎ wŜǇƻǊǘέΣ ±ŜǊƛȊƻƴ216. 

Kill Chain: 

Reconnaissance Weaponisation Delivery Exploitation Installation Command and
Control

Actions on
Objectives

Insider threat

Step of Attack Workflow

Width of Purpose
 

Figure 13: Position Insider threat in kill-chain 

Mitigation vector: The mitigation vector for this threat contains the following elements195: 

¶ Definition of a security policy regarding insider threats, in particular based on user awareness, one of 
the most effective controls for this type of cyber-threat163. 

¶ Use of identity and access management (IAM) solutions by also implementing segregation of duties 
(e.g. according to defined roles). 

¶ Implementation of identity governance solutions defining and enforcing role-based access control. 

¶ Implementation/use of security intelligence solutions. 

¶ Use of data-based behaviour analysis tools. 

¶ Implementation of privileged identity management (PIM) solutions. 

                                                             

195 http://resources.sei.cmu.edu/asset_files/TechnicalReport/2012_005_001_34033.pdf, accessed November 2015. 

http://resources.sei.cmu.edu/asset_files/TechnicalReport/2012_005_001_34033.pdf
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¶ Implementation of training and awareness activities 

¶ Implementation of audit and user monitoring schemes. 
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 Physical manipulation/damage/theft/loss 
Though not really a cyber-threat, loss and theft continue having severe impact on all kind of digital assets. 
Physical damage/theft/loss is considered as one of the main reasons for data breaches175 and information 
leakage196: device losses - such as laptops and USB drives - account for ca. 40% of confirmed data 
breaches182. The impact of this threat is achieved by low protection levels in end devices. It is being 
reported that ca. 70% of end devices have no or weak encryption of storage media implemented197. 
Apparently, the exposure to this threat is still not being recognized in the way it deserves it, both by end-
users and organisations, although protection by means of storage encryption would suffice to mitigate the 
risks emanating from data breaches. This threat will continue to bother users and organisations alike: IoT 
devices/tokens will also be subject to losses/theft. Moreover, unprotected IoT information on mobile 
devices will increase the impact of theft/loss198. Given the increased number of mobile devices, securing 
the perimeter will keep being one of the challenges of cyber-security professionals. Device users will need 
to be more vigilant when purchasing and using mobile devices and gadgets. The corresponding security 
controls involving user training and awareness are not costly and may significantly reduce exposure to this 
threat. Moreover, uncontrolled physical access to a device may have detrimental effects, as ATM fraud has 
shown199. Finally, it is very interesting to see the role of physical loss of non-digital media in the incident 
statistics. This kind of loss is often left out from security assessments.  

In the reporting period we have assessed that: 

¶ By including physical manipulation in this threat, we are immediately in the main cause of incidents in 

the area of ATM fraud199. Although cyber-criminals are deploying increasingly cyber-methods for ATM 

fraud, physical methods still account for the majority of attacks to ATMs. Until the first half of 2015 

(period covered by assessed report199), there has been an increasing number of physical attacks to 

ATMs, with an increase for the 4th consequent year, both incident wise and losses wise. Operators of 

ATMs but also POS-devices need to pay more attention to physical protection. 

¶ A quite alarming sign is the apparent misperception between reality and level of concern: security 

professionals seem to classify the severity of device loss lower than its rank in its impact. More 

precisely, while loss is the fifth security concern200, it the second cause of data loss182. It seems that 

only one third of the surveyed companies have implemented data loss protection controls for physical 

media. For this reason, it is proposed that physical protection measures are constantly reviewed and 

compared to breaches stemming from device loss. It has been reported that the bad guys are not to be 

ōƭŀƳŜŘ ŦƻǊ ǘƘŜŦǘ ƳƻǊŜ ǘƘŀƴ ƛƴǎƛŘŜǊǎΥ ǇƘȅǎƛŎŀƭ άloss of assets are 100 times more prevalent than 

theftέ216. 

¶ In the reporting period we have collected a report from an insurance company based on a European 

survey. This information is very interesting and unique because it reflects comprehensive incident- 

analysis, a fact that gives a more holistic and cost-centric view of incident causes in the European 

space225. This work has shown that physical loss of non-electronic media/devices causes a higher 

number of incidents (ca. 42%) than lost/stolen equipment (ca. 37%). Though it sounds contradictory, it 

                                                             

196 https://pages.bitglass.com/Report-Financial-Services-Breach-Report-2016-LP.html, accessed November 2016. 
197 https://www.thehaguesecuritydelta.com/media/com_hsd/report/57/document/4aa6-3786enw.pdf, accessed 
November 2016. 
198 https://threatpost.com/bluetooth-hack-leaves-many-smart-locks-iot-devices-vulnerable/119825/, accessed 
November 216. 
199 http://blog.trendmicro.com/trendlabs-security-intelligence/atm-malware-on-the-rise/, accessed November 2016. 
200 http://www.crowdresearchpartners.com/wp-content/uploads/2016/03/BYOD-and-Mobile-Security-Report-
2016.pdf, accessed November 2016. 






































































